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The Fall 2022 Virtual Meeting is 
scheduled for 
September 13 – 14 
Call for Abstracts is being 
developed and will be released 
soon 

Our next ICSJWG webinar is 
scheduled for 
August 10 from 1 to 2:15 p.m. 
Eastern time 
The webinar will cover the new 
National Information Exchange 
Model (NIEM) Cyber Domain for 
cyber information sharing. 

Trainings: 
Industrial Control Systems 
Evaluation (401v) Online Virtual 
Training 
June 6-24 
Course information and 
registration 

Industrial Control Systems 
Cybersecurity (301v) Online Virtual 
Training 
June 13-24 
Course information and 
registration 

Industrial Control Systems 
Cybersecurity (301L) IN-PERSON 
Training - 4 days 
June 13-16 
Registration Closed - Class is full 

Industrial Control Systems 
Cybersecurity (301L) IN-PERSON 
Training - 4 days 
June 20-23 
Course information and 
registration  
 

ICSJWG Spring 2022 Virtual  Meeting   

The Industrial Control Systems Joint Working Group (ICSJWG)  held  
another successful bi-annual meeting  on April  26 and 27. The  two  
-day  meeting was attended by more than 800 people  and
included 14 presentations from industrial control systems 
professionals representing various sectors of the industry. In
total, there  has been  at least  767 on-demand views of the 
presentations  which are  currently  available on the  ON24 platform.  

The  meeting brought together public and private sector ICS  
cybersecurity experts across all 16 critical sectors for two full 
days of presentations, panels, technical workshop presentations 
and demonstrations, and an ICS-focused training  overview. 
Stakeholders from around the world attended, including  
government officials (Federal, State, Local, Tribal and Territorial), 
asset owners, consultants, vendors, systems  integrators, industry  
associations, and research/academia representatives.  

The conference was  opened  by ICSJWG lead, Janine Sheppard, 
who introduced CISA Deputy Director Nitin Natarajan as the  
keynote speaker. He  described current CISA initiatives with the  
ultimate mission of unifying public and private partnerships  within  
the industrial control systems sector.  

The second day featured technical workshops, including  Cyber -
Competency Health and Maturity Progression Model (CYBER-
CHAMP©),  Case Studies of Cyber Attack Precursors in the  
Operational Technology Environment, and Ransomware  
Considerations for OT Environments  and ATT&CK in the CELR.  

With more than 700 registrants and almost 500 teams, the  
Capture the Flag (CTF) game for this meeting  had the highest  
turnout of  participants and teams  than  any previous ICSJWG  
meetings  that  offered  a CTF!  
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https://gateway.on24.com/wcc/eh/3643772/icsjwg-2022-spring-virtual-meeting
https://401v-jun6.eventbrite.com/
https://401v-jun6.eventbrite.com/
https://301v-13jun22.eventbrite.com/
https://301v-13jun22.eventbrite.com/
https://301l-20jun22.eventbrite.com/
https://301l-20jun22.eventbrite.com/
https://www.cisa.gov/publication/ics-security-offerings
https://www.cisa.gov/publication/ics-security-offerings
https://us-cert.cisa.gov/ics/Training-Available-Through-ICS-CERT
https://www.us-cert.gov/ics/Report-Incident
https://us-cert.cisa.gov/ics/Assessments
https://us-cert.cisa.gov/ics/Downloading-and-Installing-CSET
https://forms.office.com/pages/responsepage.aspx?id=bOfNPG2UEkq7evydCEI1SsInfzjMF9dIv97LqDhkL2hURVI2NEcwOElROTlMRUQwOTRTMThIUjBDVSQlQCN0PWcu&wdLOR=c2394E474-6307-4C6D-B507-1CDAB9FBD0B6
https://forms.office.com/pages/responsepage.aspx?id=bOfNPG2UEkq7evydCEI1SsInfzjMF9dIv97LqDhkL2hURVI2NEcwOElROTlMRUQwOTRTMThIUjBDVSQlQCN0PWcu&wdLOR=c2394E474-6307-4C6D-B507-1CDAB9FBD0B6


 
   

   

   
    

   
 

 
   

   
 

     
  

      
 

  
   

      
 

 

 
 

   

  

   

 
 

 

 
  

   
   

    

   
    

 

INCONTROLLER and the ICSJWG June Quarterly Webinar 
The ICSJWG hosted its third quarterly webinar of 2022 on June 1st with presenters Daniel 
Kapellmann Zafra and Keith Lunden from Mandiant. The presentation, titled INCONTROLLER: 
Analysis and Implications of The New State-Sponsored Threat to ICS, delved into an analysis of the 
novel set of state-sponsored, ICS-oriented cyber-attack tools Mandiant reverse engineered and 
analyzed in partnership with Schneider Electric. The talk presented an overview of INCONTROLLER 
and its components, technical analyses of their capabilities alongside targeted and affected ICS 
assets, and the implications of this threat activity and placed it into context with other ICS-oriented 
malware and cyber attacks. 

IST Steering Team Seeking New SLTT Candidates 
Do you have an interest in becoming more involved with ICSJWG through an advisory role? The IST 
Steering Team is looking to fill two SLTT positions within the team. For more information or to apply 
for the role, email the ICSJWG team: ICSJWG.Communications@cisa.dhs.gov. 

Singapore Launches OT Train-The-Trainer Program 
The Cyber Security Agency of Singapore (CSA) launched the Operational Technology (OT) 
Cybersecurity Competency Framework (OTCCF) on October 8, 2021, to guide OT organizations in 
talent attraction and development. 

During the development of this framework, industry and academic stakeholders also highlighted 
the lack of local OT trainers. To build up a pool of local trainers, CSA launched an OT Train-The-
Trainer (OT TTT) program. In line with OTCCF, this program equipped them with a valuable skillset of 
conducting foundational OT cybersecurity training. To provide realistic hands-on exercises, OT TTT 
was conducted at Singapore University of Technology and Design (SUTD)’s renowned iTrust 
research center water test bed. 

Continue on to article… 

ICS Protocol Parser Survey 
The Industrial Control Systems Network Protocol Parser (ICSNPP) project’s intention is to foster a 
community of interest around open-source network visibility for operational technology (OT). CISA 
currently maintains a growing repository of Zeek OT network protocol parsers that enable operators 
and cybersecurity professionals to characterize and baseline network traffic in their industrial 
environments free of charge. The ICSNPP project is integrated with the CISA maintained open-
source OT security platform tool, Malcolm, which provides a free-of-charge solution to analyze 
network traffic using full packet capture (PCAP) and Zeek logs. 

The community survey will help CISA develop a product roadmap for the next 12-18 months based 
on feedback from the community. Additionally, CISA is planning to host hands-on working sessions 
at the next ICSJWG for those interested in helping to understand the mechanics of parser 
development and ultimately help to drive the future of the ICSNPP open-source project! 

ICSNPP Project - https://github.com/cisagov/ICSNPP 
Malcolm Project - https://github.com/cisagov/Malcolm 
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Distributed Renewables Security Follow-up Survey 
To inform a security reference architecture design and R&D gaps for the renewables industry, a 
survey was conducted and results published to analyze the current state of the industry. The survey 
garnered insightful perspectives from both cybersecurity vendors and OEMs, but we would like to 
hear from additional industry representatives to ensure an accurate correlation of the need. To that 
end, please take a moment to complete a short Qualtrics industry survey. The results of the 
updated survey results will be shared broadly with the renewables industry. 

Partnership Combines INL’s Constrained Cyber Communication Device with 
Binary Armor® to Protect Critical Infrastructure 
By Cory Hatch for INL Communications 

While most electric utilities rely on perimeter security systems such as firewalls or segmented 
networks to prevent a cyber attack, these security measures can’t protect vital equipment once that 
perimeter is breached. 

Idaho National Laboratory researchers recently developed technology that provides an extra layer of 
protection by repelling cyber attacks at the location of the equipment itself. 

The Constrained Cyber Communication Device (C3D) works by limiting the exposure of critical 
infrastructure—protective relays—to outside communications while maintaining operations. 

Protective relays are leading targets of cyber attacks because they play a key role in the grid by 
safeguarding equipment and ensuring stability of the grid. C3D gives utilities time to defend against 
a cyber attack by limiting a protective relay’s exposure. 

Continue on to article… 

Contributed Content Disclaimer: The advice and instructions provided in the contributed content 
are specified as is with no warranties and should be confirmed and tested prior to implementation. 

OT Security Incidents in 2021: Trends & Analyses 
By: Courtney Schneider, Cyber Policy Research Manager, Waterfall Security Solutions 

During 2021, the number of cyber attacks giving rise to physical consequences in manufacturing 
and process industries more than doubled over those reported in 2020. Almost all these attacks 
were the result of targeted ransomware and impacted multiple sites. 

These findings and others are documented in a new report: OT Security Incidents – 2021 Trends 
and Analyses, a cooperation of ICSSTRIVE and Waterfall Security Solutions. The data in the report 
comes from the new icsstrive.com OT cyber incident database. The database records and 
categorizes public reports of OT incidents. 

Continue on to article… 

Defending Operational Technology (OT) in Kinetic, Cyber, and Hybrid Warfare 
By: Max Lesser, Simon Fellows, and Oakley Cox, Darktrace Federal 

Operational technology (OT) — including industrial control systems (ICS), cyber-physical systems 
(CPS), industrial internet of things (IIoT), and other technologies — plays a crucial role in kinetic 
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warfare. This spans various forms of OT embedded across a wide range of Department of Defense 
(DoD) mission-critical assets, as well as systems on-which operations depend, such as facilities, 
fuel, logistics, manufacturing, medical, space, and weapons systems. 

In fact, with over 400 bases, 250,000 facilities and 400,000 structures, the DoD is one of the 
biggest owners and operators of OT assets in the world, with an estimate of over 2.6 billion OT 
devices. The DoD maintains a variety of OT devices that are highly distributed and heterogenous, 
covering over 90,000 operating systems. Many of these OT devices are also antiquated, and in 
effect inherently insecure, with some devices being over 30 years old. 

OT is thus vital for enabling the warfighter’s kinetic military actions in theater. Any disruption to OT 
systems would significantly impact the DoD’s ability to exercise use of force. This is highly 
concerning given the notorious delicacy of OT systems, as well as their associated cybersecurity 
challenges. 

Continue on to article… 

Cyberattack Resilient Navigation System for Autonomous Vehicles: 
An In-Vehicle Sensor Fusion-based Approach 
By: Muhammad Sami Irfan, Sagar Dasgupta, and Mizanur Rahman, Ph.D. 
Connected and Automated Mobility Laboratory (CAM Lab) 
University of Alabama, Tuscaloosa, Alabama, USA 

Satellite-based navigation systems form the backbone of modern-day navigation services for 
civilian as well as military applications, such as localization, navigation guidance, and precision 
strike. These systems rely on satellites to transmit radio waves, which can be received and 
deciphered by electronic receivers to determine real-time location information (latitude, longitude, 
and altitude) of any static and moving objects, such as conventional vehicles, ground autonomous 
vehicles and unmanned aerial vehicles. In addition, satellites signals can also be used to determine 
precise timing by analyzing atomic clock time from a satellite at different locations, which 
establishes Coordinated Universal Time (UTC). An atomic clock measures time by monitoring the 
frequency of an atom’s radiation. This atomic clock-based UTC is used for various applications, 
such as weather forecasting to eliminate any chance of confusion regarding time zones and 
daylight saving time. Thus, a satellite navigation system provides positioning, navigation, and timing 
(PNT) services. 

A Global Navigation Satellite System (GNSS) refers to a system of satellites that provides PNT 
services on a global scale. It encompasses all the currently existing navigation satellites in 
operation. The most widely known among these is the Global Positioning System (GPS), which is 
owned by the United States government. GPS was originally developed for use in military 
applications and later approved for civilian use in 1983. Subsequently, other nations have also 
pursued their own GNSS systems. Russia has developed the Globalnaya Navigazionnaya 
Sputnikovaya Sistema (GLONASS), China uses its own BeiDou Navigation Satellite System, and the 
European Union has the Galileo system. The Indian Regional Navigation Satellite System (IRNSS) 
also has plans to upgrade to the global system. 

Continue on to article… 

4 
The U.S. Government does not endorse any specific commercial products, processes, or services. Any opinions or comments by 

commercial entities are provided for informational use only and do not imply an endorsement of any kind by the U.S. Government. 

https://us-cert.gov/sites/default/files/ICSJWG-Archive/QNL_JUN_2022/Defending%20OT%20in%20Kinetic%20Cyber%20and%20Hybrid%20Warfare_s508c.pdf
https://us-cert.gov/sites/default/files/ICSJWG-Archive/QNL_JUN_2022/Cyberattack%20Resilient%20Navigation%20System%20for%20Autonomous%20Vehicles%20An%20In-Vehicle%20Sensor%20Fusion-based%20Approach_s508c_0.pdf


 
   

   

 
 

 
 

  

 
 

  

 
  

 
   

  
 

  

 
  

 

  

   
   

 
 

  
 

  

 

Is the Zero Trust Model Valid for IACS Cyber Defense? 
By: Daniel Ehrenreich, Consultant and Lecturer, SCCE 

The term “Zero Trust” was introduced primarily for the IT zone. According to that model, prior to 
every communication session or connection performed, the identity of related entities must be 
authenticated. The necessity of this model became even more critical during the COVID-19 period, 
when many employees were required to connect remotely to their organization’s network. According 
to the basic principles for the Zero Trust model, the system must not grant access to any device or 
allow access by any device to the network until that attempt is approved. Consequently, that model 
enhances the organization’s cyber security posture by adding an additional and strong cyber 
defense layer. 

The term Industrial Automation Control System (IACS), as defined by the ISO/IEC 62443, refers to 
physical operations inside an organization’s network, in which all the networked components and 
software are inherently trusted. Traditionally, the IACS was disconnected (airgap) from other zones 
in the organization and with that, this zone was considered as secured. The IACS was primarily built-
in compliance with the operation Safety, Reliability and Productivity (SRP) triad and historically 
cyber security concerns and defense measures were not considered. It was clear to all, that 
external entities are not connecting to the IACS zone, except rarely and for a brief time when a new 
production recipe or a program update is downloaded to the IACS network. 

Continue on to article… 

Why Cyber Holds the Entire World at Risk 
By: Danielle Jablanski 
“Cyber” as a field of study is riddled with poor analogies as takes on cyber strategy and statecraft 
continue to get hotter with no boiling point in sight. With the dawn of digitization, scholars and 
pundits alike began to predict a multipolar world in which digital interdependence of society and 
economy would hamstring great power competition. The truth is it only makes it uglier. 

The United States maintains a posture in which persistent engagement and an ability to 
preemptively defend forward in cyberspace are vital, despite unknown answers to questions about 
cyber escalation and second-strike survivability. The idea is to curtail and diminish potential threats 
before a real attack. At the same time, there is a thriving global private sector for cybersecurity 
products and solutions which is increasingly lucrative and largely unregulated. As with anything 
based in technology, the largest hurdle for both is scalability. 
Continue on to article… 
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