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The Next 10 Minutes 

• Background on the automotive industry 
• Cybersecurity and Cars 
• Auto-ISAC SBOM Working Group 
• Phase 3 – latest status 
(Thanks to Alison Hwang from Auto-ISAC!) 



  

 
      

The Automotive Industry 

• $3+ trillion 
• 50 countries 
• 1000s of suppliers 
• ~60 million vehicles built/year 
• Highly regulated – global, national, state/province 
• 30,000 parts/car 
• Safety of road users is THE priority 



 

   

Cybersecurity and Cars 

“The car is a computer.” 



  Cybersecurity and Cars – Supply Chain 



    Cybersecurity in Cars – Attack Vectors and 
Consequences 



     SBOM: A Flurry of Regulations and Guidance 



   

  
 

 
   

  

    
  

   

  

  
      

 

   

      
    

 

   
  

  
   

 

   

   

   

  
   
     
 

     
   

 

      
    

    
  

Auto-ISAC SBOM Working Group – 3 Phases 

AutoISAC Phase 1 
Mar-Jul 2019 

AutoISAC Phase 2 
Nov 2020 – Apr 2022 

Sponsor: Analyst WG 

Goal: Ensure NTIA SBOM 
considers automotive 
industry issues and opinions 

Team: 10 members (includes 
3 OEMs) 

Objective: Publish concerns 
to NTIA and advocate for the 
auto industry 

Sponsor: Supplier Affinity Group 

Goal: Agree on best practices among 
suppliers and propose solution to OEMs 

Team: 17 members (1 OEM) 

Objectives: 
• Unified supplier voice on SBOM

adoption to OEMs
• Align with NTIA
• Practical approach with input from

OEMs
• Information Report published in 2021

NTIA – July 2018 – August 2021 

Hitachi – November 2018 – Current 

CISA – September 2021 – Current 

AutoISAC Phase 3 
Apr 2022 – Dec 2023 (?) 

Sponsor: Board of Directors/Info Sharing 
Standing Committee 

Goal: Live exercises to prepare supply chain 
members for SBOM operations 

Team: 27 members (10 OEMs) 

Objectives: 
• Multiple tabletop and live fire exercises

to rehearse fundamental SBOM
functions

• Paper with recommendations in 2023
• Coordinate with outside stakeholders



        

  
    

 
    

   
 

  
    

  

    

   
   

     

          

       
     
   

      
       

   

       
         

  
        
           

 
     
           

     
Phase 1 and 2: NTIA Input / Info. Report 

Phase 1: Questions for the NTIA: 
1. What info is needed on an SBOM to provide analysis, sharing guidance, and 

security? 
2. What info is shared with consumers of the component? 
3. How are components classified in an SBOM? 
4. How are components identified, e.g. version, branch, fragment, 

supplier/author? 
5. What is the balance between transparency vs. liability? 
6. How can IP be protected in a transparent BOM? 
7. Should a BOM enumerate all variations? 

Phase 2: Information Report For Members: 

INCLUDED: 

TLP AMBER distribution 
Substantial overlap with NTIA guidance 
Customizations for automotive 
Mapping to automotive product lifecycle 
Format and operational recommendations 
Sharing discussion 
Vendor-neutral tool list 
Bibliography, training, and reference docs 

8. Who gets the SBOM and by what means? 
9. How can subcomponents of large libraries be distinguished from general use 

of the library? 
10. How will AutoISAC interact with and influence other SBOM projects? 
11. How will components be identified, tracked, and audited by the consumer of 

the component? 
12. How will software engineering and QA teams provide SBOMs? 
13. How will purchasing agents enforce SBOM best practice and block restricted 

components? 

EXCLUDED: 

Mandatory rules – all points are 
recommendations 
Usurpation of supplier contracts or 
requirements 
Static guidance – revisions expected during 
Phase 3 and ongoing 



  Phase 3: Operations Practice 



  

   
    

  
  

  
  
 

  

   

 
 

 
 

 

   

Phase 3: Operations Practice 
• Conducted exercises on • Conduct 3rd exercise 

most valuable UCs • Update UCs 
• Built understanding • Build consensus 
• Identified findings, key • Identify issues 

issues, challenges • Issue a final report Developed and Agreed 
Use Cases (UCs) for 
SBOMs across the 

Automotive Supply Chain. 

• Gained exposure to Tools 
+ Capabilities 

� 

�= We are here 



   
 

    
          
       
          

          

          
      

        
         

   
               

  

  

  
   

  

  

  

      
  

Phase 3 – Operations Practice – Discussion 
and Exercises 
• TLP:AMBER Members Only – Confidential
• Agreement: List of use cases and generic “actors” for automotive SBOMs.
• Agreement: Conduct exercises that expose SBOM operations requirements and pitfalls
• Agreement: Write a paper with findings including updates of previous WG documents
• Two exercises were held and another is planned for late 2023

Round 1 – January: 
• Create
• Transmit & Receive 
• Store & Assess Quality
• Scan & Review

Round 2 - May:
• Create
• Name
• Transmit (min requirements) 
• Analyze

80 member attendees (40 on site, 40 virtual) 
10 OEMs, 20 Suppliers 

• Sharable Findings:
• Tremendous and growing interest from members, ~$1.5 Trillion company revenue represented
• Tools are more advanced than expected but still have gaps and quirks
• Product (i.e. onboard vehicles) requires different management techniques from IT and OT
• Safety impacts continue to be the top concern both for vulnerabilities and mitigations (Enterprise

impact can also be significant)
• WG members would like to find a consensus across the supply chain for SBOM operations –

cannot mandate however



   

   
   

 
      

      
  

    
  

  
 

 
      

    

     
    

  

  
 

      
  

 
      

   
     

    
   

 
     

  
 

      
   

      
 

Auto-ISAC SBOM WG Exercise: 
*New!* Vendor Day 

Call for Participation: 
• CISA Tooling & Implementation 

workstream 
• Other SBOM tool vendors known to 

Auto-ISAC SBOM WG members 

Statistics 
• 13 vendors responded | 12 with 

commercially available tools | 1 with 
tool currently under development 

• First 10 vendors to respond presented 
• Survey responses + pre-read materials 

sent to members in advance 
• 50+% of responding vendors have 

SBOM tools that address potential 
automotive use cases 

• 10 minute overview + live demo 
• 90 minutes for in person, virtual or 

hybrid Q&A with members 

26 vendor attendees (7 on site, 19 virtual) 
10 vendor companies What Worked 

• Structured format + Live tool 
demonstrations + Well-respected 
presentation time limits 

• Understand the maturity of the SBOM tool 
industry and see demos of their tools 

• Understand vendor capabilities, maturity, 
interfaces and focus areas 

• Understand which vendors are interested in 
working with Automotive 

• Hybrid format 

Needs Improvement 
• Pre-read was for the “fluff,” live 

presentation was for show & tell 
• 15-30 minutes instead of 10 for more demo 
• Some participants did not realize they could 

request deeper dive/demo during Q&A 
• Europe-friendly date + time 



  Thank you! Questions? 
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