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1.0 Introduction

The Protected Critical Infrastructure Information (PCII) Program is an information
protection program that enhances voluntary information sharing between
infrastructure owners/operators and the government. The PCIl Program, established
in response to the Critical Infrastructure Information Act of 2002 (CII Act), is designed
to encourage private industry to voluntarily share its sensitive security-related
business information with the Federal government. PCII protection means that
Department of Homeland Security (DHS) partners can be confident that sharing their
information with the government will not expose sensitive or proprietary data. DHS
and other Federal, State, tribal, and local analysts use PCII to:

e Analyze and secure critical infrastructure and protected systems
e Identify vulnerabilities and develop risk assessments
e Enhance recovery preparedness measures

The electronic submissions (eSubmissions) application is used to submit Critical
Infrastructure Information (CII) to DHS through a web site. This user guide describes
the submission process and how to use the eSubmissions application.

2.0 Overview

The PCII Program will evaluate the information submitted to determine if it qualifies
for protection under the CII Act as PCII. If additional clarification is needed, the
Program may contact the submitter before making a final determination.

Information that does not qualify for PCII protection will, at the preference of the
submitter, be returned to the submitter or destroyed in accordance with the Federal
Records Act and DHS Regulations. The information received, in accordance with
applicable procedures, will be treated as PCII while under review.

2.1 Privacy
Authority: 5 U.S.C. 8301 and 44 U.S.C. 83101 authorizes the collection of this
information.

Purpose: DHS will use this information as contact information for any follow up
discussions that would be required during the validation process. Information includes
first name, last name, organization, position, email, phone, and address.

Routine Use: This information may be disclosed as generally permitted under 5
U.S.C. 8552a(b) of the Privacy Act of 1974, as amended. This includes using the
information, as necessary and authorized by the routine uses published in DHS/ALL-
004 General Information Technology Access Account Records System of Records
(September 29, 2009, 74 FR 49882).

Disclosure: Furnishing this information is voluntary; however failure to provide any of

the information requested may delay or prevent a submission from being processed
for PCII consideration.

U.S. Department of Homeland Security
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3.0 Getting Started

Users will access the URL, https://pciim.cisa.gov/esubmission, for the PCII
eSubmissions Home Page. If users cannot access the URL, they can contact the
PCII Help Desk at pcii-assist@cisa.dhs.gov.

Help Contact Us

UNKS

» Home

® PCIl WebPage
® PCll Training

» Contact Us
» Help Wel to PClI

RESOURCES

This webskte il aliow you 10 SUbM your citical infrastructure Information (C) 1o the Depantment of Homeland Securfly (DHS) Protected

& Guidelines for the Electronic Submessions of Cif ! Infrastructure Information (PCII) Program

© eSubmission Checkiist
To submit Cil quickly and easiy through a secure server, select the “Submit CII* bution besow

» eSubmission/Cll FAQ

» PCII Final Rule
» eSubmissions User Guice

WARNING
YOU NAVE CONNECTED TO A LS. GOVERNMENT COMPUTER. I YOU ARE NOT AUTHORIZED 10 ACCESS THES SYSTEM, DISCONNECT NOW.
o ¢ dim stume o
oy 7 eunows of cokmenter MO My SRR Yo 15 0 40 WA IOMANMERE 1 BCEaBSnee W The 18 LS. Sacaon 1130 o ST penanes of

WARNING

Figure 1: PCIl eSubmissions Home Page

3.1 Home Page

The home page includes “Learn More” and “Submit CII” radio buttons and links for
the user to learn more about the program and to submit their Cll. The “Learn More”
radio button will direct the user to a new page with additional PCII program
information.

LT Learn More *
® Home

& PCll WebPage PCll

» PCIl Training The PCII Program, established in response to the Critical Infrastructure Information Act of 2002 (CI Act), is designed to encourage private industry fo voluntarily share its sensitive

security-related business information with the Federal govemment.
& Contact Us
We welcome submissions from:
» Help
+ Private ownersioperators of ertical infrastructurs
- State and local govemments officials
+ Local law enforcement officials
+ Trade assosiations

RESOURCES
& Guidelines for the Electronic Submissions of CIl

b eSubmission Checkiist

& eSubmission/Cll FAQ
& PCII Final Rule

& eSubmissions User Guide

PCIl Protections

Information validated as PCII by the PCIl Program will be protected from public disclosure underthe Freedom of Information Act (FOIA) and similer State and local distlosure laws,
&nd use in civi liigation. The protections offered through the PCIl Program faciitate information-sharing between the govemment and the private sector

The following aids have been developed to assist you in the electronic SUbMISsion process:

The PCII Program wil evaluate the information submitted 1o determine if it qualifies for protection under the CIl Act. If additional clarification is needed, the Program may contact the
submitter before making a final determination

Information that does not qualify for PCII protection wil, at the preference of the submitter, be retumed to the submitier o destroyed in accordance with the Federal Records Act and
Department of Homeland Security Reguiations. The information received, in accordance with applicable procedures, will be treated as PCIl while under review. As a reminder, use of
this serveris for the submission of critica! infrastructure information only.

I you encounter technical problems wsing this site, please contact the PCII Frogram at 865-844-8163 or by e-mail at |PGatzwayHelpDesk@h

Figure 2: Learn More
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The links and resources are located on the left navigation bar on every page. The
links include:

Home - re-directs user back to the eSubmissions home page
PCIl WebPage - provides a link to the PCIl Program home page
PCII Training - provides information about PCII training
Contact Us - provides a form for the user to submit a message directly to the
PCIl team
e Help - provides further program details and help desk contact information
The Resources are all links to the following:
Guidelines for the Electronic Submission of ClII
eSubmission Checklist
eSubmission/Cll FAQ
PCII Final Rule

3.2 User Roles

There are two user roles in eSubmissions, owner/operator and government
employee. The owner/operator is referred to as the submitter. The government
employee is the sponsor of the submitter. If a government employee is submitting CII,
they are required to have a PCII Express Statement signed by the submitter and
uploaded into eSubmissions.

3.3 Beginning a Submission

After selecting “Submit CII”, a pop-up will appear informing the user that the system is
for official use only. The user should read the notice and click the “Continue” button to
proceed. By clicking “Continue” the user acknowledges that they will not be
submitting any classified information into the eSubmissions application and
understand that the application is an unclassified system. If the user selects the
“Cancel” button, they will not be able to continue the submission process and will
return to the eSubmissions application home page.

U.S. Department of Homeland Security
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Unclassified System

All data on this site shall be treated as For Official Use Only (FOUQ).

Far technical assistance please contact the PCIl Help Desk at 866-844-8163, or emall us at

pci-assist@ciza.dhs. gov
Cancel Continue

Figure 3: Unclassified System Warning Message

After clicking the “Continue” button, the user will be directed to the “Submission Type”
page. At this point, the application will begin asking questions that pertain to the type
of submission. The initial question asks if the CIl being submitted is associated with
an existing PCII approved data collection. The user may respond with ‘Yes’ or ‘No’..

Submission Type: If answering “NO”, the user can proceed to the next question by
clicking the “Continue” button.

UINKS

© Home

B PCll WetPage

& PCIl Training

» Contact Us.

> Help

RESOURCES
 Guideines for the Electronic Suomissions of Cll
 eSubmission Checkist

& eSubmissionCll FAQ

& PCIl Final Rule

& eSubmissions User Guide

Submission Type
Question One:
15 this submission associated with an existing PCHl-approved data collection?

Answer:

Please choose the appropriate answer below. Al fields are required.

exer 0132201 2om e corecson s00080r3 or equres Pougn roguiation Roouests

CF i 'S P 1358 resurererts of e FRA Acciwdegy heve 1> euvermert 5 tar OMD aceroval ko edormacon
oSN (500, 6 Ao Aoy 8083 (20 Fed. 20041 Recumsts made pursuar 1 & CAR Put 29 30 ot mes o Pt 1520 Accorsegy. vene &
owe 69 Fed Reg 8081 (20 Fes 2004)

Figure 4: Submission Type, Question 1 “NO”

U.S. Department of Homeland Security
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If answering “YES”, the user will need to provide the name of the Federally thosted
data collection activity before continuing. Once Federally hosted data is entered, the
user can proceed to the ‘Submitter Type’ page by clicking the “Continue” button.

PCIL: “Submissions

LINKS:

» Home
& PCIl WebPage Submission Type
& PCil Training
» Contact Us Question One:

b Help 15 this submission 3ssociated with an existing PCHl-a3pproved data collection?
RESOURCES
Answer:
& Guigeines for the Elecironkc SubmIssions of Cil

Please choose the appropriate answer below. Al fieids are required

> eSubmission Checkist
» eSubmissionCll FAQ

& PCIl Final Rule

> eSubmissions User Guide
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Figure 5: Submission Type, Question 1 “YES”

At this point a “Cancel” button will also be present throughout the rest of the
submission process. At any point, a user may choose to select the “Cancel” button
which will remove any information that had been collected up to that point and the
user will be returned to the home page of the eSubmissions application.

3.4 Submitting Cll as a Submitter: At this point, the process will follow a different
path for the submitter role versus a sponsor role. A submitter will check the first radio
button and click the “Continue” button to proceed to the Submitter Information page.

1 “Federally”, in this context, is a term that references anything operated by the Federal Government
of the United States of America.

U.S. Department of Homeland Security
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Submissions

LINKS

© Home

& PCH WebPage Submitter Type
b PCHl Training
Question Two:

Wno 15 submitting this Critical Infrastructure Information?

 Contact Us
b Help

RESOURCES
Answi

& Guideines for the Electionic Submissions of Cil
& eSubmission Checidist

> eSubmission/Cll FAQ

 PCH Final Ruke

> eSubmissions User Guide

p- "

D

)

;IA"

Figure 6: Submitter Type

Submitter Information: The submitter must fill out all required fields (depicted by
asterisks). Once all fields are properly filled out, the submitter can then click the
“Continue” button to proceed to the Point of Contact Information page. If any required
fields are not properly filled out, a red error message will appear beneath the field(s)
notifying the submitter of what information is required. The submitter cannot proceed
until all required fields are complete. Note: If selecting United States of America as the
Country, the system will automatically populate the State and City fields with values
when filing out the Zip Code. This includes other pages that include the Zip Code field.

e ntact Uy

PCIL:: " Submissions

R o}

~reare ' J

» P WetPage Submitter Information

» PCH Traveny P23 SrOVION the IDPOPrIE SUDAIZN! INTOMMATON Delow. * ® Required feia

» Contxct(n

e Firwt Mo ot Wame
REIOURCES “Orpanizaticn Poamon lete

» Gunostnes 1 the Elecionkt Scbmessions of i
» eSabmmaion Chackit

 SSsmumionCl FAQ Voo T atemann
- o reaie
& eSatmmsion User (aade Ao Addrose 2

e

g

Figure 7: Submitter Information

Point of Contact Information: The submitter can either designate a new contact or
the “Same as Submitter” box can be checked to automatically fill in the Submitter

U.S. Department of Homeland Security
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Information input on the previous screen. The submitter can then click the
“Continue” button to proceed to the Nature of Submission page.

UNKS

4% Compiess.
& Home

& PCil WebPage Point of Contact Information

& PCil Training Complete on If you want to designate 3 Point of Contact for the PCIl Program to communicate with thatis different than the
® Contact Us poc pre: identified. * = Required field.
b Hep

RESOURCES "
 Name:
& Guidelnes for he Electionic Submissions of Cif
& eSubmission Checkist Organizat on Position Tite:
© eSubmssionCll FAQ
Emai Verity Em:
b PC Final Rule
© eSubmissions User Gude Phone: Extension
“Addre: Address 2.
= . ” -
o )\ N oun niteq States of America V] | state: v
‘JL L\
X S
SO
Sy

Figure 8: Point of Contact Information

Nature of Submission: The submitter must enter information into all fields on the

Nature of Submission page. The submitter can then click the “Continue” button to
proceed to the Critical Infrastructure Information page.

Home

Cli WebPage Nature of Submission

PCIl Training Please provide some on your * = Required field.

Contact Us

Help “Please provide a description of the critical infrastruture (Example: what is the purpose of the critical infrastructure)
SOURCES

Guidelines for the Electronic Submissions of Cil
eSubmission Checklist

eSubmission/Cll FAQ

PCIl Final Rule

eSubmissions User Guide

I
Al
O

1995 (PRA44 U S.C. 3501-3520) & appron 2 conducts, sponsors, Or requires through regulstion. Requests
29 do ot meet the efinton of Jnformasion coliecton” 93 defined under 3 CFR, Part 1320, and are terelore exempt from the requrements of the FRA. Accordingly, There & 1o fequirment 1 0btain OMS approval for information
8083 (20 Feb. 2004)) g 1320, Accordngy, theve &

69 Fed Reg 8083 (20 Feb. 2004))

Figure 9: Nature of Submission

Note: If clicking the tool tip (icon located at the end of the sentence of the third
section) the submitter will see a pop-up stating “Please describe any pending
litigation related to this submission.” Simply click the “OK” button to return to the

U.S. Department of Homeland Security

10



eSubmissions Application User Guide

screen.

Litigation Information

Please describe any pending litigation related to this submission

Figure 10: Litigation Information

Critical Infrastructure Information: The submitter must enter information into all
fields on the Critical Infrastructure Information page if the asset is Physical. If the
asset is Cyber, then the State/Province, Zip/Postal Code and City are no longer
required fields. A Cyber asset is defined as a non-physical system such as computer
software. The user must also identify which sector the asset is related to. Note that
multiple sectors can be selected by clicking one sector, holding the Ctrl button and
then clicking additional sector(s). The submitter can then click the “Continue” button
to proceed to the Express Statement page.

LINKS 61% Compietn

Critical Infrastructure Information

Please provide some on the critical * = Required field.

“ts this a physical asset, or cybor?
® Physical () Cyber

RESOURCES

& Guidesines for the Electronic Submissions of Cll
B eSubmission Checkiist

& eSubmission/Cli FAQ

& PCll Finai Rule.

B eSubmssions User Guide

“What is the name of the critical infrastiucture? (Example: subject of the assessment of incident)

“Identity the sector(s) that best describes the critical infrastructure.
Agriculture and Food
Banking and Finance A
Chemical ana Hazardous IMatenials Incustry v
Commercial Faciities

“Country *State

United States of America v 54

“Zip Code “City

Under Do Pagerwork Recuction Act of 33013520, Scorcval fom sponsors Pocunits

cFR. Cofecton” 32 Getned under 5 CFR Part 1330, 33 819 DErRione GX6mpt SOm the TeGuImBets of 50 FRA_ACCONGY, I 8 10 FQUMONE 15 0btan OMB ae0rovel A nomacon
‘callecton (See, 69 Fod. Reg 8083 (20 Fed. 200411 Roaue: 6 CFR Pt 29 00 ot me CFR o 1320, Accorangy, tere &
170 FoQuremen 0 0Bt OMS ancrove! £ ormason

Figure 11: Critical Infrastructure Information

Express Statement: The submitter is required to click the “Yes” radio button to
proceed. Once the “Yes” radio button is selected, the submitter can then click the
“Continue” button to proceed to the Certification Statement page.

U.S. Department of Homeland Security 11
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INKS.

74% Complote

. 2

> PCII WebPage Express Statement
> PCHl Traming The Express Statement and the Statement must ot for which protection is requested
> Contact Us under the Critical Infrastructure Information Act of 2002
> Help Please record the submitter's agreement with the following statement by transcribing the responses below.
ESOURCES

This information is voluntarily submitted to the Federal Government in expectation of protection from disclosure as provided by the provisions
> Guigetnes for the Electronk Submissions of Cli of the Critical Infrastructure Information Act of 2002
> eSubmission Checkiist
> eSubmission'Cll FAQ
> PCH Final Rule

<<Back Continue >>

> eSubmissions User Guide

L
s

X
G X
=
23]
5C 3201.3220) 8 Fecerl agwrcy mustcitan v o e e Of Marageroe and it M) o
“rtorraion coectis”

Pagework Raducton At of 1993 (PRAY L oach codection of Foqueiss
mp.n—vlz o o 23 6o 1k et e s o 25 e unce 5 CIF P 1320, we Dol arwry oo 2 reqireemets of B P Aoy, v mwnmcusmduwm
ction {See, €9 Fec Feg 8083 (20 Feb 2000) Facueits R4 Acconsegy, tare

o €9 Fed Ry 2083 20 Feb 20080

Figure 12: Express Statement

If the submitter selects “No”, a warning will pop up on the screen informing the
submitter that agreeing is a requirement to proceed. The pop-up gives the submitter
the option to cancel the submission by selecting the “Yes” button. If the submitter
does not wish to cancel the submission, they must select the “No” button to return to

the screen. If the user selects ‘Yes’, all information entered will be immediately
deleted,

Agreeing to the Express, Certification, and Access Disclosure Statements is a requirement
to proceed with a submission.

Do you wish to cancel the submission?

Yes

Figure 13: Express Statement - Warning

Certification Statement: The submitter must select their authorization for
submitting the information, from the listed choices, by selecting the corresponding
radio button. The submitter must also answer “Yes” by clicking the “Yes” radio button

to proceed. The submitter can then click the “Continue” button to proceed to the
Access Disclosure Statement page.

U.S. Department of Homeland Security
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KS

Home
ACIl WebPage Certification Statement
PCHl Training The Express Statement and the Statement must of for which protection is requested
Contact Us under the Critical Infrastructure Information Act of 2002.
felp
The submitter
SOURCES

Guidelines for the Electionic Submissions of Cil
»Submission Checkiist

2Submission/Cll FAQ

PCII Final Rule

2Submissions User Guide

the public domain. | am not submitting this information to c
ion 1o & Federal regulatory entity.

Uncr e Paparirk Racauction Act of 1993 (PRAN4 U S.C. 3801.3320 amct tormation & CORSLEHS. SPORSCFS, Of RQures LR reudaton Requests
ade pursusnt 15 6 CFR Pat 29 3o ot meet the de “ikrmation colectn” a3 defed uder § CFR Fart 13, and ae therelore exeat from e regurements of he FRA. Accordingly, thee s 1o recuremert 1o obtar) OME acovoral ko information
oseceon (See. 69 Fod Rog 8083 (20 Fed 2004) * 1% ore s
oue 69 Fect Mo 8083 (20 Fed. 2000

Figure 14: Certification Statement

Access Disclosure Statement: The submitter must check the box to acknowledge
the Access Disclosure Statement. Once checked, the submitter can then click the
“Continue” button to proceed to the File Upload Wizard page.

INKS

87% Complete
» Home
> PCIl WebPage Access Disclosure Statement
» PCH Training Please indicate your agreement with the following statement by checking the box below.
» Contact Us

Individuals eligible to access PCll include Federal, State, Local, Tribal or Territorial government employees or contractors who meet the

> Help following
ESOURCES

As: and
» Guidelines for the Electronc Submissions of Cll + Do
c user training); and
=ESutamssion Checkiet * Su ated in the Cll Act and the Regulation (6 C.F.R. Part 29).
» eSubmission/Cil FAQ

» PCHl Final Rule

» eSubmissions User Guide

3201-3520), & 20pron sponsors. Requests
of kot cofecon’ 4 deoed under 5 CFR.Fart 1220, and rs vtre et bom o requsmerts of 8 PRA. ccordogly thre i o sausenent o tie OMS sl f fomaton
et 3 5 1320, mee s

, 69 Fed Reg 8083 (20 Fed. 2004))

Figure 15: Access Disclosure Statement

File Upload Wizard: The submitter must enter a brief description and upload at least
one file in order to continue submission. As many as 100 files may be added with a
limit of up to 1GB size total. The submitter can drag files into the area designated for
uploading files or click on the designated area to open the browser for selecting one
or more files to be uploaded. The submitter must check the box attesting that the
information uploaded is not classified information. The submitter can then click the

U.S. Department of Homeland Security
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“Continue” button to proceed to the Submission Overview page. If more than 100 files
are selected or the total size of the files selected is over 1GB, an error message will
pop up on the screen with an explanation. The user must then correct as appropriate
and try again. The submitter must check the box to attest that the information being
submitted does not contain any classified information.

LINKS

& Home '

» PCIl WebPage File Upload Wizard

& PClI Training Please select the files that you would like to submit (at least one file must be selected in order to continue). To select a file, click on

& Contact Us the gray box below, or drag a file into it (the submission does have 3 size limit of 1GB). When complete, click "continue” below to
proceed to the Submission Overview page.

> Help

RESOURCES Please provide a brief description of the file(s) you are uploading

> Guidelines for the Electronic Submissions of Cll
& eSubmission Checkiist

» eSubmissionCll FAQ
& PCII Final Rule
& eSubmissions User Guide Ploase choose file(s) to upload.
\1 Drop files here of click 10 browse

o

the P o 1995 (PRAY44 US C. 3501-3520). 8 Federal agency must obtsin approve! from the Office of Management and. sponsors, o Requests
porsusre 0 6 CFR Part 29 do not mee the defintion of “riormstion collection” a3 defined under 5 CFR Part 1120, 8nd are therelore exeimp from the requrements of the PRA_ACoordingly, there s o requsement 10 0btai OMS sgrovsl for informstion
cotection (See, 69 Fed. Reg 8083 (20 Fed. 2004)) Pt g v 13520, o he PRA Accordngy, there &
69 Fod. fieg 5083 (20 Feb, 2004)

Figure 16: File Upload Wizard

Submission Overview: The submitter can review all of their information for
accuracy before selecting the “Submit” button. All fields are in a “read-only” format. If
the submitter needs to change any part of the submission, they can do so on the
Submission Overview page by clicking on the “edit” link located on the top right side
of each section. The selected information may then be edited. The submitter can
also navigate directly to previous pages via the drop down in the top right of the
screen. Once the submitter is ready to submit their ClI, they can scroll down to the
bottom of the page and click the “Submit” button. The submitter will then see a pop-
up showing the submission status. The Submission Status pop-up shows the form
data and file uploads as either successful or not successful. If successful, the
submitter can then click the “OK” button to continue. If a file upload fails, a
notification of which file(s) will be included in the pop-up. The submitter can then
click the “OK” button to continue and can submit again once they fix the failed file.
The submitter will then be directed to the Submission Confirmed page.

U.S. Department of Homeland Security 14
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UNKS
> Home
gt i A

& PCHl WebPage Submission Overview
& PCHl Training Please review the information below.
® Contact Us.
Ay Submitter Information
RESOURCES

“First Name: John “Last Name: Doe
© Guidelines for the Electronic Submissions of Cll

& eSubmission Checklist
& eSubmission/Cll FAQ

*Organization: FOP “Position Title: Supplier

i b *Emait: joho@doe.c “Verify Email john@doe.c
& eSubmissions User Guide *Phone (555) 5555555 Extension.
“Address: 1 Main Street Address 2:
*Country: nted States of Amenca v | “state: g v
“Zip Code: 23220 “City RICHMOND
Point of Contact Information
¥ Same as Submitter
“First Name: John “Last Name: Doe
*Organization: FOP *Position Title: Supplier

v

G 35013520, f 2003073, Requeats
he efntion of ‘mksmaton coléction” as Celined urcer 5 CPR Pt 1320, At se herelre exemp fom the requiemerts of e PRA ACcordingly, there is > requirement 10 Ottsin OMS S0proves 1o normatin
2004). 3 5CFR Part 1329, Accordegy, there i

CFR,
69 Fod Rng 8083 (20 Fed. 2004)

Figure 17: Submission Overview

Submission Confirmed: This page contains an automatically generated CI|
submission number. The submitter will then be able to return to the eSubmissions
home page or begin a new submission. If beginning a new submission, the submitter
will be redirected to the “Submission Type” page upon clicking the “Begin New
Submission” button. All previous contact data entered into the system is retained.
Otherwise, all previous data input is purged when clicking the “Home” button or
exiting the page/closing browser. The submitter will also receive an email that
notifies them of a successful submission.

& Home ]

» BCIl WebPage Submission Confirmed

® PClI Training

Thank you for your submission.

B Contact Us

» Help Please refer to submission number CII-PO-VA-00000133 in any correspondence about your
submission

BESOURCES Please contact the PCII Program at pcii-info@dhs.gov or 866-844-8163 with any questions.

B Guidelines for the Electronic Submissions of

ci
If you do not need to make another submission, you may close your browser now.

& eSubmission Checklist

& eSubmission/Cll FAQ

To learn more about eSubmissions, please press here

“ el

& PCII Final Rule

Privacy Act Statement:

Authority: 5 U.S.C. §301 and 44 US.C. §3101 authorize the
collection of this information.

CES

Purpose: DHS wil use this information to create user accounts,
including user names and passwords, and grant user access to
the Protected Criical Infrastructure. Information Management
System.

Routine Use: This information may be disclosed as generally
permitted under 5 U.S.C. §552a(b) of the Privacy Act of 1974,
as amended. This includes using the information, as necessary
and authorized by the routine uses published in DHS/ALL-004
General Information Technology Access Account Records
System of Records (September 29, 2009, 74 FR 49862).

Disclosure: Furnishing this information is voluntary; however
failure to provide any of the information requested may prevent
your user account from being created, which wil delay or

Pprevent you from accessing the Protected Critical Infrastructure °)
Information Management System. f

UNCLASSIFIED FOUO

Figure 18: Submission Confirmed

U.S. Department of Homeland Security 15
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3.5 Submitting CIl as a Sponsor
After selecting ‘Submit CII’ the sponsor will be directed to the Submission Type page.

Submission Type: If answering “NO”, the sponsor can go to the next question by
clicking the “Continue” button.

> PCIl WebPage Submission Type

» PCli Training

» Contact Us Question One:

» Help Is this submission associated With an existing PCIl-approved data collection?
RESOURCES

Answer:
 Guideines for the Electron Submissions of Ci

Please choose the appropriate answer below. Al fields are required.
 eSubmission Checkisst

18 NO: 1 an
YES: | am su

» ESUDMISSIONCH FAQ
» PCHl Final Rule
 eSubmissions User Guide

;)\

X

Figure 19: Submission Type Question One “NO”

If answering “YES”, the sponsor will need to provide the name of the Federally hosted
data collection activity before continuing. Once the Federally hosted data collection
activity is entered, the sponsor can continue to the Submitter Type page by clicking
the “Continue” button.

> PCIl WebPage Submission Type

» PCIl Training

> Contact Us Question One:

® Help is this submission asscciated with an existing PCIl-approved data collection?
RESOURCES T

> Guidelines for the Electronic Submissions of Cil

Please choose the appropriate answer below. All fields are required

> eSubmission Checkiist

> eSubmission/Cll FAQ

» PCII Final Rule

» eSubmissions User Guide

Continue
Unowe the Facenwork Rodkcton Act (PRAY44 U5.C. 3301-3920 8 Feders: aoency e e o 3p0ns0r8. O RQUIES YU reg/aOn Aesuests
CHA Fart 73 59 ot meet e cefinon of Afiimaton oo’ 48 Beed s § CHH Fa 112 63 e hereiire Extmot Yom e mautmerts of e FRA Sicoringy, I 3 ) maurement 1 A OM g 1 ot

ek pursunrt 15
coecton (See, 65 Fed Aeg 8081 (20 Feb. 2004) s cehond orcee § CFRL Fart 1120, 0 e iheredore et bom e ecuacements of e PRA. Acconsony, Bre
5 Fed. R 808320 Feb 2004
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Figure 20: Submission Type Question One “YES”

Submitter Type: The sponsor will check the second radio button and answer “YES”
to the Express Statement question. If they answer “NO” to the question, they will see
two tabs, Express Statement and Adobe Acrobat Reader. Clicking on the Express
Statement tab will open a new tab where they can download a copy of the Express
Statement and save it to their computer. The Adobe Acrobat Reader tab will take
them to a new tab and allow them to download Adobe Acrobat Reader if they do not
have the software. The sponsor can then close these tabs and return to the
eSubmissions application. The sponsor can then click the “Continue” button to
proceed to the Submission Sponsor Information page. To learn more about data
collection activities the user can select the link to the “Learn More” text pop-up.

: ~submissions

INKS.

> Home

> PCIl WebPage , Submitter Type
> PCIl Training

> Contact Us » Question Two:

> Help Who is g this Critical ?
RESOURCES

Answer:
> Guidelines for the Electronic Submissions of Cil

> eSubmission Checklist

Please choose the appropriate answer below. All fields are required.
> eSubmission/Cll FAQ

> PCII Final Rule

> eSubmissions User Guide

Act of 1993 (PR 3501.3%20) 8 aporoval rom e Otfice for each cobectn 30002073, O¢ FOquIes Ehrough reguistion. Resquests

e pursiant 15 & CFR Pt 29 0o ot mwet the Oménton of “rikrmation Coliction” 5 delined uder 5 CFR Part 1320, a6t are therelive exsmpt om e requiremerts of the PRA. ACCordingly, thae 1 113 requbement 15 cbtain OMS pcrowsl o nbamaton

collection (Sec. 69 Fed Rop 8083 (20 Feb 2004) AR " S CFR Fart 1320, PRA Accordngly, here
69 Foc Aeg 8023 (20 Feb. 2004))

Figure 21: Submitter Type Question Two “YES”

U.S. Department of Homeland Security
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& Home.

B PCIl WebPage

& PCIl Training

& Contact Us.

& Heip

RESOURCES

& Guidehnes for the Electronic Submissions of Cil
& eSubmssion Checklist

& eSubmission/Cll FAQ

& PCll Final Rule

& eSubmissions User Guide

eSubmissions Application User Guide

Learn More

« Validation of Cll can occur either via manual review on a per-document basis by the
PCII Program Office, or it can occur in a more automatic fashion, without the need for
constant review. via a legal arrangement called a categorical inclusion.

« A categorical inclusion is a data collection activity with automatic PCII validation
approval.

« A specific category of Cll is validated by the PCII Program Office (PCIIPO) as PCII.

+ The approved category usually manifests itself in the form of an approved template.
Possible templates include the guestions involved in a vulnerability assessment, or the
fields included in an incident reporting form.

« Although most inclusions follow a distributed data framework where the Federal entity
who was interested in collecting the data, would be the entity to host the incoming data, in

certain limited cases the DHS PCIIPO can host the data

- The PCIIPO agrees to host the new incoming data, and appoints a PCIl Program
Manager Designee to oversee the data collection activity.

- A PCIIPO Designee agrees to a certain set of responsibilities to protect the new data.

« The submitter of the CIl (from efther the private sector or a State/local government) visits
eSubmissions and signs a PCII Express statement to initiate each submission.

Jump To Page

Submitter Type [~

Question Two:
Who is this Critical

Answer:
Please choose the appropriate answer below. All fields are required.

1:3m an owner (or a representative)operator of private or public ertical infrastructure: or

13m a State or local of cribcal o
1 am a ropresontative from an industry association. or
1am an an informed of the eritical

@ lam p!

y a
Lintend 10 upload an Express and Certification Statement signed by the submitter

Do you have a copy of the PCII Express Statement, signed by the person with knowledge of the assessmentincident, that is ready to be
uploaded into e Submissions?

Yes @ No

Please download the Express Stalement and have an authorized submitter

(definitions can be found at top of Express Statement) complete the form Express Statement
before continuing the SUDMISSIoN Process
1f you do not aiready have the software to display Adobe Acrobat POF files

Adobe Acrobat Reader

then you may download ft here

1t you wish 10 propose a new data coliection activiy featuring automatic PCII validation (Le., a categorical Inclusion) that wil be hosted by the
DHS PCII Program, contact the PCII leam via Contact Us. In the body of the email, please describe the type of template you are choosing,
the topic area of the expected incoming content. and the number of expected submISsions.

am more, please press here.

‘sooroval from e codecton 20000063, O 1OQUIES IOUQN 1RQUISION ReQuesta.
under 5 CFR Fort 1220, and are therefore exeempt from the requrements of the PRA_ Accordingy, there 13 7o requrement 10 obése OMS aporove! for imoemation
|GFR Pat 1320, 500 are thevefore exeme rom e recurements of the PRA. Acccedingy, there i

K Recuction Act of 3013320,

madk pursusnt 15 6 CER Part 29 g not meet fhe defnton of “rkormaton colocton” a5 desned

‘coRecton (Sev, 69 Fed. Reg. 3083 (20 Feb. 2004)). Requests made pursuae 10 6 CFR Rart 29 90 X e
69 Fod Reg 0083 (20 Feb 2004))

Figure 23: Submitter Type Question Two “NO”

U.S. Department of Homeland Security
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@. PROTECTED CRITICAL INFRASTRUCTURE INFORMATION

Protected Critical Infrastructure Informatica (PC1I) Submission Form

CERTIFICATION STATEMENT AND EXPRESS STATEMENT FORM

Submitters may voluntarily submit critical infrastructure information for PCII protection under
the Critical Infrastructure Information Act of 2002. All sub must be ibya
Certification S and an Express S which initiates the protection of the critical
infrastructure information throughout the review and validation process.

CERTIFICATION STATEMENT
I am authorized to submit this information as one of the following
Owner (or a representative) of a privately or publicly owned company;
Representative from an industry association,
Individual providing an informed observation of the critical infrastructure;

State/local/tribal/territorial government official (that can attest to voluntary participation);
Other

To the best of my knowledge the information submitted is not customarily in the public
domain. 1am not submitting this information to comply with a regulatory requirement. 1 am not
required to provide this information to a Federal regulatory entity

EXPRESS STATEMENT (Please initial)

I am submitting this information voluntarily. I am submitting this information to the
Federal Government in expectation of protection from disclosure as provided by the provisions

Figure 24: Express Statement Form

Submission Sponsor Information: The sponsor must fill out all required fields.
Once all fields are properly filled, the sponsor can then click the “Continue” button to
proceed to the Submitter Information page. If required fields are not properly filled out,
a red error message will appear beneath the field(s) notifying the submitter of what is
required. The sponsor cannot proceed until all required fields are complete.

LINKS.

97% Complete
> Home
& PCIl WebPage Submission Sponsor Information
& PCIl Training Please provide the appropriate sponsor information below. * = Required field.
» Contact Us
& Help First Nar
RESOURCES
L Name:

» Guidelines for the Electronic Submissions of Cll
& eSubmission Checiiist Phone:
b eSubmissionCll FAQ
» PCll Final Rule Extension:
» eSubmissions User Guide

“Email:

“Verify Emai:

““

(PRANES USC 35013520) Sucipe £ conduess, spomsors Arquerts
the definton of “rdbrmeson colecton" s defined urder 5 CFR Part 1320, and are therekors exeimpt rom the recurements of the PRA. Accordingy, there i i requremert 1 cbtar QUB approvsl £t ibometion
). CER Pt 1320, Accorsngy, e,

69 Foa Fog 8083 (20 Fed. 2004)

Figure 25: Submission Sponsor Information

Submitter Information: The sponsor must fill out all required fields. Once all fields
are properly filled, the sponsor can then click the “Continue” button to proceed to the
Point Of Contact Information page. Note: If selecting United States of America as the
Country, the system will automatically populate the State and City fields with values

U.S. Department of Homeland Security
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derived from the zip code. The State and City fields are derived from official US Post
Office data. This substitution includes other pages that include the Zip Code field.

LINKS

> Home ' .
& PCIl WebPage Submitter Information

® PCII Training Please provide the appropriate submitter information below. * = Required field.

& Contact Us

» Help *First Name: “Last Name:
RESOURCES “Organization: “Position Title:

> Guigeines for the Electronic Submissions of Cii

» eSubmission Checklist “Emait “Verify Email:

Be R N “Phone Extension:

» PCll Final Rule

& eSUbmEaons User Guice “Address. Address 2
“Country: Unitea States of Amenca V| | tsue: v
Zip Code: “City:

"
{“./‘ AN
‘fﬁ~)\

A
-

$.C 3201.3220) Fouests
v, o ‘et covecicet as aubned e 3 CFR Pt mwmmnmmnmmum»‘u Accordingy, tere i mwmw—nbﬂﬂmﬂumy
CPR Pt 1320 Accordingly, there

Figure 26: Submitter Information

Point of Contact Information: The sponsor can either designate a new contact or
the “Same as Submitter” box can be checked to automatically fill in the Submitter
Information entered on the previous screen. The sponsor can then click the
“Continue” button to proceed to the Nature of Submission page.

> Home

» PCHl WebPage ; o
PCII WebP: Point of Contact Information
& PCIl Training Complete this section if you want to designate a Point of Contact for the PCIl Program to communicate with that is different than the
> Contact Us poc previously identified. * = Required field.
= S
RESOURCES

“First Name: L N

» Guideines for the Electronic Submissions of Cil

» eSubmission Checkist Oy ation P Titl

» eSubmission/Cll FAQ
E Verify Email

» PCHl Final Rule

& eSubmissions User Guide “Phone. Extension
"Add: Adds 2

/ s v n .
B\ ooy Unked States of Amenica 9 | “state )

Zip Code: ty

'

sC 3001392 nages Sz (NS, i coecton o ematn  CORDLEL S50nrs, 160 DVt g Mecueds
7900 pursuart 1 § CAR P97t 22 50 10X et e GoIEn of YATSCon CORCION" 85 QOIS uder 3 CPR Part 1570, 67 &8 0re 16 50 0 roGUPTIIES Of 06 FIRA_AOrSIgly. Tere 3 70 rGUIBAINE 1 0Xtar OMS S0hove! for Poymaton
coleceon (50 6 ko Aeg 803 20 Fob 2004 Aosats . 2 s e PRA Accorangy. pors &

Figure 27: Point of Contact Information
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Nature of Submission: The sponsor must enter information into all fields on the
Nature of Submission page. The sponsor can then click the “Continue” button to
proceed to the Critical Infrastructure Information page.

53% Compieto

PCIl WebPage
PCHl Training
Contact Us.
Help
SOURCES
Guidelines for the Electronic Submissions of Cll
Submission Checklist
2Submission'Cll FAQ
CII Final Rule
=Submissions User Guide

Nature of Submission

Please provide some on your * = Required field.

*Please provide a description of the critical infrastruture (Example: what is the purpose of the critical infrastructure)

*Do we need any special software to open the file(s) you are submitting? If yes, please provide the name(s) of software needed or any additional
instructions.

*Are there any legal matters that we need to know about, such as pending litigation? If yes, please provide additional details. @

{ ’Fi';?f\

e

made pursuset 196 90 ot meet the dfindion of ‘inkvmetion collaction” a5 dafined under 5 CFR Pt 1320, and are thevefore exeme from the requrements of the PRA. Accordingy, thve i o requiremen 10 cbéain OMB acprovsl for inrmaton
collecton (See, €9 Fed. Aieg 8083 (20 Fed. 2004) 5 CAR Pt 23 1 Acoorgingy,
69 Fed Rog 608320 Feb 2004)

Figure 28: Nature of Submission

Note: If clicking the tool tip (icon located at the end of the sentence of the third
section) the submitter will see a pop-up stating, “Please describe any pending
litigation related to this submission.” Simply click the “OK” button to return to the
screen.

Litigation Information

Please describe any pending litigation related to this submission

Figure 29: Litigation Information

Critical Infrastructure Information: The sponsor must enter information into all
fields on the Critical Infrastructure Information page if the asset is Physical. If the
asset is Cyber, then the State/Province, Zip/Postal Code and City are no longer

required fields. Multiple sectors can be selected by clicking one sector, holding the

Ctrl button and then clicking additional sector(s). The sponsor can then click the
“Continue” button to proceed to the Express Statement page.

U.S. Department of Homeland Security
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LINKS
» Home ' J
» PCHl WebPage Critical Infrastructure Information
& PCll Training Please provide some on the critical * = Required field.
» Contact Us
s “Is this a physical asset, of cyber?
>
v @ Physical Cyber
RESOURCES
"What is the name of the critical infrastructure? (Example: subject of the assessment or incident)

> Guigelines fof the Electionk Submissions of Cll
& eSubmission Checkiist

» eSubmission/Cll FAQ
» PCIl Final Rule “Identify the sector(s) that best describes the critical infrastructure.
ui
Agricutture and Food
» eSubmissions User Guide Banking and Finance 2
Chemical and Hazardous Materials Industry v
. Commercial Faciites

y- " *Countr “State
"{ \)\\.\ Country Stat
%

A
-0
( ~

United States of Amenca v v

*Zip Code *City

Figure 30: Critical Infrastructure Information

Upload Express Statement: The sponsor will check the Express Statement box and
upload a copy of their Certification Statement and Express Statement form from their
computer. The sponsor can then click the “Continue” button to proceed to the File
Upload Wizard page.

=Submissions

LINKS

& Home ’ J

& PCIl WebPage Upload Express Statement

Sl 2 t the document to be uploaded s the Express and Certification Statement, signed by an authorized submitter. An authorized

> Contact Us sul v is o vidual who will have knowledge of the public domain status and the information contained in the submission and who
» Help has agreed 10 all of the required declarations.

RESOURCES

Please choose a file to attach

& Guidelines for the Electronk Submissions of il
& eSubmission Checkiist Drop Express Statement here of click (o browse

> eSubmission/Cll FAQ
» PCIl Final Rule

b eSubmissions User Guide

A

. st oeesn, (oue; sponsors, of requree ecueits
nn cotecton’ 83 detned under 5 CAR Pt 1320, 8nd e Iherslone exeme fom (e recuiremects of e PRA ACCGIIOGY, thére 1 1 requrement 1 Cots# O S0rovsl for iiormsicn
5 Faa 1320, Accordeqyy, teee 1s

€3 Fod Fing 8083 (20 Fed 2004)

Figure 31: Upload Express Statement

File Upload Wizard: The sponsor must enter a brief description and upload at least
one file in order to continue the submission. The sponsor can drag files into the area
designated for uploading files or click on the designated area to open the browser for
selecting one or more files to be uploaded. As many as 100 files may be added with

U.S. Department of Homeland Security
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a limit up to 1GB total. The sponsor must check the box attesting that the information
uploaded is not classified information. The sponsor can then click the “Continue”
button to proceed to the Submission Overview page. If more than 100 files are
selected or the size of files uploaded are over 1GB, an error message will pop-up on
the screen with an explanation.

LINKS

& Home

» PCIl WebPage File Upload Wizard

& PCli Training Please select the files that you would like to submit (at least one file must be selected in order to continue). To select a file, click on
the gray box below, or drag a file into it (the submission does have a size limit of 1GB). When complete, click "continue"” below to

proceed to the Submission Overview page.

& Contact Us
B Help
RESOURCES Ploase provide a brief description of the file(s) you are uploading.
& Guidelines for the Electronic Submissions of Cil
& eSubmission Checkiist

& eSubmission'Cll FAQ

& PCll Final Rule

& eSubmissions User Guide

Please choose file(s) to upload.

Paperwork Reduction Act of 1995 (PRAN44 U S C. 3501-3520) s ) for sponscrs, or Requests

pursuset 06 CFR Part 29 d not meet the definton of nformation colicton” 85 Gefined urder 5 CFR Part 1320, snd sre heretore exempt flom the requirsments of he PRA ACCOrdingy, thers s 1o requaremens 1 0btai OMB a0provsl for informesion

colecton (See, 63 Fed g 8083 (20 Feb. 2004) porsuart 12 6 CFR ~ " 83 defioed under 3 CFR art 1320, and ave tevelore exempt rom the requirements of the FRA. Accorsgy, there 5
&

Figure 32: File Upload Wizard

Submission Overview: The sponsor can review all of their information for accuracy
before selecting the “Submit” button. All fields are in a “read-only” format. If the
sponsor needs to change any part of the submission, they can do so on the
Submission Overview page by clicking on the “edit” link located on the top right side
of each section. The selected information may then be edited. The sponsor can also
navigate directly to previous pages via the drop down in the top right of the screen.
Once the sponsor is ready to submit their Cll they can scroll down to the bottom of
the page and click the “Submit” button. The sponsor will then see a pop-up showing
the submission status. The Submission Status pop-up shows the form data and file
uploads as either successful or not successful. If successful, the sponsor can then
click the “OK” button to continue. If a file upload fails, a notification of which file(s)
will be included in the pop-up. The sponsor can then click the “OK” button to
continue and can submit again once they fix the failed file. The sponsor will then be
directed to the Submission Confirmed page.

U.S. Department of Homeland Security
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& Home

& BCll WebPage Submission Overview
& PCll Training Please review the information below.
® Contact Us
yaey, Sponsor Information @
RESOURCES
“First Name: John “Last Name: Doe
& Guidelines for the Electronic Submissions of CIl
& eSubmission Checkiist “Email Jonng@doe.c “Verify Emait John@doe ¢
& eSubmission/Cll FAQ
“Phone: (556) 555-5555 Extension:

& PCIl Final Rule

® eSubmissions User Guide “Govemment Office Entity:

FOP
{ P\
L3 AR )
X Submitter Information °
p N
o L) A First Name: John 'Last Name: Doe
2
“Organization: FOP “Position Title: Supplier
“Email john@doe.c “Verify Emait: John@doe ¢
“Phone: (555) 555-5555 Extension:
v
“Address: 1 Main Street Address 2:
32015520 o et sy st ol o O et 1 B L)
> 83 defined under 5 CFR PVWWU\'N‘EM#VG WUWWWMJMWHWMM.K’W
e = K ooy, o
65 Fed Reg 0003 (20 Fed 2004)

Figure 33: Submission Overview

Submission Confirmed: This page contains an automatically generated CI|
submission number. The sponsor will then be able to return to the eSubmissions
home page or begin a new submission. If beginning a new submission, the sponsor
will be redirected to the “Submission Type” page upon clicking the “Begin New
Submission” button. All previously entered contact information in the system is
retained. Otherwise, all previous data input is purged when clicking the “Home”
button or exiting the page/closing browser.

LINKS 100% Complets

> Home

» PCIl WebPage Submission Confirmed

:zc;‘:::nq Thank you for your submission.

e Please re umber CIl-PO-VA-00000268 in any COrresponde your suby
RESOURCES o

& Guidelines for the Electronic Submissions of Cll
> eSubmission Checkiist

> eSubmission/Cll FAQ

» PCIl Final Rule

> eSubmissions User Guide

Under the Paperwork Reduction Act of 1995 (PRAYAS U S C 3501-15201. 8 Federsl agency must obtin approvel fom the Ofice of Management wnd Buctyet (OME) for each colisction of inkormaiion # COnducts, 393nsors, or FOGURes tnvough reguiation Requests
=5ce et 6 G St 23,0 1t et e ol amarrson o omaton cotecton o2 Ganad unser  CFA Par 1120, 53 rs torete Grem: ot fom 2 requraments o 0 FRA Accowingly, e 2 1 raurenent 0 Xt OME oo K omsnon
[ (20 Fe0. 2004)

63 Fect Fing 2083 (20 Feb. 2004)

Figure 34: Submission Confirmed
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The eSubmissions application will automatically send the sponsor an email indicating
their submission was successful.

4.0 Help

For any technical problems using this site, please contact the PCIl Program Help
Desk at 866-844-8163 or by e-mail at pcii-assist@cisa.dhs.gov.

U.S. Department of Homeland Security
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Appendix A: Acronym List

ACRONYM TERM

Cll Critical Infrastructure Information

Cll Act Critical Infrastructure Information Act of 2002
DHS Department of Homeland Security

eSubmissions

Electronic Submissions

PCII

Protected Critical Infrastructure Information

IP Infrastructure Protection
FAQ Frequently Asked Questions
GB GigaByte

U.S. Department of Homeland Security
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	The electronic submissions (eSubmissions) application is used to submit Critical Infrastructure Information (CII) to DHS through a web site. This user guide describes the submission process and how to use the eSubmissions application. 
	2.0 Overview 
	The PCII Program will evaluate the information submitted to determine if it qualifies for protection under the CII Act as PCII. If additional clarification is needed, the Program may contact the submitter before making a final determination.  
	Information that does not qualify for PCII protection will, at the preference of the submitter, be returned to the submitter or destroyed in accordance with the Federal Records Act and DHS Regulations. The information received, in accordance with applicable procedures, will be treated as PCII while under review. 
	2.1 Privacy 
	Authority: 5 U.S.C. §301 and 44 U.S.C. §3101 authorizes the collection of this information. 
	Purpose: DHS will use this information as contact information for any follow up discussions that would be required during the validation process. Information includes first name, last name, organization, position, email, phone, and address.  
	Routine Use: This information may be disclosed as generally permitted under 5 U.S.C. §552a(b) of the Privacy Act of 1974, as amended. This includes using the information, as necessary and authorized by the routine uses published in DHS/ALL-004 General Information Technology Access Account Records System of Records (September 29, 2009, 74 FR 49882). 
	Disclosure: Furnishing this information is voluntary; however failure to provide any of the information requested may delay or prevent a submission from being processed for PCII consideration. 
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	3.0 Getting Started Users will access the URL, https://pciims.cisa.gov/esubmission, for the PCII eSubmissions Home Page. If users cannot access the URL, they can contact the PCII Help Desk at CISA-gatewayhelpdesk@cisa.dhs.gov.  


	Figure
	Figure 1: PCII eSubmissions Home Page 
	Figure 1: PCII eSubmissions Home Page 
	3.1 Home Page The home page includes “Learn More” and “Submit CII” radio buttons and links for the user to learn more about the program and to submit their CII. The “Learn More” radio button will direct the user to a new page with additional PCII program information.  
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	Figure
	Figure 2: Learn More 
	The links and resources are located on the left navigation bar on every page. The links include: Home - re-directs user back to the eSubmissions home pagePCII WebPage - provides a link to the PCII Program home pagePCII Training - provides information about PCII trainingContact Us - provides a form for the user to submit a message directly to thePCII teamHelp - provides further program details and help desk contact informationThe Resources are all links to the following: Guidelines for the Electronic S
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	Figure
	Figure 3: Unclassified System Warning Message After clicking the “Continue” button, the user will be directed to the “Submission Type” page. At this point, the application will begin asking questions that pertain to the type of submission. The initial question asks if the CII being submitted is associated with an existing PCII approved data collection. The user may respond with ‘Yes’ or ‘No’..   Submission Type: If answering “NO”, the user can proceed to the next question by clicking the “Continue” button. 
	Figure 3: Unclassified System Warning Message After clicking the “Continue” button, the user will be directed to the “Submission Type” page. At this point, the application will begin asking questions that pertain to the type of submission. The initial question asks if the CII being submitted is associated with an existing PCII approved data collection. The user may respond with ‘Yes’ or ‘No’..   Submission Type: If answering “NO”, the user can proceed to the next question by clicking the “Continue” button. 

	Figure
	Figure 4: Submission Type, Question 1 “NO” 
	If answering “YES”, the user will need to provide the name of the Federally 1hosted data collection activity before continuing. Once Federally hosted data is entered, the user can proceed to the ‘Submitter Type’ page by clicking the “Continue” button.  
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	Figure 5: Submission Type, Question 1 “YES” At this point a “Cancel” button will also be present throughout the rest of the submission process. At any point, a user may choose to select the “Cancel” button which will remove any information that had been collected up to that point and the user will be returned to the home page of the eSubmissions application. 
	P
	3.4 Submitting CII as a Submitter: At this point, the process will follow a different path for the submitter role versus a sponsor role. A submitter will check the first radio button and click the “Continue” button to proceed to the Submitter Information page. 1 “Federally”, in this context, is a term that references anything operated by the Federal Government of the United States of America. 
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	Figure
	Figure 6: Submitter Type 
	Figure 6: Submitter Type 
	Submitter Information: The submitter must fill out all required fields (depicted by asterisks). Once all fields are properly filled out, the submitter can then click the “Continue” button to proceed to the Point of Contact Information page. If any required fields are not properly filled out, a red error message will appear beneath the field(s) notifying the submitter of what information is required. The submitter cannot proceed until all required fields are complete. Note: If selecting United States of Amer

	Figure
	Figure 7: Submitter Information 
	Figure 7: Submitter Information 
	Point of Contact Information: The submitter can either designate a new contact or the “Same as Submitter” box can be checked to automatically fill in the Submitter 
	Information input on the previous screen. The submitter can then click the “Continue” button to proceed to the Nature of Submission page. 
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	Figure 8: Point of Contact Information 
	Figure 8: Point of Contact Information 
	Nature of Submission: The submitter must enter information into all fields on the Nature of Submission page. The submitter can then click the “Continue” button to proceed to the Critical Infrastructure Information page.  
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	Artifact
	Figure 9: Nature of Submission 
	Figure 9: Nature of Submission 
	Note: If clicking the tool tip (icon located at the end of the sentence of the third section) the submitter will see a pop-up stating “Please describe any pending litigation related to this submission.” Simply click the “OK” button to return to the 
	screen.  
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	Figure 10: Litigation Information 
	Figure 10: Litigation Information 
	Critical Infrastructure Information: The submitter must enter information into all fields on the Critical Infrastructure Information page if the asset is Physical. If the asset is Cyber, then the State/Province, Zip/Postal Code and City are no longer required fields. A Cyber asset is defined as a non-physical system such as computer software.  The user must also identify which sector the asset is related to. Note that multiple sectors can be selected by clicking one sector, holding the Ctrl button and then 
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	Figure 11: Critical Infrastructure Information 
	Figure 11: Critical Infrastructure Information 
	Express Statement: The submitter is required to click the “Yes” radio button to proceed. Once the “Yes” radio button is selected, the submitter can then click the “Continue” button to proceed to the Certification Statement page. 
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	Figure
	Figure 12: Express Statement 
	Figure 12: Express Statement 
	If the submitter selects “No”, a warning will pop up on the screen informing the submitter that agreeing is a requirement to proceed. The pop-up gives the submitter the option to cancel the submission by selecting the “Yes” button. If the submitter does not wish to cancel the submission, they must select the “No” button to return to the screen. If the user selects ‘Yes’, all information entered will be immediately deleted, 

	Figure
	Figure 13: Express Statement - Warning Certification Statement: The submitter must select their authorization for submitting the information, from the listed choices, by selecting the corresponding radio button. The submitter must also answer “Yes” by clicking the “Yes” radio button to proceed. The submitter can then click the “Continue” button to proceed to the Access Disclosure Statement page. 
	Figure 13: Express Statement - Warning Certification Statement: The submitter must select their authorization for submitting the information, from the listed choices, by selecting the corresponding radio button. The submitter must also answer “Yes” by clicking the “Yes” radio button to proceed. The submitter can then click the “Continue” button to proceed to the Access Disclosure Statement page. 
	P

	Part
	P
	Artifact
	Figure

	Figure
	Figure 14: Certification Statement 
	Figure 14: Certification Statement 
	Access Disclosure Statement: The submitter must check the box to acknowledge the Access Disclosure Statement. Once checked, the submitter can then click the “Continue” button to proceed to the File Upload Wizard page. 

	Figure 15: Access Disclosure Statement 
	Figure 15: Access Disclosure Statement 
	Figure 15: Access Disclosure Statement 
	File Upload Wizard: The submitter must enter a brief description and upload at least one file in order to continue submission. As many as 100 files may be added with a limit of up to 1GB size total. The submitter can drag files into the area designated for uploading files or click on the designated area to open the browser for selecting one or more files to be uploaded. The submitter must check the box attesting that the information uploaded is not classified information. The submitter can then click the 

	“Continue” button to proceed to the Submission Overview page. If more than 100 files are selected or the total size of the files selected is over 1GB, an error message will pop up on the screen with an explanation. The user must then correct as appropriate and try again. The submitter must check the box to attest that the information being submitted does not contain any classified information. 
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	Figure 16: File Upload Wizard 
	Figure 16: File Upload Wizard 
	Submission Overview: The submitter can review all of their information for accuracy before selecting the “Submit” button. All fields are in a “read-only” format. If the submitter needs to change any part of the submission, they can do so on the Submission Overview page by clicking on the “edit” link located on the top right side of each section. The selected information may then be   edited. The submitter can also navigate directly to previous pages via the drop down in the top right of the screen. Once the
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	Note
	Figure 17: Submission Overview 
	Figure 17: Submission Overview 
	Submission Confirmed: This page contains an automatically generated CII submission number. The submitter will then be able to return to the eSubmissions home page or begin a new submission. If beginning a new submission, the submitter will be redirected to the “Submission Type” page upon clicking the “Begin New Submission” button. All previous contact data entered into the system is retained. Otherwise, all previous data input is purged when clicking the “Home” button or exiting the page/closing browser. Th
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	Figure 18: Submission Confirmed 
	3.5 Submitting CII as a Sponsor 
	3.5 Submitting CII as a Sponsor 
	After selecting ‘Submit CII’ the sponsor will be directed to the Submission Type page. 
	P
	Submission Type: If answering “NO”, the sponsor can go to the next question by clicking the “Continue” button.  
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	Figure 19: Submission Type Question One “NO” 
	Figure 19: Submission Type Question One “NO” 
	If answering “YES”, the sponsor will need to provide the name of the Federally hosted data collection activity before continuing. Once the Federally hosted data collection activity is entered, the sponsor can continue to the Submitter Type page by clicking the “Continue” button.  
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	Figure 20: Submission Type Question One “YES” 
	Submitter Type: The sponsor will check the second radio button and answer “YES” to the Express Statement question. If they answer “NO” to the question, they will see two tabs, Express Statement and Adobe Acrobat Reader. Clicking on the Express Statement tab will open a new tab where they can download a copy of the Express Statement and save it to their computer. The Adobe Acrobat Reader tab will take them to a new tab and allow them to download Adobe Acrobat Reader if they do not have the software. The spon
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	Figure 21: Submitter Type Question Two “YES” 
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	Figure 22: Link to Learn More 
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	Figure 23: Submitter Type Question Two “NO” 
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	Figure 24: Express Statement Form 
	Figure 24: Express Statement Form 
	Submission Sponsor Information: The sponsor must fill out all required fields.  Once all fields are properly filled, the sponsor can then click the “Continue” button to proceed to the Submitter Information page. If required fields are not properly filled out, a red error message will appear beneath the field(s) notifying the submitter of what is required. The sponsor cannot proceed until all required fields are complete.   
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	Figure 25: Submission Sponsor Information 
	Figure 25: Submission Sponsor Information 
	Submitter Information: The sponsor must fill out all required fields. Once all fields are properly filled, the sponsor can then click the “Continue” button to proceed to the Point Of Contact Information page. Note: If selecting United States of America as the Country, the system will automatically populate the State and City fields with values 
	derived from the zip code.  The State and City fields are derived from official US Post Office data. This substitution includes other pages that include the Zip Code field. 
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	Figure 26: Submitter Information 
	Figure 26: Submitter Information 
	Point of Contact Information: The sponsor can either designate a new contact or the “Same as Submitter” box can be checked to automatically fill in the Submitter Information entered on the previous screen. The sponsor can then click the “Continue” button to proceed to the Nature of Submission page. 
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	Figure 27: Point of Contact Information 
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	Nature of Submission: The sponsor must enter information into all fields on the Nature of Submission page. The sponsor can then click the “Continue” button to proceed to the Critical Infrastructure Information page.  
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	Figure 28: Nature of Submission 
	Figure 28: Nature of Submission 
	Note: If clicking the tool tip (icon located at the end of the sentence of the third section) the submitter will see a pop-up stating, “Please describe any pending litigation related to this submission.” Simply click the “OK” button to return to the screen. 
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	Figure 29: Litigation Information 
	Figure 29: Litigation Information 
	Critical Infrastructure Information: The sponsor must enter information into all fields on the Critical Infrastructure Information page if the asset is Physical. If the asset is Cyber, then the State/Province, Zip/Postal Code and City are no longer required fields. Multiple sectors can be selected by clicking one sector, holding the Ctrl button and then clicking additional sector(s). The sponsor can then click the “Continue” button to proceed to the Express Statement page. 
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	Figure 30: Critical Infrastructure Information 
	Figure 30: Critical Infrastructure Information 
	Upload Express Statement: The sponsor will check the Express Statement box and upload a copy of their Certification Statement and Express Statement form from their computer. The sponsor can then click the “Continue” button to proceed to the File Upload Wizard page. 
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	Figure 31: Upload Express Statement 
	Figure 31: Upload Express Statement 
	File Upload Wizard: The sponsor must enter a brief description and upload at least one file in order to continue the submission. The sponsor can drag files into the area designated for uploading files or click on the designated area to open the browser for selecting one or more files to be uploaded. As many as 100 files may be added with 
	a limit up to 1GB total. The sponsor must check the box attesting that the information uploaded is not classified information. The sponsor can then click the “Continue” button to proceed to the Submission Overview page. If more than 100 files are selected or the size of files uploaded are over 1GB, an error message will pop-up on the screen with an explanation.  
	P

	Figure
	Figure 32: File Upload Wizard 
	Figure 32: File Upload Wizard 
	Submission Overview: The sponsor can review all of their information for accuracy before selecting the “Submit” button. All fields are in a “read-only” format. If the sponsor needs to change any part of the submission, they can do so on the Submission Overview page by clicking on the “edit” link located on the top right side of each section. The selected information may then be edited. The sponsor can also navigate directly to previous pages via the drop down in the top right of the screen. Once the sponsor
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	Figure
	Figure 33: Submission Overview 
	Figure 33: Submission Overview 
	Submission Confirmed: This page contains an automatically generated CII submission number. The sponsor will then be able to return to the eSubmissions home page or begin a new submission. If beginning a new submission, the sponsor will be redirected to the “Submission Type” page upon clicking the “Begin New Submission” button. All previously entered contact information in the system is retained. Otherwise, all previous data input is purged when clicking the “Home” button or exiting the page/closing browser.
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	Figure 34: Submission Confirmed 
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	The eSubmissions application will automatically send the sponsor an email indicating their submission was successful.  4.0 Help For any technical problems using this site, please contact the PCII Program Help Desk at 866-844-8163 or by e-mail at CISA-gatewayhelpdesk@cisa.dhs.gov. For questions about the PCII Program in general, please contact the PCII Program at 866-844-8163 or by e-mail at pcii-assist@cisa.dhs.gov.

	Appendix A: Acronym List 
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	TR
	TD
	Span
	ACRONYM 

	TD
	Span
	TERM 

	Span

	CII 
	CII 
	CII 

	Critical Infrastructure Information 
	Critical Infrastructure Information 

	Span

	CII Act 
	CII Act 
	CII Act 

	Critical Infrastructure Information Act of 2002 
	Critical Infrastructure Information Act of 2002 

	Span

	DHS 
	DHS 
	DHS 

	Department of Homeland Security 
	Department of Homeland Security 

	Span

	eSubmissions 
	eSubmissions 
	eSubmissions 

	Electronic Submissions 
	Electronic Submissions 

	Span

	PCII 
	PCII 
	PCII 

	Protected Critical Infrastructure Information 
	Protected Critical Infrastructure Information 

	Span

	IP 
	IP 
	IP 

	Infrastructure Protection 
	Infrastructure Protection 

	Span

	FAQ 
	FAQ 
	FAQ 

	Frequently Asked Questions 
	Frequently Asked Questions 
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	GB 
	GB 
	GB 

	GigaByte 
	GigaByte 
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