Thousands of local jurisdictions make up the U.S. elections stakeholder community and
TH E LAST M I LE together represent the “Last Mile” in reducing risk to election infrastructure. The CISA
Last Mile initiative provides election administrators and their partnhers a range of

E|eCtI0n Secu rlty TOOI klt customizable resources based on good practices and industry standards to help secure

election infrastructure nationwide.

State and Local Election Administrators

Election Security Snapshot: Highlights the measures jurisdictions take to strengthen the security of their election systems and identifies key state
and federal points of contact, as well no-cost CISA services available to jurisdictions. Jurisdictions may include priority security initiatives they plan to
take in a template that tracks their progress. The Snapshot can be displayed in election offices or polling places, bolstering confidence

among voters.

Election Emergency Response Guide: Assists election personnel in determining incident response steps and appropriate emergency contacts
for a variety of risks that may disrupt election processes, including severe weather, violence, and fire. The Guide includes red flags for recognizing
potential cyber incidents and both state and federal law enforcement and intelligence partners for reporting incidents.

Election Safeguards Guide: Communicates the specific, comprehensive security measures that election administrators have enacted to protect
various components of election security. The development process may help administrators identify additional measures to implement, and the final
product can build trust among voters and election workers in the integrity and security of their elections.

Election Personnel Threat Reporting Guide: Overviews state-specific definitions
and laws for various types of physical threats and provides guidance for documenting and
reporting threats against election personnel. It includes key federal contacts and links to
additional threat reporting resources.

Cyber Incident Detection and Notification Planning Guide: Provides planning
guidance to help jurisdictions recognize potential cyber incidents and develop a basic
response plan. It includes key stakeholders and contact information worksheets, incident
notification plans, and an incident indicators system to determine the appropriate
response plan.

Vendors

EI-SCC Election Security Vendor Guide: Supports election infrastructure partners in
communicating their security measures to their customers and third-party providers and
recommends mitigation steps for customers. The Guide also provides CISA-approved steps
for incident handling, reporting, and response planning.

Political Outreach

Political Party and Campaign Snhapshot: Assists members of political parties and
campaigns to recognize and respond to potential cybersecurity incidents. The nonpartisan
Snapshot includes contact information and key election dates customized to the state.

Refer to the next page for example products. Contact electionsecurity@cisa.dhs.gov to coordinate product development.
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Last Mile products can be tailored to meet the unique

THE LAST MIL needs of state and local election administrators, .

Election Security ToolkKit the private-sector partners that support them,
and political organizations. Final products are the result of active collaboration between
CISA and the customer to address dynamic or conditional cyber and infrastructure risks.

01 CISA introduced the Election Security
Snapshot to provide election
administrators a tool for training election workers
and communicating security to stakeholders.

Contact electionsecurity@cisa.dhs.gov to coordinate product development.

2020 Election Security Planning Snapshot
The State of Nebraska

SAFEGUARDS / RESILIENCY

SECURING CASTLE INFRASTRUCTURE

Castle takes securing ts election inrastructure and the data it houses very
seriously. It has implemented tigate risk:

A Enhance Corporate Governance
+ Asset Inventory Management
+ Access Control - Physical and Electronic
*+ Multi-factor Authentication
+ Employee Background Checks
+ Incident Response, Reportng, & Communicaton Plans

z’ Participate in CISA Services
+ Vulnerabity Scanning (formerly Cyber Hygiene Scanning)
+ Phishing Assessment
+ Remote Penetraton Testing (RPT)

Prior to 2020, Castle Plans To:

[] Conduct Third-Party Risk & |:| Install Albert Sensors on
Vulnerabilty Assessment our network

SECURING YOUR INFRASTRUCTURE

Customers of ks by
securty measures.

[ Pian for an ncident
+ Develop Incident Response Plan
+ Create Continuity of Operation Plans
+ Exercise and Test - Conducta Tablelop
[[] Secure Your nfrastructure
+ Assess your data risks & secure it appropriately
+ Requie stronger passwords and use a free password manager
+ Update your software and firmware to patch vulnerabiliies

[ Know Your Parters in Critical Ifrastructure
+ U Department of Homeland Security (DHS) / Cybersecurity and
Infrastucture Security Agency (CISA)
+ US. Election Assistance Commission (EAC)
- ITISAC
* EMISAC
[[] Take Advantage of Al Available Resources A St
- Signup for ITISAC iz s
+ Sign up for EMISAC* scants
+ Sign up for DKS Vulnerability Scanning (Cyber ygiens) nomeaied o partcipes
+ Sign up for DHS Testing (RPT)

ot you

ity training [[] Perform an architecture
ird-party review of the network
stomers

I

STATE OF COLORADO & CIsA

2020 REPUBLICAN PARTY
ELECTION SECURITY SNAPSHOT

4PROTECT2020 CO POLITICAL PARTY INITIATVES
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1. Secure ballots and voting equipment. vacuate the buiing
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Election Personnel

When in Doubt, Report It!

*Products shown are samples. CISA works with customers to customize templates and content.

ing Threats  Reporting Threats

0 CISA created the Election Emergency
Response Guide (EERG) in response to
requests from election administrators to leverage
the incident response section of the Snapshot
and dive deeper into emergency response steps.

0 As vendors are a critical component of
election infrastructure, CISA expanded
support to provide a Snapshot of the election
security measures adopted by private-sector
partners through the EI-SCC Vendor Guide.

0 The Cyber Incident Detection and
Notification Planning Guide further
expanded upon the EERG and developed
additional Last Mile incident response resources
by supporting election administrators in
developing their own incident response plans.

05 CISA adapted the Snapshot into the

Political Party and Campaigns Guide to
support partisan organizations in improving their
cybersecurity posture.

06 Based on 2020 lessons learned
from election administrators, CISA
elaborated on the safeguards section of

the Snapshot by creating multiple Election
Safeguards Guides to identify and to
communicate the election security measures
enacted.

07 In response to an increase in threats

facing election workers, CISA created
the Election Personnel Threat Reporting Guide
to support them in understanding, documenting,
and reporting threats.
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