Healthcare facilities utilize a variety of medical devices ranging from immobile imaging machines and mobile workstations to wearable or

Cyber Th reats tO Medica| TeCh no|0gy and implanted mobile devices capable of sending and receiving data over various communications protocols. The increasing cyber threats
. . targeting the Healthcare and Public Health sector place these devices at a greater risk of disruption, degradation, and destruction. The
Communication Tech n0|0gy Protocols Department of Homeland Security (DHS) Cybersecurity and Infrastructure Security Agency (CISA) developed this infographic to show

examples of cyber threats related to the expansion of the interoperable IT/OT environment in healthcare and the potential consequences.
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5G wireless connectivity will introduce vulnerabilities
to a healthcare network through hardware and
software supply chains and the expansion of the
potential attack surface in a healthcare facility.

Risk Mitigation Resources:
Mitigation measures: Conduct risk assessments (https://aspr.hhs.gov/cip/hph-cybersecurity-framework-implementation-guide/Pages/default.aspx), practice effective IT procurement (https://www.fda.gov/medical-devices/guidance-

documents-medical-devices-and-radiation-emitting-products/recent-final-medical-device-guidance-documents), and follow HIPAA security and management standards (https://csrc.nist.gov/pubs/sp/800/66/r2/ipd). General
cybersecurity guidance is provided through HHS’s 405(d) (https://405d.hhs.gov/information), the NIST Cybersecurity Framework (https://www.nist.gov/cyberframework), and CISA's HPH Cybersecurity Toolkit
(https://www.cisa.gov/topics/cybersecurity-best-practices/healthcare), CISA’s Mitigation Guide: Healthcare and Public Health Sector (https://www.cisa.gov/resources-tools/resources/mitigation-guide-healthcare-and-public-health-hph-
sector), and CISA’'s HPH Sector Risk and Vulnerability Assessment (https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-349a).
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