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1.0 Introduction

The Protected Critical Infrastructure Information (PCII) Program is an information protection
program that enhances voluntary information sharing between infrastructure
owners/operators and the government. The PCIl Program, established in response to the
Critical Infrastructure Information Act of 2002 (Cll Act), is designed to encourage the private
sector to voluntarily share its sensitive security-related business information with the
Federal government. PCII protection means that Department of Homeland Security (DHS)
partners can be confident that sharing their information with the government will not expose
sensitive or proprietary data. DHS and other federal, State, Local, Tribal, Territorial (SLTT)
analysts use PCII to:

e Analyze and secure critical infrastructure and protected systems
e |dentify vulnerabilities and develop risk assessments
e Enhance recovery preparedness measures

The electronic submissions (eSubmissions) application allows for the submission of
Critical Infrastructure Information (Cll) to DHS through a secure website. This user guide
describes the submission process and how to use the eSubmissions application.

2.0 Overview

The PCIlI Program evaluates submitted information to determine eligibility for protection
under the CII Act as PCII. If additional clarification is needed, the PCIlI Program Office

will contact the submitter before making a final determination.

Information not qualifying for PCIl protection will, at the preference of the submitter, be
returned to the submitter or destroyed in accordance with the Federal Records Act and DHS
Regulations. The information received, in accordance with applicable procedures, is
protected from disclosure while under review.

2.1 Privacy
Authority: 5 U.S.C. §301 and 44 U.S.C. §3101 authorizes the collection of this information.

Purpose: DHS will use this information as contact information for any follow up
discussions required during the validation process. Information includes first name, last
name, organization, position, email, phone, and address.

Routine Use: This information may be disclosed as generally permitted under 5

U.S.C. §552a(b) of the Privacy Act of 1974, as amended. This includes using the
information, as necessary and authorized by the routine uses published in DHS/ALL- 004
General Information Technology Access Account Records System of Records (September
29, 2009, 74 FR 49882).

Disclosure: Furnishing this information is voluntary; however, failure to provide any of the
information requested may delay or prevent a submission from being processed for PCII
consideration.



3.0 Getting Started

Users will access the URL, https://pciim.cisa.gov/esubmission, for the PCIl eSubmissions
Home Page. If users cannot access the URL, contact the CISA Technology Operations Center
at TOC@mail.cisa.dhs.gov.
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LINKS
& Home

& PCll WebPage

& PCll Training
& Contact Us
2 FED Welcome to PCIl eSubmissions
RESOURCES
This website will allow you to submit your ciitical infrastructure information (Cll) to the Department of Homeland Security (DHS) Protected
2 SN i BT SRS Critical Infrastructure Information (PCI) Program.
» PCIFAQ
b eSubmissions User Guide To submit il quickly and easily through a secure semver, select the "Submit CI” button below.
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WARNING
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Title 18, USC, Section 1020 or administiative pensliies or dismisssl.

WARNING
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Figure 1: PCll eSubmissions Home Page

3.1 Home Page

The home page includes “Learn More” and “Submit ClI” selections and links for
additional PCIl Program information and to submit Cll. Selecting “Learn More” directs
the user to a new page with additional PCIl Program information.

LINKS Learn More
& Home
PCll
& PCll WebPage
» PCIi Training The PCII Program, established in response to the Critical Infrastructure Information Act of 2002 (CIl Act), is designed to encourage private industry to veluntarily share its sensitive security-

related business information with the Federal government
& Contact Us
We welcome submissions from:

& Help

« Private owners/operators of critical infrastructure
RESOURCES « State and local governments officials
& Guidelines for the Electranic Submissions of Cll * Local law enforcement officials

« Trade associations

» PCIlFAQ

& eSubmissions User Guide PCII Protections
Information validated as PCIl by the PCIl Program will be protected from public disclosure under the Freedom of Information Act (FOIA) and similar State and local disclosure laws, and use in
civl litigation. The protections offered through the PCIl Program facilitate haring between the and the private sector.

The following aids have been developed ta assist you in the electronic submission process:

 Guidelines for the Electronic Submission of Cll
» Frequently Asked Questions for Electronic Submission of Cll

The PCIl Program will evaluate the information submitted to dstermine if it qualifies for protection under the CIl Act. If additional clarification is needed. the Program may contact the submitter
before making a final determination.

Information that does not qualfy for PCIl protection will, at the preference of the submitter, be retumed to the submitter o destroyed in accordance with the Federal Records Act and
Department of Homeland Security R The received. in with applicable . will be treated as PCIl while under review. As a reminder. use of this
server is for the of critical only.

If you encounter technical problems using this site. please contact the Technology Operations Center (TOC) at (202) 771-CISA (2472) or by e-mail at TOC@mail cisa.dhs. gov

If you have questions about the PCII Program in general, please contact the Technology Operations Center at (202) 771-CISA (2472) or by e-mail at TOC@mail cisa dhs gov.

Figure 2: Learn More



https://pciims.cisa.gov/esubmission
mailto:%20TOC@mail.cisa.dhs.gov

3.2 User Roles
There are two user roles in eSubmissions:
e Submitter: The owner/operator who owns the critical infrastructure information to
be voluntarily submitted to DHS for protections under the CII Act.
e Sponsor: A government employee submitting Cll on behalf of the owner/operator.
When submitting the ClI, a sponsor requires a PCIl Express and Certification
Statement signed by the submitter to upload into eSubmissions.

3.3 Beginning a Submission

After selecting “Submit Cll”, a pop-up appears informing the user the system is "For
Official Use Only". The user should read the notice and select “Continue” to proceed. By
selecting “Continue” the user acknowledges they will not submit classified information
into the eSubmissions application and understands the application is an unclassified
system. If the user selects “Cancel”, they cannot continue the submission process and are
returned to the eSubmissions home page.

Unclassified System

This system is for unclassified use only.

By continuing to use this system, you acknowledge that the information you are

submitting is unclassified.

Figure 3: Unclassified System Warning Message

After selecting “Continue”, the user is directed to the “Submission Type” page. The submitter
must select if the Cll submitted is associated with an existing PCIl approved data collection.
The user may respond with ‘YES’ or ‘NO’.



Submission Type: If answering “NO”, the user can proceed to the next question by
selecting “Continue.”

LINKS

& Home

& PCIl WebPage Submission Type

& PCI Training

& Contact Us Question One:

& Help Is this submission associated with an existing PCll-approved data collaction?
RESOURCES

Answer:
& Guidelines for the Electronic Submissions of Cil
Please choose the appropriate answer below. All fields are required.
» PCIFAQ PRvOR e

@ MO:1am submitting critical infrastructure information for a PCil program validation determination.

Federal Govemment entity ofher than the DHS PCI| Program.

& eSubmissions User Guide
YES: | am submiing as part of an established data collection actity hosted
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Figure 4: Submission Type, Question 1 “NO”

If answering “YES”, the user needs to provide the name of the U.S. Federal Government
hosted data collection activity before continuing. Once U.S. Federal Government hosted
data is entered, select “Continue” to proceed to the ‘Submission Type’ page.

Help | ContactUs

Jump To Page I

LINKS
& Home

& PCIl WebPage
& Pl Training

Submission Type

Question One:

Is this submission associated with an existing PCll-approved data collection?

& Contact Us
b Holp
RESOURCES
Answer:
& Guidelines for the Electronic Submissions of Cll
Please choose the appropriate answer below. All fields are required.
» PCIFAQ

NO:| am submiting crifical infrastruciure information for a PG program validation determination
# YES: @

& eSubmissions User Guide
bmitting as part of an established data collection activity hosted by a Federal Govemment enity other than the DHS PCII Program.

Please type the name of the Federally hosted data collection activity:

> % ir ; a"-‘y\’

et and Budge! (OME) o sach eollection of
S i

mlcFRszsu o aet e et o ion
e 5 Pad e 5028 (20t 3008
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Figure 5: Submission Type, Question 1 “YES”

At this point the user can select “Cancel” throughout the remainder of the submission
process removing any previous collected information. The user is returned to the
eSubmissions home page.



3.4 Submitting Cll as a Submitter: A submitter selects the first radio button and then
selects “Continue” to proceed to the ‘Submitter Information’ page. The other radio
button is for the sponsor outlined in paragraph 3.5.

“Submissions

=t

ks

& Home
& PCll WebPage
& PCll Training
& Contact Us

& Help
RESOURCES

Submitter Type

Question Two:

Who is submitting this Critical Infrastructure Information?
Answer:

& Guidslines for the Electranic Submissians of Cll
& PCIFAQ

B eSubmissions User Guide

Please choose the appropriate answer belovr. All fields are required.

@ | am an owner (or a representative)ioperator of private or
|:am a State or local government ovnerioperator of v: mz
| am a representative from an industry as:

divid i i

ent amployee spor ubi
Iimtend to upioad an Express and Certiication Statement signed by the submitier.
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and are i 63 Fed Reg 5083 (20 Feb. 2004)
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Figure 6: Submitter Type

Submitter Information: The submitter must complete all required fields depicted with
asterisks. Upon completion of all fields, select “Continue” to proceed to the Point of
Contact Information page. If required fields are not properly completed, a red error
message appears beneath the field(s) notifying the submitter what is required. The
submitter cannot proceed until all required fields are completed.

Note: If selecting United States of America as the country, PCIIMS automatically populates
the state and city fields with values from the completed Zip Code.
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& Home

B PCIl WebPage Submitter Information

& PCll Training Please provide the appropriate submitter information below. * = Required field.
& Contact Us
& Help “First Name: “Last Hame:
Rt Organizat “Position Tite:
& Guidelines for the Electronic Submissions of Cl
» PCIFAQ “Email; “Verity Email:
© eSubmissions User Guide e o e
*Address: Address 2
~ 4 “Country: United States of America v state: v
*Zip Code: “City:
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Figure 7: Submitter Information



Point of Contact Information: The submitter can either designate a new contact or the
“Same as Submitter” box can be checked to automatically fill in the Submitter

Information input on the previous screen. The submitter can then select "Continue” to
proceed to the Nature of Submission page.
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Help | Contact Us

Jump To Page '

LINKS 34% Complete
& Home ¥
& PCil WebPage Point of Contact Information
& PCIl Training Complete this section if you want to designate a Point of Contact for the PCII Program to communicate with that is different
& Contact Us than the poc previously identified. * = Required field.
= o Same as Submitier
RESOURCES.
*First Hama: *Last Nama:
& Guidelines for the Electronic Submissions of Cl
& PCIIFAQ *Organization: *Position Titie:
& eSubmissions User Guide
*Email *Verify Email:
“Phone: Extension:
*Address: Address 2
*Country: United States of America | *state: v
*Zip Code: *City:
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Figure 8: Point of Contact Information

Nature of Submission: The submitter must enter information into all fields on the Nature of
Submission page. The submitter then selects “Continue” to proceed to the Critical
Infrastructure Information page.

Help | Contact Us

Jump To Page .

LINKS

& Home

& PCIl WebPage Nature of Submission

& PCll Training Please provide some infe ion on your ission. * = Required field.

& Contact Us

» Help “Please provide a description of the critical infrastructure (Example: what is the purpose of the critical infrastructure)
RESOURCES

» Guidelines for the Electronic Submissions of Cll
& PCIlFAQ

» eSubmissions User Guide “Do we need any special software to open the file(s) you are submitting? If yes, piease provide the name(s) of software needed or any

agditional instructions.

*Are there any legal matters that we need to know about, such as pending litigation? if yes, please provide additional am
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threush moulaticn. Requests made pursuant ko € CFF Part 23 da not mest tha definitizn of finfematien eollection” as defined undsr § CFR Part 1320, and are tharefars aampt from the requinamants of the PRA. Ascardingly, thars iz
eauimment to oiain ONG aporovel for iomation collscion (Ses, 69 Fed. Rep 8063 20 Feb. 20041, to 6 GFR Part Tomation callecbon’ ez defied under 3 GFR Pad 1330,
requirements of the PRA. Accordingly. th obtain OMS approval Goliection (Se 69 Fad Reg. 8083 (20 Feb. 2004).
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Figure 9: Nature of Submission




Note: If selecting the "Tool Tip" (icon located at the end of the sentence of the third
section) a pop-up appears stating “Please describe any pending litigation related to this
submission.” Simply select “OK” to return to the screen.

Litigation Information

Please describe any pending litigation related to this submission

Figure 10: Litigation Information

Critical Infrastructure Information: If the asset is physical, the submitter must complete
all fields on the Critical Infrastructure Information page. If the asset is Cyber, then the
State/Province, Zip/Postal Code and City are no longer required fields. A Cyber asset is

defined as a non-physical system such as computer software. The user must identify
the sector to which the asset is related.

Note: Multiple sectors can be selected by selecting one sector while holding the Ctrl Key

and then selecting additional sector(s). The submitter selects “Continue” to proceed to
the Express Statement page.
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Halp | Contact Us

Jump To Page '

LINKS 1% Complete
© Home /
& PCil WebPage Critical Infrastructure Information
& PCIl Training Ploase provide some background information on the critical infrastructure. * = Required field.
& Contact Us

*Is this a physical asset, o cyber?
® Help

@ Physical Cyber
RESOURCES
& Guidslinas for tha Elactronic Sabmiz sions of Cll *Whatis the name of the critical infrastructure? (Example: subject of the assessment or incident)

& PCIlFAQ ‘ |

& eSubmissions User Guide
“Identify the sector(s) that best describes the critical infrastructure.
Food and Agiiculture il
a Financial Senices |
e | Chemical
VA% v Commercial Facilties
|

Country *State
United States of America v v
Zip Code City
-
Cancel Continue >>
0
{

Under e Faparwork

Reduction Act of 1595 (PRAK44 U.5.C. 35013520, a Federal agency must obiain aperoval fiom the Office of Management and Budge (OME) for each coliection of infomation it conducts, sponsors, or requires
through requlstion. Requests made pursuant fo § GER Part 23 do naf mes! the gefinition of “infomation collection” 1320, and from the the PRA. Accordingly there iz o
requirement to abisin GME approval for information collection (Sez, 65 Fed. Reg. 8083 (20 Fab. 2004). to 6 GFR Fat - o defined under § GFR Pat 1320,
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the definition
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Figure 11: Critical Infrastructure Information
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Express Statement: The submitter is required to select “Yes” to proceed then select
“Continue” to proceed to the Certification Statement page.

UNCLASSIFIED FOUO

Jump To Page | i

LINKS 74% Compiete
& Home

& PCll WebPage Express Statement

& PCli Training The Express Statement and the Certification Statement must accompany submission of information for which protection is
& Contact Us requested under the Critical Infrastructure Information Act of 2002,

B Help Please record the submitter's agreement with the following statement by transcribing the responses below.

RESOURCES

This information is voluntarily submitted 1o the Federal Government in expectation of protection Irom disclosure as proviged by the
provisions of the Critical Infrastructure Information Act of 2002

® Yes O MNo

& Guidelines for the Electronic Submissions of Cll
& PCIl FAQ
& eSubmissions User Guide

Undier the Papenserk Rectiction Act of 1995 (PRA)44 U.S.C. 3501-3620), s Federal sgency must ablain approval fom the Office of Ianagement and Budget (OME) for each collsstion of infomation It conducts, sponisors, or requires
through reguistion. Requests made pursuant fo & CFR Fart 28 do rot meet the definition of ‘infomation collestion” 22 Gefined under 5 CFR Fart 1320, and are horsions axempt from the requirements of fie FAA s o i
requirement fo cbtain OME spprovel for infomation collection (See, 69 Fed. Reg. 8083 (20 Feb. 2004)) fo 6 CFR Part a5 defined under 8 CFR Fart 1320,
it avm theretors exempt fom the mquirsments of the PRA. Accaringly. frare cbtain OME appn {Ses, €3 Fad. Rag. 8083 (20 Fab. 2004).
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Figure 12: Express Statement

If the submitter selects “No,” a warning message pops up informing the submitter that
agreeing is a requirement to proceed. The pop-up provides the submitter the option to
cancel the submission by selecting “Yes.” If the submitter chooses not to cancel the
submission, they must select “No” to return to the screen. If the user selects “Yes”, all
information entered is immediately deleted.

Agreeing to the Express, Certification, and Access Disclosure Statements is a
requirement to proceed with a submission.

Do you wish to cancel the submission?

Figure 13: Express Statement - Waming
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Certification Statement: The submitter must select their authorization for submitting the
information, from the listed choices. The submitter must answer “Yes” by selecting “Yes”
to proceed. The submitter then selects “Continue” to proceed to the Access Disclosure
Statement page.

LINKS 79% Campiets
& Home
& PCIl WebPage Certification Statement
& PCll Training The Express Statement and the C ion Statement must ission of ion for which protection is
& Conlact Us requested under the Critical Infrastructure Information Act of 2002.
» Help
The submitter is authorized to submit this information as one of the following (please select one):
RESOURCES

. O Owner (or a fapresentative) of a privately of publiciy owned company
& Guidelines for the Electronic Submissions of Cll

& PCllFAQ
& eSubmissions User Guide

ntative from an industry associaion
Ingividusl provicing 2n informed abservation of the eritical infrastnucture

fribalterritorial govemment official (hat can atiestto voluntary participation)

Otner (please speciy)

Please provide an answer to the following question

¢ To the best of my knowiedge, the information submitied is not customarily in the public domain. | am not submitting this information to
comply with a regulatory requirement. | am not required to provide this information to a Federal regulatory entity.

® Yes O MNo

=

S

A

mission may constitute a violation of 18 U.S.C 1001

Under the Pagenvork Reduction Act of 1995 (PRA)(44 U.S.C. 3501.3520), » Fecers! sgency must chisin approval fiom the Office of Mansgemant sn Budget (OME) for sach collection of mformation it conducts, Sponsor, cr reaquirss

fo € CFA Pt 29 Getinition of i collection” CFR Part 1330, 3nd are tharsfors erompt from the requirements of the PRA, Accordingly: thera i no
qu osisin 55 Fed Reg 8083 (20 Feb, 2004)) Requests made pursusnt fo 6 GFR Fart 29 do not mest ; 5CFR Padt 1320,
- Accoraingly, there 10 attsin t 63 Feq Feg. 5083 (20 Feb, 200%)
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Figure 14: Certification Statement

Access Disclosure Statement: The submitter must acknowledge the Access Disclosure
Statement by selecting “| Acknowledge the access disclosure statement” Once checked,
the submitter selects “Continue” to the File Upload Wizard page.

Jump To Page .

LINKS 7% Complete
& Home

& PCIl WebPage Access Disclosure Statement

& PCll Training Please indicate your agreement with the following statement by checking the box below.

& Contact Us
Individuals eligible to access PCIlinclude Federal, State, Local, Tribal or Territorial government employees or contractors who meet the
& Help Tollowiing;

RESOURCES

-~

)

+ Assigned to homeland security duties related to critical infrastructure; and

+ Demonstrate a valid need-to-know; and

« Current authorized user (to include completion of all required authorized user training); and

+ Such individuals must comply with the requirements stated in the Cll Act and the Regulation (6 C.F.R. Part 29).

lacknowledge the access disclosure statement.
\ ’

» Guidelines for the Electronic Submissions of Cl
& PCIFAQ

& eSubmissions User Guide

Undier the Papenvor Redustion Act of 1995 (PRA)(44 U.5.C. 3801-3520), a Fidieral sgency must obtain spproval from the Offics of Mansgemant sndl Eudget (OME) for sach esllzetion of infomstion it condusts, Spensers, or requires
through regulation. Requeste made pureuant fo & CFR Fart 23 do nof meet the definition of “infomation oollection” 2 defined under 5 CFR Fart 1320, and sre therefore exempt from the requirementa of the PRA. Accordingly; fhere fo no

a. obtain o - 63 Fed. Reg. 8083 (20 Feb. 2004)). pursuant 10 6 GFR " 53 defined under 5 GFR Fart 1320,
‘2l sre thersfors exemp from the requirements of the PRA. Azcordingly, there to obtain

tion
, €9 Fed. Rag, 8083 (20 Fab. 2004),
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Figure 15: Access Disclosure Statement




LINKS

& Home

& Conta
& Help

& Guidel

& PCll WebPage
& PCIl Training

RESOURCES

» PCIIFAQ
& eSubmissions User Guide

File Upload Wizard: The submitter must enter a brief description and upload at least one
file in order to continue the submission. Up to 100 files can be uploaded with a limit of
up to 1 gigabyte (GB) size total. The submitter can drag files into the area designated for
uploading files or select on the designated area to open the browser for selecting one or
more files to be uploaded. The submitter must select “I attest the information | am
uploading does not contain classified information” then select “Continue” to proceed to
the Submission Overview page. Ensure all passwords (viewing/editing) are removed from
document(s) before uploading.

Note: If more than 100 files are selected or the total size of the files selected exceeds
1GB, an error message pops up with an explanation of the error. The submitter must
correct as appropriate and try again. If a submission exceeds 1GB, please contact the
PCIll Program Office to discuss other means to submit the information.

Help | Contact Us

Jump To Page | -

File Upload Wizard

Please select the files that you would like to submit (at least one file must be selected in order to continue). To select a file,
click on the gray box below, or drag a file into it (the submission does have a size limit of 1GB). When complete, click
"continue” below to proceed to the Submission Overview page.

it Us

Please provide a brief description of the fike(s) you are upioading,

lines for the Electronic Submissions of CIl

Please choose file(s) to upload.

Drop files here or click to browse

I attest that the information | am uploading does not contain any classified information__—»

(PRA)44 US.C. 350¢.3520), = Facers! sgency must cbiain spproval from the Gifice of Management snd Budget (OME] for sach callsction of infomafion it conducts, spomsors, or rquires
t0 & CFA Par 29 do nat mest. caifection” CFR Part 1320, and E 2 of the PRA. Accordingly, thare is no

ation collection (See, €3 Fed. Reg. 8083 (20 Feb, 200%) Requestz made pursuant fo € CFR Part 23 do not meet the definition of “infomation collection” 32 gefined under 5 CFR Fart 1320,
s of the PRA. Accortingly, there 20t 12 obtain OU ection (Ses, 69 Fed. Rsg. 8083 (20 Fab. 200%),

UNCLASSIFIED FOUO

Figure 16: File Upload Wizard

Submission Overview:

The submitter can review all of their information for accuracy before selecting “Submit.”
All fields are in a “read-only” format. If the submitter needs to change any part of the
submission, select “Edit” link on the Submission Overview page located on the top right
side of each section. The selected information may then be edited. The submitter can
also navigate directly to previous pages via the drop down in the top right of the screen.

Once the submitter is ready to submit their ClI, they scroll to the bottom of the page and
select “Submit.” The submitter sees a pop-up showing the submission status. The
Submission Status pop-up shows the form data and file uploads as either successful or
not successful. If successful, the submitter can select “OK” to continue. If a file upload
fails, a notification of which file(s) is included in the pop-up. The submitter then selects
“OK” to continue and can submit again once they fix the failed file. The submitter is
directed to the Submission Confirmed page.

13
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LINKS 575 Compieie
& Home
& PCH WebPage Submission Overview
& PCI Training Please review the information below.
& Contact Us.
Sk Submitter Information
RESOURCES o
“First Name: Jane *Last Name: Doe |
& Guidelines for the Electronic Submissions of Cll )
» PCIl FAQ “Organization FrivateOrg “Position Tite: Submitter |
& eSubmissions User Guide = = =
“Email: Jane Doe@PrivateOrg com “Verify Emait: Jane Doe@PrivateOrg.com |
= “Phone: (555) 655-5555 Extension |
"
AL N “Address: 123 Main St Address 2 |
VY
3 b K “Country: Unitad States of Amarica ~| *state: Virginia ~|
A
= g *Zip Code: 22202 “City: ARLINGTON |

Point of Contact Information

Same as Submitter

“First Name: John “Last Name: Doe |

*Qrganization: PrivataOrg *Position Title: Submitter |

Unde the Pagenvork Reduction Act of 1935 (PRAY44 U.S.C. 3501-3520], a Federal agency must ablsin spgroval fiom the Office of Managsment and Budge! (OME] for each callection af infomsation it condusts, saonsors, or requires
puirsuant o 6 meet the definition of Tiomation collestion” GFR Part 1320, and are e PRA Accordingly, there is no
(See, 69 Fec, Rieg. 8087 (20 Fet. 2004 g PR Part 1220,

n0 ars tharsfor axempt o0 the requirsmants of the FRA. Acsordingly ous Coliaction (Ses, 63 Fad. Rag. 8083 (20 Feb. 2004).

UNCLASSIFIED FOUQ

Figure 17: Submission Overview

Submission Confirmed: This page contains an automatically generated Cll submission
number. The submitter can return to the eSubmissions home page or begin a new
submission. If beginning a new submission, the submitter is redirected to the
“Submission Type” page by selecting “Begin New Submission.”. All previous point of
contact information entered is retained.

Otherwise, all previous data input is purged when selecting “Home” or exiting the
page/closing the browser. The submitter receives an email notifying them of a
successful submission.

LINKS 100% Complele

& Home

& PCIl WebPage Submission Confirmed

& PCII Training u b
Thank you for your submission.
& Contact Us
w Help Please refer to submission number ClI-PO-VA-00027665 in any correspondence about your submission.
y Toc@ dhs. - ( M
G Please contact the Technology Operations Center (TOC) at TOC@mail.cisa.dns.gov or (202) 771-CISA (2472) with any questions
& Gui for the Electronic Su i of Cli

If you do not need to make another submission, you may Close your browser now.

e

& eSubmission Checklist
& PCIlFAQ
& PCIl Final Rule

& esubmissions User Guide

Figure 18: Submission Confirmed
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3.5 Submitting CIl as a Sponsor
After selecting ‘Submit CII’ the sponsor is directed to the Submission Type page.

Submission Type: If answering “NO”, go to the next question by selecting “Continue.”

UNCLASSIFIED FOUO

LINKS
& Home

& PCIl WebPage

& PC Training

& Contact Us

» Help

RESOURCES

& Guidelines for the Electronic Submissions of Cll
» PCIIFAQ

© eSubmissions User Guide

Submission Type

Question One:

s this submission associated with an existing PCll-approved data collection?

Answer:
Please choose the appropriate answer below. Al fields are required.

@ NO:1am submitting critical infrastructure information for a PCII program valigation determination

YES: | am submitting as part of an established data colleciion activity hosted by a

| Govemment entity other than the DHS PCIl Program

Under tha Paperwork Recuction Act of 1995 (PRAY44 US.C. 3501.3520), & Faders! sgency must obtain spproval from the Office of Managemant snd Budget (OME) for each colfection of infomation it CoRduCs, SPONSOTS, or requines
thraugh regulation, Requests made pursuant fo € GFF Fart 29 o naf meal the dafinition of Tnformation cailsction™ a2 defined under 5 CFR Part 1320, and s tharfan exemp! fom (he requirements of e PRA. Ascerdingly, thers i no
requirsment fo abiain OME aperoval for information ccllection (See, 69 Fed. Reg: 8083 (20 Fab. 2004)). Fiequestz made pursusni fo & CFR Part 29 do not meet the definition of "information colleztion” a defined under 5 CFR Part 1320,
and are thersfons exempt lrom the requirements of the PRA. Accordingly, thers is no requirement fo obtsin OUE approval for infomation collection (Ses, 63 Fed. Reg. B083 (20 Feb. 2004),

UNCLASSIFIED FOUO

Figure 19: Submission Type Question One “NO”

If answering “YES”, the sponsor needs to provide the name of the federally hosted data

collection activity before continuing. Once the federally hosted data collection activity is entered,
the sponsor can continue to the Submitter Type page by selecting “Continue.”

LINKS

& Home

& PCll WebPage

& PCll Training

& Contact Us

B Help

RESQURCES

& Guidelines for the Electronic Submissions of Cli
e PCIFAQ

& eSubmissions User Guide

UNCLASSIFIED FOUO

Help

Lovorn |

Submission Type

Question One:

Is this submission associated with an existing PCll-approved data collection?

Answer:
Please choose the appropriate answer below. Al fields are required.

NO: | am submitting critical infrastructure Information for a PCIl program vallation determ

® YES:| am submitting as part of an established dala collection acthity

osted by a Federal Government entity other than the DHS PCIl Program

Please type the name of the Federally hosted data collection activity:

Under the Paperveosk Redusiion Act of 1995 [FRAN44 U.S.C. 3601-3520), 3 Feders! agency must obiain approval from the Office of Management and Budget (OME) for each collection of infomation it conducts, sponsors, or requiree
through regulation. Requesis made purzusni fo & CFFR Fart 23 do not mee! the definition of “inlomation coliection” az defined under 5 CFR Parl 1320, and are therefore exempt rom the requirements of lhe FIRA_ Accordingil, th
requirement to obiein GME approvel for infomation collection (See, 85 Fed Reg B083 (20 Feb. 2004). Reques's made pursuan fo 6 CF Part 29 do not meet ihe definition of “infomstion collection* ss defined under 5 CFR Fer 1320
and ars therefors axampt from tha requirements of s PRA. Accordingly. fhem i no requireent to obtain ONE approval forinformation callaction (See, 63 Fed Reg. 8083 (20 Fab. 2004).

UNCLASSIFIED FOUO

Figure 20: Submission Type Question One “YES”
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Submitter Type: The sponsor will select and answer “YES” to the Express Statement
question. If they answer “NO” to the question, they will see two tabs, Express Statement and
Adobe Acrobat Reader. Selecting the Express Statement tab opens a new tab allowing a
copy of the Express Statement to be downloaded and save it to their computer. The Adobe
Acrobat Reader tab takes them to a new tab and allows them to download Adobe Acrobat
Reader if they do not have the software. The sponsor can then close these tabs and return
to the eSubmissions application. The sponsor can select “Continue” to proceed to the
Submission Sponsor Information page. To learn more about data collection activities the
user can select the link to the “Learn More text pop-up.

Help | Contact Us

oy Topoge |-

s
& Home

» PCll WebPage Submitter Type

& PCll Training

& Contact Us Question Two:

b Help Who is submitting this Critical Infrastructure Information?

RESOURCES

Answer:
& Guidelines for the Electronic Submissions of Cll

& PCli FAQ

& eSubmissions User Guide

Please choose the appropriate answer below. All fields are required.

1 8 20 owner (or a representative)operator of prvale of publ
1:am 2 State or local government ownerloperator of critical infrastructure; or
| am 2 represantative from an industry association; or

1aman P 0 of the entcal infra:

ical infrastructure o

® | am a Government employee who is sponsoring a submission
lintend to upload an Express and Certfication Statement signed by the submitter.

Do you have a copy of the PCIl Express Statement, signed by the person with knowledge of the assessmentincident, that s ready to be
uploaded into eSubmissions?

®Yes OMo

¥ you wish to propose a new data collection activty featuring automatic PCI validation (1.2 a categorical inclusion) that will be hosted by
the DHS PCIl Program, contact the PCIl team via Contact Us. In the body of the email
chacsing, the topic area of the expected incoming content, and the number of expected submissiofg

Lo e Papenwoss Radulon Aot of 1990 (PRAV44 U13.C. 240136208 o Fedus! spury st cbiin sparora! fom fha Ofice o Mevassment . Budget (i) o sach oolealion of inkomalon f oonduck sponcrs, o eauen
rough mautatcn. Raquast aace pusiant 56 G2 Pt 5 6o 1of meolthe o f “Yibmaton Solechon GER Part 1320, 319 trom e the PRA_ Accormingly. thers i3 no.
<o, Asg. 8043 (20 Feo. 20041 06 infomation collection” 5.CRA Ban 1320,

m PRA. Accomtingl; ous 89 Faa. Rag. 8083 (20 Fab. 2004),

UNCLASSIFIED FOUO

Figure 21: Submitter Type Question Two “YES”

+ Validation of Cll can occur either via manual review on a per-doecument basis by the
PCIl Program Office, or it can occur in @ more automatic fashion, without the need for
constant review, via a legal arrangement called a categorical inclusion.

« A categorical inclusion is a data collection activity with automatic PCIl validation
approval

« A specific category of Cll is validated by the PCIl Program Ofice (PCIIPO) as PCII.

« The approved category usually manifests itself in the form of an approved template.
Possible templates include the questions invalved in a vulnerability assessment, or the
fields included in an incident reporting form.

« Although most inclusions follow a distributed data framework where the Federal entity
who was interested in collecting the data, would be the entity to host the incoming data,

in certain limited cases the DHS PCIPO can host the data.

« The PCIIPO agrees to host the new incoming data, and appoints a PCIl Program
Manager Designe ta oversee the data collection activity.

« A PCIIPO Designee agrees to a certain set of responsibilities to protect the new data.

« The submitter of the CIl (from either the private sector or a state/local government)
visits eSubmissions and signs a PCIl Express statement to initiate each submission

- Submissions identify the facility/asset that is the subject of the assessment or
incident

« The PCIIPO, via eSubmissions, will provide an electronic web-based portal for the
submitters to use.

« Sponsors can be assured that the portal has a Federal IT Certification & Accreditation

(C8A).

« The PCIIPO marks up the original PCIl, maintains it, and sends back copies to the
Sponsors.

OK

Figure 22: Link to Learn More
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| Contact U

JumpTo Page '

LINKS 57% Complete
& Home Submitter Type

© PCIl WebPage

& PCl Training Question Two:

® Contact Us % Who is submitting this Critical

v Help

RESOURCES Answer:

b EE e B S e G Please choose the appropriate answer below. All fields are required.

e PCI FAQ

© eSubmissions User Guide

© 1am an owmer (or a representative)loperator of private or public eritical infrastructure; or
1am a State or local of critical or
1am a representative from an industry association; or
1am an individual providing an informed observation of the crtical infrastructure.
® 1am a Government employee who is sponsoring a submission.
lintend to upload an Express and Cerfification Statement signed by the submitter

Do you have a copy of the PCIl Express Statement, signed by the person with knowledge of the assessmentincident, that is ready to be
uploaded into e Submissions?

O Yes @® No

Please download the Express Statement and have an authorized submitter
(definitions can be found at top of Express Statement) complete the form Express Statement
before continuing the submission process

If you do not already have the software to display Adobe Acrobat PDF files
then you may download it here Adobe Acrobat Reader

If you wish to propose a new data collection activity featuring automatic PCII validation (1.¢.. a categorical inclusion) that will be hosted by
the DHS PCIl Program, contact the PCIl team via Contact Us. In the body of the email, please describe the type of template you are
choosing, the topic area of the expected incoming content, and the number of expected submissions. To lsam more. please press here

Under the Fapenwork Reduction Act of 1995 (FRA)44 U.S.C. 3601-3520),  Faderl agency must obiain approval from the Office of Management and Eudget (OME) for esch coflection of infomation it conduofs, sponsors, or requires
through regulation. Requests made pursuant to 6 CFR Part 29 do not meet the definition of "infomation collection” as defined under 5 GFR Part 1320, and are therefore exempt from the requirements of the PRA. Accardingly, there is o

= obtain OME (Sae, 65 Fad. Reg. 8083 (20 Feb. 2004). Requests made pursuant o & GFR Fart 28 do not mes the definition of "infomation collection” ae defined nder 5 GFR Fart 1320,
and ore therefore exempt from the requirements of the PRA. Accorsingly, there is tfain OME (Se=. 69 Fed. Reg. 8083 (20 Feb. 2004)]

Figure 23: Submitter Type Question Two “NO”

PROTECTED CRITICAL INFRASTRUCTURE INFORMATION*
“Once complated by the Submittar.

U.S. Department of Homeland Security
Cybersecurity & Infrestructure Security Agency
Infrastructure St it i

Security Di
Washington, DC 20528

EXPRESS AND CERTIFICATION STATEMENT FORM
PROTECTED CRITICAL INFRASTRUCTURE INFORMATION (PCII) PROGRAM

‘Submitters may voluntarily submit critical infrastructure information for PCII protection under the Critical
Infrastructure Information Act of 2002. All submissions must be accompanied by an Express Statement and a
Certification Statement that allows protection of the informaticn throughout the validation process.

EXPRESS STATEMENT

| am submitting this information voluntarily to the U.S. Federal Government in expectation of
protection from disclosure as provided by the provisions of U.S. Code Title 6. Chapter 1, Subchapter
Il, Part B, Section 133, and the Critical Infrastructure Information Act of 2002. (Please initial)

SUBMITTER CATEGORY

| am authorized to submit this information as cne of the following (Pleaseinitial):
Owner (or a representative) of a privately or publicly owned company;
Representative from an industry association;
Individual providing an informed observation of the critical infrastructure;
State/local/tribal/territorial government official (that can attest to voluntary participation);
Other:
To the best of my knowledge the information submitted is not customarily in the public domain. | am not
submitting this information to comply with & regulatory requirement. | am not submitting this
information to satisfy & regulatory requirement. (Please initial)

ACCESS DISCLOSURE

Individuals eligible to access PCIl include Federal, State, Local, Tribal, or Territorial government
employees or contractors who meet the following requirements (Please initial

* Assigned to homeland security duties related to critical infrastructure demonstrating a valid need-
to-know; and

Current authorized user (to include completion of all required authorized user training); and

Such individuals must comply with the requirements stated in the Critical Infrastructure Information
Act of 2002 and the Final Rule (6 C.F.R. part 29)

Knowing or willful false representations provided in this submission may constitute a violation of 18 US.C

1001 and are punishable by fine and imprisonment.

Signature: Date:

*=*Continued on Next Page™**

CISA | DEFEND TODAY, SECURE TOMORROW 1

eise goupoil EEPOHAssisBcisadhsgov 5658448163 @ Linkedin com/compeny/cisszov S e0sasoy T Facenook comicisa (Fgcicago

PROTECTED CRITICAL INFRASTRUCTURE INFORMATION*

*=Oncs complatad by the Submittsr.

Figure 24: Express and Certification Statement Form




Submission Sponsor Information: The sponsor must complete all required fields. Then select
“Continue” to proceed to the Submitter Information page.

Note: If required fields are not properly completed, a red error message appears beneath the
field(s) notifying the sponsor what is required. The sponsor cannot proceed until all required
fields are complete.

LINKS 7% Compicto
& Home
& PCll WebPage Submission Sponsor Information
& PCll Training Please provide the appropriate sponsor information below. * = Required field
& Contact Us
& Help “First Name:
RESOURCES
“Last Hame:
& Guidslines for the Electronic Submissians of Cll
» PCIFAQ “Phione:
& eSubmissions User Guids
Extension;
L “Emait
A/ )\ ,
gy *Veiify Emaik:
£

mment office Entity, please describe the level of govemment (State/county/city, etc.) and your full office

e e Puprcal: Seduclon A of 1995 PAAY44 S C. 35013520, @ Fedar sguncy mus cblan approvl o the Offcs of Mangeme s Budge (OUE} o ach colleton ofefomation i cor
rfomation calestion” a deined nser  CFF Pt 1320, or are trarsfors s om tre g
obtain DUE €8 Fad wman:nw)w o puresent 5 & G Pt 28 ot et T S o et
ot T o o i i o O e PO At et in OME. 65 Fod. Aeg. 8083 (20 Ewb. 2004

UNCLASSIFIED FOUO

Figure 25: Submission Sponsor Information

Submitter Information: The sponsor must complete all required fields then select “Continue” to
proceed to the Point of Contact information page.

Note: If selecting United States of America as the country, the system automatically populates the
state and city fields with values derived from the zip code. The state and city fields are derived from
official US Post Office data. This substitution includes other pages that include the Zip Code field.

UNCLASSIFIED FOUO

Help | ContactUs

Jump To Page | -

s [
» Home ]
& PCIl WebPage Submitter Information
& PCll Training Please provide the appropriate submitter information below. * = Required field.
& Contact Us
ok “First Name: *Last Name:
==t s *Organization: *Position Title:
» Guidelines for the Electronic Submissions of CI
- PCIFAG “Emait “Verity Emait
& eSubmissions User Guide — s
Add Adaress 2
& ]
£ )\\ *Country: United States of America v | *State v
= 4 )\ *Zip Code: “City:
b
-y

“

U i Popaniol ey ot 5 PUS YI0RHA 5 201 300 0 TR s e A WSl 8 1 YNt At 5 ko (U R s ol REriolon € woocte, ecnice e
ivus egulaiion. Reasess o ursuertfo & CER ot 29 do ot st s dafi cokeato” SR ot 1520 s FRA, Ascorgingly,
curanent o cbsin OHG spgeova oromation colecten (S2¢ 69 F2d. ey 3023 20 Fat 5004 Retuests msak pureuer 0 6 GFFLFan 26 d0 st mast he oeh bl gttty i
o erias seanpt e . dramerts o e PR, Aot st b v sgorment i snh OURS approent o st oot omer o5t e G0 {30 Fote 3000

UNCLASSIFIED FOUO

Figure 26: Submitter Information
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Point of Contact Information: The sponsor can either designate a new contact or select “Same as
Submitter” to automatically complete the submitter information entered on the previous screen.
Then select “Continue” to proceed to the Nature of Submission page.

UNCLASSIFIED FOUO

Jump To Page .

LINKS 34% Complete.
& Home
& PCIl WebPage Point of Contact Information
& PCll Training Complete this section if you want to designate a Point of Contact for the PCIl Program to communicate with that is different
» Contact Us than the poc previously identified. * - Required field.
B RED () Same as Submitter
RESOURCES
“First Name: “Last Name:
& Guidelines for the Electronic Submissions of Cll
& PCIlFAQ *Organization: *Position Title:
& eSubmissions User Guide
“Email: *Verify Email:
*Phone: Extension:
*Address: Address 2
“Country: United States of America v| *state: ~
“Zip Code: “City:

1 Mansgemert and Sudget (OE) for esch cofection of nfomation t conducts, sponsor,or requires
B e e
olection" a5 defimed under 8 CPR Fart 1320,

,ss; o e g o r?DF o mu»

UNCLASSIFIED FOUO

Figure 27: Point of Contact Information

Nature of Submission: The sponsor must complete all fields on the Nature of Submission page
then select “Continue” to proceed to the Critical Infrastructure Information page.

UNCLASSIFIED FOUQ
Help | Gontact Us

Jump To Page .

LINKS 53% Complete

& Home

b PCll WebPage
& PCl Training
® Contact Us

b Help
RESOURCES

& Guidelines for the Electronic Submissions of Cll 4
%
& PCIl FAQ

£ eSubmissions User Guide *Do we need any special software to open the file(s) you are submitting? If yes, please provide the name(s) of software needed or any
additional instructions.
4 4
A N
e o\
<

*Are there any legal matters that we need to know about, such as pending ltigation? If yes, please provide additional del
E

Lt R s e D RIS SIS @ et G e gy o e G e e B ) el s e G
through regulation. Requests mads pursuant io & CFR Part 29 do nof mee! i leatior fined wrder 5 GER Fust 1520, and v therafore avmpt o the eduivemonts ofthe PRA. Aceordingly, frars
reduirement t bfain OME approval fo ifamation colecton (See, 69 Fad. F 2qu: p ruant 1o 6 GFR Part 29 do nat maes he definition s “nfamation solsction” s defined under § PR Par 1320,
‘and are thersfors exempt from thie requirements of the FRA. Acoordingly, there is no requirement fo obtain OME approval for infomation collection (Ses, 69 Fed. Reg. 8083 (20 Fab. 2004))

Nature of Submission

Please provide some i ion on your submission. * = Required field.

“Please provide a description of the critical infrastructure (Example: what is the purpose of the critical infrastructure)

4

UNCLASSIFIED FOUQ

Figure 28: Nature of Submission
Note: If selecting the “Tool Tip” icon located at the end of the sentence of the third section, a pop-
up states, “Please describe any pending litigation related to this submission.” Select “OK” to
return to the screen.
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Litigation Information

Please describe any pending litigation related to this submission

Figure 29: Litigation Information

Critical Infrastructure information: If the asset is Physical, the submitter must complete all
fields on the Critical Infrastructure Information page. If the asset is Cyber, then the
State/Province, Zip/Postal Code and City are not required. A Cyber asset is defined as a non-
physical system such as computer software. The submitter must identify the sector that best
describes the critical infrastructure sector being submitted.

Note: Multiple sectors can be selected by selecting one sector while holding the Ctrl Key and
then selecting additional sector(s). Then select “Continue” to proceed to the Express
Statement page.

UNCLASSIFIED FOUO

Help Contact Us

Jump To Page l

LINKS 51% Complete
& Home
& PCll WebPage Critical Infrastructure Information
& PCll Training Please provide some background information on the critical infrastructure. * = Required field.
& Contact Us
- *Is this a physical asset, or cyber?
b Top @® Physical O Cyber
RESOURCES

& Guidelines for the Electronic Submissions of Cll *What is the name of the critical infrastructure? (Example: subject of the assessment or incident)
» PCIFAQ ‘

& eSubmissions User Guide

*Identify the sector(s) that best describes the critical infrastructure.

Food and Agriculture
Financial Senices
Chemical
Commercial Facilities

*Country *State
United States of America v v
*Zip Code *City
<< Back Continue >>

Under the Papenwork Reduction Act of 1995 (PRAJ44 U.S.C. 3501.3520), a Fedarai agency must oblain approval from the Office of Management and Budget [OME) for each collection of infomation if conducts, sponsors, or requires
through reguiation. Reguests made pursuant fo 6 GFR Part 23 do nat meet the definitian of “infomation collection” as defined under 5 GFA Part 1320, and are therefore exempt from the requirements of the PRA. Accordingly; there is na
requirement to abfain OME aperoval fer infomation collection (See, 65 Fed. Reg. 8083 (20 Fe. 2004). the aefinition of “infomation collection” 52 defined unger & CFR Pan 1320,
and are therefore exempt from the requirements of the PRA. Accaraingly, there is to abiain OM for i tion (See, 69 Fed. Reg. 2083 (20 Feb. 2004).

UNCLASSIFIED FOUO

Figure 30: Critical Infrastructure Information




Upload Express Statement: The sponsor selects the Express Statement box and uploads a copy
of the submitter’s Express and Certification statement from their computer then selects
“Continue” to proceed to the File Upload leard page.

Help | ContactUs

=Submissions

Lo |

LINKS 575% Complele
& Home

& PCIl WebPage Upload Express Statement
& PCIl Training

[ | attest that the document to be uploaded is the Express and Certification Statement, signed by an authorized submitter. An authorized
‘submitter is an individual who will have knowledge of the public domain status and the information contained in the submission and who
has agreed to all of the required deciarations.

& Contact Us
& Help
RESOURCES
i R Please choose a fle (o atfach.
& Guidelines for the Electronic Submissions of Cll
& PCIl FAQ

& eSubmissions User Guide

Drop Express Statement here or click to browse

ki

o o Puriok Ao Al o {538 FRALE 156 TEOVSUC0, o Focrnt oy
2 € CFRPart 20

'SR Part 1320,

ainit
easimmert o obiain OUS approal ko nomatio collction (Sem €3 Fad . 8083 (20 Fab. 004). Requess made purmunt o & OER Pt 2 do bt - it
fom na PRA. Acoosinal ME apon i i

UNCLASSIFIED FOUD

Figure 31: Upload Express Statement

File Upload Wizard: The sponsor must enter a brief description and upload at least one file in
order to continue the submission. Up to 100 files can be uploaded with a limit of up to 1
gigabyte (GB) size total. The sponsor can drag files into the area designated for uploading files
or select on the designated area to open the browser for selecting one or more files to be
uploaded. The sponsor must select “| attest the information | am uploading does not contain
classified information” then select “Continue” to proceed to the Submission Overview page.
Ensure all passwords (viewing/editing) are removed from document(s) before uploading.

Note: If more than 100 files are selected or the total size exceeds 1GB, an error message pops
up with an explanation of the error. The submitter must correct as appropriate and try again or
contact the PCIl Program Office to discuss other means to submit the information.

Jump To Page .

LINKS 2% Compkle

= Home

& PCll WebPage File Upload Wizard
& PCll Training Please select the files that you would like to submit fat least one file must be selected in order to continue). To select a file,
» Contact Us click on the gray box below, or drag a file into it (the submission does have a size limit of 1GB). When complete, click
vl “continue” below to proceed to the Submision Ovorviow page.
& Help
RESOURCES Please provide a brief description of the file{s) you are uploading.
& Guidelines for the Electronic Submissions of Cll
& PCIlFAQ

b eSubmissions User Guide

Please choose file(s) o upload.

Drop files here or click to browse

q\nnpsvlhmlhe'l tion | am uploading does any classified information,
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Figure 32: File Upload Wizard



Submission Overview:

The sponsor can review all information for accuracy before selecting “Submit.” All fields are in
a “read-only” format. If the sponsor needs to change any part of the submission, select “Edit”
link on the Submission Overview page located on the top right side of each section. The
selected information may then be edited. The sponsor can also navigate directly to previous
pages via the drop down in the top right of the screen.

Once the sponsor is ready to submit their Cll, scroll to the bottom of the page and select
“Submit.” The sponsor sees a pop-up showing the submission status. The Submission Status
pop-up shows the form data and file uploads as either successful or not successful. If
successful, the sponsor selects “OK” to continue. If a file upload fails, a notification of which
file(s) is included in the pop-up. The sponsor then selects “OK” to continue and can submit
again once they fix the failed file. The sponsor is directed to the Submission Confirmed page.

Help | Contact Us

ESubmissions
¥ -3
X

LINKS

& Home

& PCIl WebPage
& PCll Training
& Contact Us

» Help
RESOURCES

& Guidelines for the Electronic Submissions of Cll

& PCIIFAQ “Emait: Doz Doe@cisa.dhs.gov “Verity Email: Doe.Doe@cisa.dhs gov

& eSubmissions User Guide
*Phone: (999) 999-9999 Extension:
- *Government Office Entity:
=
K )\\ DHS/CISA
‘.J i % SN
“ e N
e,

Submitter Information

“First Name: Jane “Last Name: Doe

97% Complete

Submission Overview

Please review the information below.

Sponsor Information @

*First Name: Doe “Last Name: Doe

*Organization: PrivateOrg *Position Title: Submitter
“Email Jane Doe@PrivateOrg.com “Verify Email Jane Doe@PrivateOrg.com

*Phone: (555) 565-6555 Extension:
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Figure 33: Submission Overview

Submission Confirmed: This page contains an automatically generated Cll submission number.

The sponsor can return to the eSubmissions home page or begin a new submission. If
beginning a new submission, the sponsor is redirected to the “Submission Type” page by
selecting “Begin New Submission.” All previous point of contact information entered is
retained. When selecting “Home” or exiting the page/closing the browser all previous data
input is purged. The sponsor receives an email notifying them of a successful submission.
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LINKS 100% Complete

& Home
& PCIl WebPage
& PCli Training

Submission Confirmed

Thank you for your submission.

£ Contact Us
Please refer to L number Cll-P 27665 In any 1ce about your
& Help
oC dhs.gov - i y
SEdanade Please contact the Technology Operations Center (TOC) at TOC@mail.cisa.dns.gov of (202) 771-CISA (2472) with any questions,
3 for the Electron i orCll

If you do not need to make another submission, you may close your browser now.

g e e

& eSubmission Checklist
& PCII FAQ
& PCIl Final Rule

& eSubmissions User Guide

Figure 34: Submission Confirmed
eSubmissions automatically emails the sponsor and the submitter indicating the submission was
successful.

4.0 Assistance and Additional Information
For PCIl Program questions please contact the PCIlI Program Office at: PClI-Assist@cisa.dhs.gov

For additional information on the PCIl Program please visit our website at: Protected Critical
Infrastructure Information (PCII) Program | CISA

For any technical problems using this site, please contact the CISA Technology Operations
Center at TOC@mail.cisa.dhs.gov.
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Appendix: Acronym List

ACRONYM TERM

Cll Critical Infrastructure Information

Cll Act Critical Infrastructure Information Act of 2002
DHS Department of Homeland Security

eSubmissions

Electronic Submissions

FAQ Frequently Asked Questions
GB Gigabyte
PCII Protected Critical Infrastructure Information
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