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The CII Act created the Protected Critical Infrastructure
Information (PCII) Program by authorizing DHS to accept
Critical Infrastructure Information Act of Statute information relating to the security of critical infrastructure 11/2002
2002 (CII Act) voluntarily from the public and SLTT governments while
limiting disclosure under FOIA and other laws, use in
regulatory proceedings and civil actions
Title 6 Code of Federal Regulations part 29 . Estab!ishes uniform propedures on the receipt, ValiQation,
(6 CFR part 29) Regulation handl}ng, storage, marking, and use of CII voluntarily 12/2022
submitted to DHS
DHS Management Directive 262-08 Directive Codifies DHS’ policy and procedures for submission, 02/2016
PCII Program validation, dissemination, safeguarding, and handling PCII
DHS Management Directive 11042.1 Establishes DHS policy on the identification and safeguarding
Safeguarding Sensitive but Unclassified Directive of Sensitive but Unclassified (SBU) information. Under review 01/2005
Information to replace w/ Controlled Unclassified Information (CUI)
Codifies PCII Program Office roles, responsibilities, and
PCII Program Procedures Manual Manual procedures for submitting CII to the government for PCII 04/2009
protections
PCII Express and Certification Statement Codifies owner/operators voluntarily submit the CII and the
Form . o S . . 03/2025
(E&C) information is not customarily in the public domain
PCII Green Coversheet Cover Sheet Official PCII Program Office marking to indicate subsequent 06/2025
documents contain PCII
PCII Blue Coversheet Cover Sheet Provides squitters guidance about the government’s handling 06/2022
and protection of PCII
PCIIMS-Electronic Submission (e-Subs) User Guide Describes the use of PCIIMS electronic submission application 06/2024

to process CII through a web-based portal
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PCII Program Outreach Products Catalog

Describes the use of PCIIMS-User Management function that

PCIIMS-User Management User Guide | allows registration, certification, additional training, and access 08/2021
to certain PCII documents
PCII Program Fact Sheet P'I‘OV1d?S a'PCII Program overview on a single page for public 02/2024
dissemination
Basics for Sharing PCII Fact Sheet | Provides guidelines and best methods to share PCII 05/2024
PCIIMS Fact Sheet | Provides insight into the PCII Management System (PCIIMS) 03/2024
Emailing PCII Fact Sheet | Provides procedures to email PCII 07/2022
PCII Officer Responsibilities Fact Sheet | Outlines the appointed PCII Officer responsibilities 04/2024
Storing PCII on Government IT Systems Fact Sheet Outlines basic safegu'ardmg rt?qulrements to store copies of 08/2023
PCII on government information technology (IT) systems
PCII Program Introduction Video Video Provides a 4-minute video introduction to the PCII Program 11/2022
Provides a PCII Program overview in the form of a postcard for
PCII Program Postcard public dissemination. Size 87x 6” 11/2024
PCII New User Training Web-based | Required training to become a PCII Authorized User ONGOING
.. Required refresher training once a year to maintain PCII
PCII Refresher Training Web-based Authorized User status ONGOING
.. Required training to provide the information necessary to
ECII Erogram Officer Training Web-based discuss the role and responsibilities of the PCII Program Office ONGOING
PCII Program products are located on cisa.gov/pcii or pciims.cisa.gov/e-submission portal
For all other questions contact the PCII Program Office at PCII-Assist@mail.cisa.dhs.gov
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