
LEVEL UP

YOUR 
DEFENSES
WITH THESE CYBERSECURITY 
BEST PRACTICES

USE LOGGING  
& MONITORING

BACK UP  
DATA

ENCRYPT  
DATA

Log system activity so your  
team can monitor signs of  
threat actors trying to access 
your systems.

Incidents happen, but when  
you back up critical information, 
recovery is faster and less 
stressful. Put a backup plan in 
place to protect your systems 
and keep things running 
smoothly.

Encrypting your data and devices 
strengthens your defense against 
attacks. Even if criminals gain 
access to your files, information 
stays locked and unreadable. 
Make encryption part of your 
security strategy.

MORE WAYS TO

STAY 
SECURE

SHARE CYBER INCIDENT 
INFORMATION WITH CISA
Report incidents to CISA to help warn others 
and sign up for alerts to help you stay ahead 
of threats: cisa.gov/report.

MIGRATE TO THE .GOV DOMAIN
State, local, tribal and territorial governments 
can migrate to .gov to increase public trust 
and reduce the chance of impersonation 
attacks. Learn more at get.gov.
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