
National Cybersecurity and 
Communications Integration Center

Information 
Technology, 7

Nuclear Reactors, 
Materials and Waste, 7

Financial Services, 2

Food and Agriculture, 3
Emergency Services, 2

Healthcare and 
Public Health, 11

Chemical, 4
Commercial Facilities, 5

Dams, 0

Defense Industrial Base, 1

Critical 
Manufacturing, 
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Energy, 59

Transportation 
Systems, 14

Water, 
18

Unknown, 
15

Communications, 62
Government 
Facilities, 17
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Unknown, 119

Miscellaneous 
(old methodology), 

69

Level 1 - 
Business DMZ, 23

Level 7 - Safety Systems, 0
Corporate Intrusion, 0

Control Network Impact, 0
No Network Impact, 0

Level 3 - Business
Network Management, 10

Level 4 - Critical 
Systems DMZ, 5

Level 5 - Critical
Systems Management, 7

Level 6 -
Critical Systems, 20

Level 2 - 
Business Network, 

37
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Industrial Control Systems Cyber 
Emergency Response Team 
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Unknown, 82

Spear Phishing,77

Network Scanning/Probing, 35

SLQ, 7
Abuse of Authorized Access, 5

Brute Force, 3
Rogue Device, 1

Removable Media, 1

Other, 36

Weak 
Authentication, 

43

FY 2016 Incidents by Threat Vector (290 total)

Minimal Impact to
Non-Critical Services, 15

Minimal Impact to ICS, 11

Unknown - Blank value, 11

Minimal Impact to Critical Services, 10

No Impact 
to Services, 184

Scans/Probes, 40

Significant Impact to
Non-Critical Services, 4

Denial of Critical Services/
Loss of Control, 3

Denial of Non-Critical Services, 3
Minimal Impact to Business Services, 3
Significant Impact to Critical Services, 3

Significant Impact to ICS, 2

Significant Impact to
Business Services, 1

FY 2016 Incidents by Functional Impact (290 total)

ICS-CERT
Industrial Control Systems Cyber 
Emergency Response Team 




