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Agenda

What is Critical Infrastructure?

Who is the Chemical Sector?

What is a Sector-Specific Agency?

What is the public-private partnership?



Critical Infrastructure and Sectors
Assets, systems, and networks, whether physical or virtual, are considered so 
vital to the United States that their incapacitation or destruction would have a 
debilitating effect on security, national economic security, national public health 
or safety, or any combination.

 Presidential Policy Directive 21 (PPD-21): Critical Infrastructure Security and 
Resilience, signed in 2013, identifies 16 critical infrastructure sectors.

 Advances a national policy to strengthen and maintain secure, functioning, and 
resilient critical infrastructure.

 Designates the Department of Homeland Security as the overall lead Federal agency 
for critical infrastructure security and resilience.

 Identifies a Federal lead for each of the 16 critical infrastructure sectors – Sector-
Specific Agencies (SSA).



Critical Infrastructure Sectors
Department of Homeland Security
1. Chemical
2. Commercial Facilities
3. Communications
4. Critical Manufacturing
5. Dams
6. Emergency Services Sector
7. Information Technology
8. Nuclear Reactors, Materials, and Waste Sector

General Services Administration
9.   Government Facilities (Co-Lead with DHS)

• (NEW) Elections Infrastructure Subsector 
Department of Transportation
10.   Transportation Systems (Co-Lead with DHS)

Department of Defense
11.   Defense Industrial Base

Department of Energy
12.   Energy

Department of Treasury
13.   Financial Services

Department of Agriculture
Department of Health and Human Services
14.   Food and Agriculture

Department of Health and Human Services
15.   Healthcare and Public Health

Environmental Protection Agency
16.   Water and Waste Water Systems



Chemical Sector



Chemical Sector
… the uninterrupted production and transportation of chemicals essential for 

national and economic security …



Chemical Sector - Regulatory



Cybersecurity and Infrastructure 
Security Agency (CISA)

 CISA executes DHS’s PPD-21 roles and responsibilities.

 CISA coordinates security and resilience efforts using trusted 
partnerships across the private and public sectors, and delivers 
technical assistance and assessments to federal stakeholders as 
well as to infrastructure owners and operators nationwide.

Mission:
CISA partners with industry and government to understand and 

manage risk to our Nation's critical infrastructure

Vision:
Secure and resilient infrastructure for the American people



SSA Responsibilities
 Sector-Specific Agencies are the primary Federal entities  

responsible for coordinating critical infrastructure security and  
resilience efforts at the national level.

 Voluntary through Public-Private Partnerships

 Primary responsibilities:
 Sustain effective and representative public-private partnerships.
 Develop strategic goals to mitigate physical and cyber risks and  

improve resilience.
 Support education, training, information sharing and outreach.
 Provide support to identify vulnerabilities and mitigate incidents.
 Develop and implement sector-specific plans in support of the National  

Infrastructure Protection Plan.



SSA Management

SSA
Management

Sector coordination  
and collaboration  

mechanisms  
(Sector partnership  

structures)

Sector stakeholder  
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Sector-specific  
incident management

Sector-specific  
capacity building  

(technical resources,  
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Sector Coordinating Council
Government Coordinating Council



Chemical Sector Coordinating Council

 The mission of the Council is to advance the physical and cyber 
security and emergency preparedness of the nation’s chemical 
sector infrastructure.  

 This mission will be accomplished through voluntary actions of the 
infrastructure owners and operators represented in the Council, as 
set forth in Presidential Policy Directive (PPD) 21 and related 
authorities.



Chemical Sector Coordinating Council

 Serve as the primary liaison between the chemical sector and federal 
agencies, including the Department of Homeland Security (DHS), 
concerning chemical facility security and emergency preparedness issues;

 Facilitate sharing of information about physical and cyber threats, 
vulnerabilities, incidents, and potential protective measures;

 Coordinate with DHS and the Government Coordinating Council (GCC) to 
establish a system, outside of regulatory frameworks, to address potential 
threats and emergency response; and

 Represent the chemical sector in discussions with other infrastructure 
sectors as well as with the GCC on matters of threat, security, risk 
analysis, emergency preparedness and response, and other related 
matters.



Chemical Sector Coordinating Council
 Executive Committee

‒ Chair (Industry)
‒ Vice Chair (Industry)
‒ Assistant Vice Chair (UpstreamAssociation)
‒ Assistant Vice Chair (DownstreamAssociation)
‒ Immediate Past Chair (Industry)

 Members (Trade Associations or Industry)
‒ Agricultural Retailers Association
‒ American Chemistry Council
‒ American Coatings Association
‒ American Fuel & Petrochemical  

Manufacturers
‒ Council of Producers & Distributors of  

Agrotechnology
‒ Compressed Gas Association
‒ CropLife America
‒ Institute of Makers of Explosives
‒ International Institute ofAmmonia  

Refrigeration
‒ International Liquid TerminalsAssociation

‒ Louisiana Chemical Association
‒ National Association of

Chemical  Distributors
‒ Society of Chemical Manufacturers

and  Affiliates
‒ The Chlorine Institute
‒ The Fertilizer Institute



Chemical Sector Coordinating Council

 Contact your industry association representative to inquire about 
various committees that you can participate in.

 Based on committee participation, inquire about attending a 
council meeting.


	CHEMICAL SECTOR - 101
	Agenda
	Critical Infrastructure and Sectors
	Critical Infrastructure Sectors
	Chemical Sector
	Chemical Sector
	Chemical Sector - Regulatory
	Cybersecurity and Infrastructure Security Agency (CISA)
	SSA Responsibilities
	SSA Management
	Chemical Sector Coordinating Council
	Chemical Sector Coordinating Council
	Chemical Sector Coordinating Council
	Chemical Sector Coordinating Council



