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Welcome & Introductions




This presentation was produced by the Department of Homeland
Security for the purpose of Active Shooter Preparedness Training
and is continuously evaluated for accuracy and relevance. THE
PRESENTATION HAS BEEN RELEASED FREE OF CHARGE
AND IS NOT INTENDED FOR COMMERCIAL RESALE. If the
presentation is redistributed from another source, it may contain
outdated information. Neither the Department of Homeland
Security nor the Cybersecurity and Infrastructure Security
Agency will accept responsibility for actions taken based upon
deprecated material.
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Active Shooter Preparedness Plan

A preparedness plan
typically will address
five areas:
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Webinar Overview

Form Planning Conduct Risk Establish Goals Assess Courses Draft Plan Training and
Team Assessment and Objectives of Action and Approve Exercise
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Active Shooter

An individual
engaged in
killing or
attempting to
kill people in a
populated area

There often is
no pattern or
method to
their selection
of victims

Most
shootings are
not classified
as active
shooter
Incidents

® Domestic Violence

® Drug Activity/Crimes

® Gang Activity

® Routine Criminal
Incidents

® Terrorism




Active Shooter Timeline
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2017 Harvest Festival (Las Vegas, NV)

2018 Tree of Life Synagogue (Pittsl;trjrgh, PA)




Active Shooter Incidents 2000-2020

Annual average between

2010—2020
24.6 incidents
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FBI Active Shooter Incidents 20-Year Review, 2000-2019; Active Shooter Incidents in the US 2020




Casualties by Year 2000-2020

2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

1,9 15 1,100 Il wounded M killed
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FBI Active Shooter Incidents 20-Year Review, 2000-2019; Active Shooter Incidents in the US 2020
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Incident Location Categories

Businesses Open to Pedestrian Traffic

Businesses Closed to Pedestrian Traffic

Malls
Open Spaces
Education Environments
Govt/Military Facilities 88 110

Health Care Facilities - 28 34

Houses of Worship 80 67

Residences
Other | 11
0 200 400 600 800 1000
1,915 1,100 M wounded M killed
wounded killed

FBI Active Shooter Incidents 20-Year Review, 2000-2019; Active Shooter Incidents in the US 2020
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Preventing the Next Active Shooter

Train employees to recognize
behaviors on the pathway to
violence.

Instill a positive culture for
reporting.

Develop intervention
capabilities.

Awareness + Action = Prevention
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Behavioral Change Initiators
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Pathway to Violence

Probing and

Pre-Attack  Breaching
Preparation

Research and
Planning
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Violent
Ideation

Surveillance,
tests plan

Devotes time
to gathering

Conducts materials,
Grievance research and forewarning
friends

develops plan

Thoughts
replaced by
action,
declarative
writings

Hostile or dark (manifesto)
speech, drawings,
writings, other
expressions
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Video: Pathway to Violence





Behavioral Indicators

Speech
Expression of suicidal tendencies
Talking about previous violent incidents
Unsolicited focus on dangerous weapons
Paranoid thinking
Overreaction to workplace changes

Feelings
Depression or withdrawal
Unstable, emotional responses
Feeling either arrogant and supreme or powerless
Intense anger or hostility

Behaviors
Increased use of alcohol or drugs
Violations of company policies
Increased absenteeism
Exploiting or blaming others
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6/ |dentify behaviors to enable early intervention

6/ Notice an increase in intensity or “red flags”
6/ Threat Assessment Teams conduct evaluations

6/ Ongoing outreach and engagement

17



Threat Management Team

= Your team should align to company
culture, structure, business, and Chief
characteristics Security

} Officer Investigator
Clo/CISO or LEO

= Ensure a multi-disciplinary approach

External Risk
Screening
Professional

Operations &
Administration

Threat
Involve external resources on case-by-

case basis

Leverage organic and existing functions

Management Counselor,

T Medical or
General Counsel éam Mental Health

Professional

Gather information from trusted sources

Human
Resources

Supervisor &

Trusted Sources Coworkers
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Intervention

Consider a range of passive and active strategies geared toward
preventing insider threat actions

Take no action Monitoring and investigating —
employee records, social media,
computer/network activity

Watch and wait

Employee Assistance Program

referral Physical/information security
_ measures
Drug and alcohol testing _ _
Violence risk assessment
Performance assessment _ )
_ _ _ Target risk reduction
Medical attention or counseling

Administrative actions — disciplinary
leave, reassignment, safe

Interview with supervisor and termination

coworkers

Third party monitoring

Law enforcement involvement

Direct interview Legal actions (civil or criminal)

The
Office |

of the

Director of
National
Intelligence
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Protective Measures

Protection

Evaluate security options
appropriate for the occupancy

Consider how building design
affects planning

Determine the policies and
procedures necessary to
secure the organization and its
stakeholders against an active
shooter
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Layered Security Measures

Electronic .
Access Security
Guards
Systems
Manual
Access
Access

Points
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