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Reader’s Guide

The Trusted Internet Connections (TIC) initiative is defined through key documents that describe the
directive, the program, the capabilities, the implementation guidance, and capability mappings. Each
document has an essential role in describing TIC and its implementation. The documents provide an
understanding of how changes have led up to the latest version of TIC and why those changes have
occurred. The documents go into high-level technical detail to describe the exact changes in architecture
for TIC 3.0. The documents are additive; each builds on the other like chapters in a book. As depicted in
Figure 1, the documents should be referenced in order and to completion to gain a full understanding of
the modernized initiative.

* An overview of the strategic goals for the TIC program
1| Program Guidebook * Guiding principles for implementing secure and flexible architectures
« Security objectives for securing federal networks and shared services

» Foundational concepts that are architecture and technology agnostic
2| Reference Architecture | Architectural components for building secure and flexible architectures
» Key terminology for defining abstract features of existing and emerging network scenarios

* Guidance for applicability and rigor of security capabilities, based on agency risk tolerances )
3| Security Capabilities + Universal security capabilities

Catalog * Policy enforcement point (PEP) security capabilities y
* Network scenarios for TIC implementation )

4| Use Case Handbook * Security patterns commonly used within the federal-civilian enterprise
and Use Cases * Technology-agnostic methods for securing current and emerging network models )

» Approach for vendors and agencies to map products and services to TIC security capabilities h
* Recommended framework and overall structure of a TIC overlay
 Important considerations and guidance on leveraging TIC overlays

Figure 1: TIC 3.0 Guidance Snapshot

Vol. 5: TIC 3.0 Overlay Handbook July 2021



v

TIC 3.0 Overlay Handbook

Table of Contents

Lo INEEOAUCTION ..ttt ettt et e b e s bt s bt sa et e st et e et e e bt e bt e bt e s beesbeesmeesaeeeneeens 1
| O (S 1 v 04 1 TSRS 1
2. Purpose of the Overlay HandbooK ............c.ooiuieiiiiiiiiiieeeeeee ettt 2
3. OVErvIEW Of TIC OVETIAYS....ccoviiiieiiiiieiecie ettt et et b e te e reesteesttestaessbessbesssesssessseesseesseenns 2
3.1 OVEIIAY SEIUCIUIE ...evvieiiieeiieieeieeieee et e st e st e st e sste st e esbeenseesseesseesseesseesseeseessaesssesssesssenssenssennsennes 3
3.2 ASSUMPLIONS ANA CAVEALS ...c.ueeiieiieiieiiieeiie et eie ettt ettt e bt e steesteesseesatesntesnteenseenseenseenseeseenns 3
4.  Overlay Creation and ManQ@emENL...........cccueeeueeeeueeerieesrieeiteeeseeesreesseeesseeessseesssesessseessssesssessssseessnes 3
4.1  Creation GUIidance DY SCENATIO.........ccuievrieriiiriieriierieiresreereereereeseesseesseesseesssesssesssesssesssesssesssens 3
5. Overlay IMPlemEntation..........ccvecuieriierieriienieseeseesteetesreebeebeeseeseesseesseesseessaesssesssesssesssesssessseensennns 4
LT 07031 1o] 13 3 T 4 OO OO OO URUPRRPR 5
Appendix A — Glossary and DefINItiONS ........c..ccvveriieriiiierieiie e ete ettt e et e sreesreestaeseresssesssessseesseesses 6
List of Figures
Figure 1: TIC 3.0 GUidance SNapShot........c.ccceeviieciieciieiiiiiiesieesieesieeseeseesresreseresseesseeseeseesseesseesssesssessns il
Figure 2: Vendor X Service iS @ Primary SEIVICE......cccevcvervrriieeiieieeiiesieeieesieeseesseeseeessnesssesssesnseesseessasssnes 2
Figure 3: Vendor X Services are Primary and Complementary Services ..........cooevereenenenienieneneenenennnen 2
Figure 4: Vendor X Service is @ CompPlementary SEIVICE ......c..cvvverieerierienrerreereereesreesseesseesseesseesssessesenes 3
Figure 5: Vendor X Service Complements a Third-Party Service.......cccoccvvevecieciienienienieniesee e eve e 3
Figure 6: Vendor X Service Complements Vendor Y SeTViCe .......ccceecveveririenenirnienieneeienieeeeeeneeeeenee e 4
Figure 7: Vendor X Services Do NOt ALIZN.......cccuiiiiiiiiiiieiiie ettt et e s eeave e beesreeessaeeseveeennis 4
Figure 8: How an Agency Can Integrate TIC into its Risk Management Plan............c.coceiiiiniiiinnnne. 5
List of Tables
Table 11 REVISION HISTOTY ....ouiiiiiieiieeiee ettt ettt et ee et et e et e e saeeseeneeneeneeneeee e il
Table 2: Notional TIC 3.0 Overlay Mapping.........ccccecereeieierieiieierieeesie ettt ettt ee st sreeneens 2

Vol. 5: TIC 3.0 Overlay Handbook July 2021



1. Introduction

Trusted Internet Connections (TIC), originally established in 2007, is a federal cybersecurity initiative
intended to enhance network and boundary security across the Federal Government. The Office of
Management and Budget (OMB), the Department of Homeland Security (DHS) Cybersecurity and
Infrastructure Security Agency (CISA), and the General Services Administration (GSA) oversee the TIC
initiative through a robust program that sets guidance and an execution framework for agencies to
implement a baseline boundary security standard.

The initial versions of the TIC initiative sought to consolidate federal networks and standardize perimeter
security for the federal enterprise. As outlined in OMB Memorandum (M) 19-26: Update to the Trusted
Internet Connections (TIC) Initiative', this modernized version of the initiative expands upon the original
to drive security standards and leverage advances in technology as agencies adopt mobile and cloud
environments. The goal of TIC 3.0 is to secure federal data, networks, and boundaries while providing
visibility into agency traffic, including cloud communications.

1.1 Key Terms

To avoid confusion, terms frequently used throughout the TIC 3.0 documentation are defined below.
Some of these terms are explained in greater detail throughout the TIC 3.0 guidance. A comprehensive
glossary and acronyms list with applicable attributions can be found in Appendix A.

Boundary: A notional concept that describes the perimeter of a zone (e.g., mobile device services,
general support system (GSS), Software-as-a-Service (SaaS), agency, etc.) within a network architecture.
The bounded area must have an information technology (IT) utility.

Internet: The internet is discussed in two capacities throughout TIC documentation.
1. A means of data and IT traffic transport.
2. An environment used for web browsing purposes, hereafter referred to as “Web.”

Managed Trusted Internet Protocol Services (MTIPS): Services under GSA’s Enterprise
Infrastructure Solutions (EIS) contract vehicle that provide TIC solutions to government clients as a
managed security service. It is of note that the EIS contract is replacing the GSA Networx contract
vehicle that is set to expire in Fiscal Year (FY) 2023.

Management Entity (MGMT): A notional concept of an entity that oversees and controls security
capabilities. The entity can be an organization, network device, tool, service, or application. The entity
can control the collection, processing, analysis, and display of information collected from the policy
enforcement points (PEPs), and it allows IT professionals to control devices on the network.

Policy Enforcement Point (PEP): A security device, tool, function, or application that enforces security
policies through technical capabilities.

Security Capability: A combination of mutually-reinforcing security controls (i.e., safeguards and
countermeasures) implemented by technical means (i.e., functionality in hardware, software, and
firmware), physical means (i.e., physical devices and protective measures), and procedural means (i.e.,
procedures performed by individuals).? Security capabilities help to define protections for information
being processed, stored, or transmitted by information systems.

! “Update to the Trusted Internet Connections (TIC) Initiative,” Office of Management and Budget M-19-26 (2019).
https://www.whitehouse.gov/wp-content/uploads/2019/09/M-19-26.pdf.

2 "Security and Privacy Controls for Federal Information Systems and Organizations (NIST SP 800-53 R4)," April
2013. http://dx.doi.org/10.6028/NIST.SP.800-53r4.
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Telemetry: Artifacts derived from security capabilities that provide visibility into security posture.

TIC: The term “TIC” is used throughout the Federal Government to denote different aspects of the TIC
initiative; including the overall TIC program, a physical TIC access point (also known as a Traditional
TIC), and a TIC Access Provider (TICAP — see below). This document refers to TIC as an adjective or as
the Trusted Internet Connections initiative.

TIC Access Point: The physical location where a federal civilian agency consolidates its external
connections and has security controls in place to secure and monitor the connections.

TIC Access Provider (TICAP): An agency or vendor that manages and hosts one or more TIC access
points. Single Service TICAPs serve as a TIC Access Provider only to their own agency. Multi-Service
TICAPs also provide TIC services to other agencies through a shared services model.

TIC Overlay: A mapping of products and services to TIC security capabilities.

TIC Use Case: Guidance on the secure implementation and/or configuration of specific platforms,
services, and environments. A TIC use case contains a conceptual architecture, one or more security
pattern options, security capability implementation guidance, and CISA telemetry guidance for a common
agency computing scenario.

Trust Zone: A discrete computing environment designated for information processing, storage, and/or
transmission that share the rigor or robustness of the applicable security capabilities necessary to protect
the traffic transiting in and out of a zone and/or the information within the zone.

Web: An environment used for web browsing purposes. Also see Internet.

2. Purpose of the Overlay Handbook

The TIC 3.0 Overlay Handbook (Overlay Handbook) guides vendors on how to create overlays that map
products and services to TIC security capabilities. The Overlay Handbook can also be used by agencies,
alongside TIC overlays, to assess the capabilities of vendors when making decisions on the procurement
of products and services. The handbook should be used in collaboration with other TIC program
documents (see Figure 1) to achieve the program’s goals.

The handbook does not direct agencies to select specific security services nor does it provide
configuration guidance. Agencies are expected to use relevant TIC use cases, risk management artifacts,
and best practices to select the security capabilities and implementations appropriate for their unique
environments and risk tolerances. Agencies are also encouraged to work with vendors to ensure security
capabilities are properly configured and maintained.

3. Overview of TIC Overlays

TIC overlays are intended to align TIC security capabilities, described in the TIC 3.0 Security
Capabilities Catalog (Security Capabilities Catalog), with available vendor products, services, and
applications. Overlays can facilitate cloud adoption by identifying TIC-compatible security solutions for
cloud-based systems and services. However, overlays may not represent a comprehensive list of vendor
services, and agencies are not constrained to solutions detailed in existing TIC overlays.

Overlays are created and managed by vendors. Overlays will most often be developed independently of
TIC use cases. However, some overlays may be aligned to specific use cases in unique situations.

When implementing TIC use cases, agencies need to select security capabilities and the associated rigor
of those capabilities in accordance with their security objectives and mission needs. Overlays are
designed to help agencies select solutions to fulfill all, or only some, of the security capabilities they need.
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An agency may use a single overlay to inform the implementation of one or more use cases. Conversely,
an agency may use multiple overlays, when combining services of more than one vendor, to inform the
implementation of a single use case. Agencies have the flexibility to select vendor solutions and augment
these solutions to make them compatible with their risk tolerance.

Agencies can use overlays to support the following activities:

Planning — Scope, schedule, resources, risks, assumptions;

Acquisitions — Key requirements, market research;

Implementation — Greenfield or migration of existing systems;

Architecture Design and Diagrams — Data flow, transport, key security, monitoring services and
capabilities, and policy enforcement points (PEPs); and

e Technical Analysis — Critical questions that need to be answered, measurement, and metrics.

Agencies may use overlays in conjunction with other artifacts to implement their TIC solutions.

TIC 3.0 core guidance documentation
TIC use cases

Project plans

Requirement plans

Capability documentation
Technical diagrams

Security guidance and control tables
Requirements traceability matrices

3.1 Overlay Structure

Each overlay is comprised of a series of tables that map TIC security capabilities to available products
and services. Each table corresponds to either the universal security capabilities or a group of PEP
security capabilities from the Security Capabilities Catalog. Each table should contain the five columns
described below.

TIC Security Capability: Security capabilities, derived from the TIC 3.0 security objectives described in
the TIC 3.0 Program Guidebook and other TIC 3.0 guidance, are combinations of mutually-reinforcing
security controls (i.e., safeguards and countermeasures) which can be implemented by technical means
(i.e., functionality in hardware, software, and firmware), physical means (i.e., physical devices and
protective measures), and procedural means (i.e., procedures performed by individuals). Refer to the latest
version of the Security Capabilities Catalog for the current list of TIC security capabilities.

Primary Service(s): This column names the products or services that directly fulfill specific TIC security
capabilities. The column can be left blank if a vendor’s services do not completely fulfill a security
capability. Alternatively, if a vendor’s services complement another vendor’s service in fulfillment of the
security capability, the authoring vendor may indicate the name of the other vendor and service in this
column. If it is preferable for the other vendor to be unspecified, the authoring vendor can indicate the
service generically as a third-party service.

Complementary Service(s): This column names the products or services that support, or partially fulfill,
specific TIC security capabilities. Vendors may include services that provide enhancements to the
services listed as primary services. Complementary services may also include services that, while not
directly fulfilling a security capability, indirectly facilitate its fulfillment (e.g., providing an interface to a
third-party solution). An authoring vendor may elect to include complementary services from a partnering
vendor in this column as well.

Service Description: This is a brief description of the service(s) provided by the vendor. A link to the
service description is a desired and acceptable entry for this field. Service descriptions should clarify the
role and nature of security that the service provides. This column is optional and may be left blank.

Configuration Guidance: This is a brief description of the administration and configuration of the
product(s) or service(s) which support each of the TIC security capabilities. A link to the configuration
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description is a desired and acceptable entry for this field. Configuration guidance, if provided, should
adequately describe the implementation of the service with respect to the applicable security capability. If
possible, configuration guidance should include critical settings and the location of the PEP(s) (i.e., cloud-
based, on-premises, on the endpoint, etc.).

These fields are depicted in the notional overlay mapping in Table 2. The mapping provides multiple
scenarios that a vendor may encounter when developing its own TIC overlay. The notional overlay
mapping in Table 2 is written with a fictitious vendor, “Vendor X,” as the author. It showcases six
fictional solutions (“Solution A” - “Solution E”) offered by “Vendor X” that fulfill or partially fulfill the
security capabilities. Example links to the description and configuration guidance for each of the solutions
offered by “Vendor X” are included in the notional overlay mapping. Table 2 also includes references to
another named vendor, “Vendor Y,” and an anonymous vendor, “Third Party Service,” to demonstrate
how other vendor services can be depicted in an overlay.

Table 2: Notional TIC 3.0 Overlay Mapping

Vendor X Service Mapping

TIC Security Primary Complementary Service Description Configuration
Capability Service(s)  Service(s) (optional) Guidance (optional)
Security Solution A - http://example.com/  http://example.com/Solut
Capability #1 SolutionA ionA/configuration
Security - - - -

Capability #2

Security Vendor Y  Solution B http://example.com/  http://example.com/Solut
Capability #3 Solution SolutionB ionB/configuration
Security - Solution C http://example.com/  http://example.com/Solut
Capability #4 SolutionC ionC/configuration
Security Third-Party Solution D http://example.com/  http://example.com/Solut
Capability #5 Service SolutionD ionD/configuration
Security Solution E  Solution F http://example.com/  http://example.com/Solut
Capability #6 SolutionE ionE/configuration

http://example.com/  http://example.com/Solut
SolutionF ionF/configuration

A vendor can customize an overlay by providing additional details regarding the fulfillment of the TIC
security objectives with specific vendor products and services. For example, some vendors may include
any architecture diagrams that illustrate how their products are deployed.

The security capabilities will evolve over time, as will vendor products and services. Therefore, each TIC
overlay should contain version details that help to align TIC documentation and vendor products and
services in an overlay. It is critical that the overlay references the version of the Security Capabilities
Catalog used in the mapping.
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CISA recommends each overlay lists the following version details:

e Vendor or service provider name; e Security Capabilities Catalog version;
e  Product or service version; e Publication date; and
e Vendor platform name; e Revision history.

3.2 Assumptions and Caveats

The following list of assumptions and caveats apply to TIC overlays.

e Opverlays are intended to provide a high-level mapping of vendor services.

e Overlays do not make assertions about the strength of the mappings, where some services may
align almost completely with a security capability while other services may map more weakly.

e Overlays do not assert the quality or effectiveness of a vendor’s services.

e Opverlays are typically developed independently of TIC use cases.

e Opverlays do not offer awareness of the configuration or implementation that is required.

e Vendor services tend to overlap, or may be more granular than, in a traditional TIC environment.

e A vendor may have a gap for a capability, which will be reflected in the overlay as either a third-
party service or no mapping for that security capability.

e Mappings may be imprecise as it can be difficult to map each vendor’s security solution to a
specific TIC security capability.

e Agencies are encouraged to work with vendors to obtain information about their solutions.

e Overlay formats may need to be adjusted to support PaaS and SaaS solutions.

4. Overlay Creation and Management

The creation and management of TIC overlays are at the discretion of vendors. Vendors may invite
agencies to collaborate in the overlay development process. Vendors and service providers may also
submit overlays and updates to CISA for awareness. However, CISA does not approve, adjudicate, nor
vet TIC overlays. CISA does not attest to the strength of vendor service mappings to the TIC security
capabilities. Any feedback given by CISA should be considered as suggestions or considerations.

Recognizing that vendor services may change, new services may be released, and that the Security
Capabilities Catalog may be updated, service providers are encouraged to periodically refresh their
overlays to align with these changes. Refreshes should be performed on an as-needed basis, but there is
no requirement that overlays must be refreshed at a certain time interval if they remain applicable.

4.1 Creation Guidance by Scenario

To encourage consistency between TIC overlays and for ease of use by agencies, CISA recommends that
overlays follow a similar format using the notional mapping depicted in Table 2 and the list of TIC
security capabilities found in the latest Security Capabilities Catalog. Vendors should also refer to Section
3.1 above to understand the meaning of each column in an overlay table when creating an overlay to
ensure consistency. Templates and additional guidance on overlays may be obtained by contacting CISA.
Contact information can be found on CISA’s TIC web page, www.cisa.gov/trusted-internet-connections.

To further assist vendors in developing TIC overlays, directions for completing an overlay mapping is
outlined by common scenarios. The scenarios leverage the example overlay mapping for a fictitious
vendor (“Vendor X”) in Table 2.

Vol. 5: TIC 3.0 Overlay Handbook July 2021



4.1.1 Vendor Service(s) Fulfill a TIC Capability

In this scenario, the vendor (“Vendor X”’) determines that one or more of its products and services directly
fulfills a specific TIC capability. As shown in Figure 2, the vendor will input this product or service
(“Solution A”) into an overlay mapping table as a primary service. In this example, the vendor does not
have any products or services that complement the primary service in fulfillment of the specified TIC
capability, so the corresponding cell is left blank. The service description and configuration guidance for
the fictitious service are inputted into the table as fictitious links to the vendor website.

Vendor X Service Mapping

e sy gt ggenany TIC Security Primary Complementary Service Description Configuration

sy [l somienn Capability Service(s)  Service(s) (optional) Guidance (optional)
ol Security Solution A - http://example.com/  http://example.com/Solut
Copebiiy#3 Sorsion Capability #1 SolutionA ionA/configuration

Security - Solution C

Capability 24 SolutionC.

Security ThirdParty  Solution D nitp:/enamplecom’ gz
Capability 25 Service SolutionD

Security SofutienE  Solutien F iipyenamplecom’  hitpu//enample comSelut
Capability 26 SelutionE ionE/configuation

uip/examplecom’  hipr/ienample com/Solut
SolutionF ionF/configueation

Figure 2: Vendor X Service is a Primary Service

Similar to the previous example, Figure 3 depicts a scenario in which the vendor (“Vendor X”)
determines that one or more of its products and services directly fulfills a specific TIC capability and
another product or service complements or enhances the main service. In this example, the vendor will
input the product or service (“Solution E”) that directly fulfills the respective capability as a primary
service and input the product or service (“Solution F”’), that enhances the main service, as a
complementary service. The service description and configuration guidance for the fictitious services are
inputted into the table as fictitious links to the vendor website.

Vendor X Service Mapping

T Sewin  paan  Comenaw TIC Security Primary Complementary Service Description Configuration

— I Capability Service(s)  Service(s) (optional) Guidance (optional)
ey Security SolutionE  Solution F http://example.com/  http://example.com/Solut
T e Capability #6 SolutionE ionE/configuration

Copabiiy 54 http://example.com/  http://example.com/Solut
Lo SonicnD SolutionF ionF/configuration

Security
Capability 35

2% 29

Figure 3: Vendor X Services are Primary and Complementary Services
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4.1.2  Vendor Service(s) Partially Fulfill a TIC Capability

In this scenario, the vendor (“Vendor X”’) determines that one or more of its products and services
supports, or partially fulfills, a specific TIC capability. As shown in Figure 4, the vendor will input this
product or service (“Solution C”) into an overlay mapping table as a complementary service. In this
example, the vendor does not have any services that completely fulfills the specified TIC capability, so
the corresponding cell for the primary service is left blank. The service description and configuration
guidance for the fictitious service are inputted into the table as fictitious links to the vendor website.

Vendor X Service Mapping

mosany s copenney TIC Security Primary Complementary Service Description Configuration
iy somimen ) Capability Service(s)  Service(s) (optional) Guidance (optional)
e 2 Security - Solution C http://example.com/  http://example.com/Solut

Security Vendor
Capability 53 Solutig

Capability #4 SolutionC 1onC/configuration

Security Solution C

Capability 24

SolotonC TonC/conhguraton

Security Thirg) Solution I http://example com’  ttp://example com/Solut
Capability 85 Servics SolutionD ionD /configuration

Security Solution E

v Selution F
Capability 26

xamplecom’  hupy/axample com Sofut
3 ionE configuration

hitp//anamplecom  hup://exsmpls comSotut
Solution? ionFcorfigueation

Figure 4: Vendor X Service is a Complementary Service

This scenario also includes two situations: 1) when the vendor (“Vendor X”) has services that provide
enhancements to another vendor’s services that directly fulfill a specific capability and 2) when the
vendor services, while not directly fulfilling a security capability, indirectly facilitate its fulfillment, like
providing an interface to a third-party solution. In this case, depicted in Figure 5, the vendor authoring the
overlay will input its supporting service (“Service D) as a complementary service and indicate the third-
party service (“Third-Party Service”) as the primary service. The service description and configuration
guidance for the fictitious service are inputted into the table as fictitious links to the vendor website.

Vendor X Service Mapping

T Sewin  paan  Comenas TIC Security Primary Complementary Service Description Configuration

— I : Capability Service(s)  Service(s) (optional) Guidance (optional)
o Security Third-Party  Solution D http://example.com/  http://example.com/Solut
T e Capability #5 Service SolutionD ionD/configuration

Security
Capability 2

TenClex

hitp/iezample.com’ g
SelutionD ionD /o

v http://example com’  hitp
Capability 26 SolutionE ienE/c

http://example com’  hitp/zxample com/Solut
SolutionF ionFconfiguration

Figure 5: Vendor X Service Complements a Third-Party Service
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Similar to Figure 5, the vendor (“Vendor X”’) developing the overlay may choose to name the other
vendor. In this case, depicted in Figure 6, the vendor will input the name of the other vendor and the
respective service (“Vendor Y Solution”) as the primary service rather than denoting a generic third-party
service (“Third-Party Service”). The vendor will complete the remainder of the table in the same way as
the previous scenario.

Vendor X Service Mapping

T Sewi  prman  compemeny TIC Security Primary Complementary Service Description Configuration

sewn somienn Capability Service(s)  Service(s) (optional) Guidance (optional)

S Security Vendor Y Solution B http://fexample.com/  http://example.com/Solut
oty Capability #3 Solution SolutionB 1onB/configuration

Capability 4 SolstionC onClcomfizurmion

Third-Parry  Soia) haip//ezample.com’  hup://axsmple com/Sotut
Service

olntionD) ionD/configvration

Security SolutionE  Selution
Capability 26

s
Tt
Sal
Tt
Sal

Figure 6: Vendor X Service Complements Vendor Y Service
4.1.3 Vendor Service(s) Do Not Fulfill or Support a TIC Capability

Vendors are encouraged to map all security capabilities identified in the most current version of the
Security Capabilities Catalog to their services, even if a service does not align to a capability. In the case
when the vendor (“Vendor X”) does not have a service or product that fulfills or partially fulfills a
security capability, the vendor will leave the row blank or indicate not applicable or no alignment. This
example is depicted in Figure 7.

Vendor X Service Mapping

mcsene e comsmans TIC Security Primary Complementary Service Description Configuration

— Capability Service(s)  Service(s) (optional) Guidance (optional)
Capability 5

ot Security - - - -

Copaiy 25 Capability #2

Security
Capability 24

SofutionC. fonC confizur=tion

Security Thir¢-Pany  Selution D nnp/example.cony  hup://example comSolut
Capability #5  Servic SolutionD ionD /configuration

Security SelstionE  Selution F hutpr/fexample.com’  hap:
Capability 26 SalstionE iond

com/Solut
ion

nitp://examplecom’  http://zxampls com’Solut
SolutionF ionFiconfiguration

Figure 7: Vendor X Services Do Not Align

5. Overlay Implementation

Overlays help agencies expedite the implementation of the TIC use cases by providing a mapping
between the TIC security capabilities and compatible industry solutions. While CISA does not attest to
the strength of the mapping, it reduces the workload on agencies to research and identify potential
solutions. Agencies should leverage the GSA Enterprise Infrastructure Solutions (EIS)? acquisition
vehicle when procuring vendor services listed in the TIC overlays.

3 “Enterprise Infrastructure Solutions,” General Services Administration,
https://www.gsa.gov/technology/technology-purchasing-programs/telecommunications-and-network-
services/enterprise-infrastructure-solutions.
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As illustrated in Figure 8, overlays are designed to be used with the other TIC 3.0 guidance to implement
a TIC 3.0 architecture.

Implementing TIC 3.0 Guidance

Agency Risk

(\ Management
4} NIST CSF :
\ B Architectural Documents
Security c}gs;ﬁmgies Requirements » System Design Documents
Catalog
® Security Documents

: NIST SP R :

. 800-53 cquisition Documents

L]

m Key Artifacts (Assessment &
Authorization)

Overlays
J

Figure 8: How an Agency Can Integrate TIC into its Risk Management Plan

'4'-’t0""‘der

When leveraging TIC overlays, agencies must recognize that a direct one-to-one mapping of vendor
services to TIC security capabilities will not always be possible. A vendor service may align or partially
align with more than one security capability, in which case an agency is free to use that service to help
satisfy all applicable security capabilities. Similarly, individual vendor services may only partially align
with a particular security capability or lack coverage for that capability. As such, satisfying a security
capability may require the integration of multiple services, and agencies may need to obtain additional
security services from other third-party providers to secure their environments.

To support agency risk management responsibilities, agencies should follow the GSA FedRAMP process
and determine if any proposed cloud-based security solutions are authorized®. In the event, a cloud-based
security solution is not yet FedRAMP authorized or in the process of obtaining authorization, agencies are
responsible for assessment and authorization.

6. Conclusion

The TIC 3.0 initiative provides federal agencies with greater flexibility in designing networks and
acquiring new information technology solutions. The Overlay Handbook explains how vendors can
develop overlays and how agencies can use these overlays to select and tailor security capabilities
furnished by service providers. Agencies should consult the overlays to implement TIC security
capabilities that meet their business and risk management needs.

4 “FedRAMP Marketplace,” General Services Administration,
https://marketplace.fedramp.gov/#!/products?sort=productName.
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Appendix A — Glossary and Definitions

Boundary: A notional concept that describes the perimeter of a zone (e.g., mobile device services,
general support system (GSS), Software-as-a-Service (SaaS), agency, etc.) within a network architecture.
The bounded area must have an information technology (IT) utility.

Internet: The internet is discussed in two capacities throughout TIC documentation:
1. A means of data and IT traffic transport.
2. An environment used for web browsing purposes, referred to as “Web.”

Managed Trusted Internet Protocol Services (MTIPS): Services under GSA’s Enterprise
Infrastructure Solutions (EIS) contract vehicle that provide TIC solutions to government clients as a
managed security service. It is of note that the EIS contract is replacing the GSA Networx contract
vehicle that is set to expire in Fiscal Year (FY) 2023.

Management Entity (MGMT): A notional concept of an entity that oversees and controls security
capabilities. The entity can be an organization, network device, tool, service, or application. The entity
can control the collection, processing, analysis, and display of information collected from the policy
enforcement (PEPs), and it allows IT professionals to control devices on the network.

National Cyber Protection System (NCPS): An integrated system-of-systems that delivers a range of
capabilities, including intrusion detection, analytics, intrusion prevention, and information sharing
capabilities that defend the civilian Federal Government's information technology infrastructure from
cyber threats. The NCPS capabilities, operationally known as EINSTEIN, are one of several tools and
capabilities that assist in federal network defense.

Policy Enforcement Point (PEP): A security device, tool, function, or application that enforces security
policies through technical capabilities.

Policy Enforcement Point Security Capabilities: Network-level capabilities that inform technical
implementation for relevant use cases.

Reference Architecture (RA): An authoritative source of information about a specific subject area that
guides and constrains the instantiations of multiple architectures and solutions.

Risk Management: The program and supporting processes to manage information security risk to
organizational operations (including mission, functions, image, reputation), organizational assets,
individuals, other organizations, and the Nation, and includes: (i) establishing the context for risk-related
activities; (ii) assessing risk; (iii) responding to risk once determined; and (iv) monitoring risk over time.

Risk Tolerance: The level of risk or degree of uncertainty that is acceptable to organizations and is a key
element of the organizational risk frame. An organization's risk tolerance level is the amount of corporate
data and systems that can be risked to an acceptable level.

Security Capability: A combination of mutually-reinforcing security controls (i.e., safeguards and
countermeasures) implemented by technical means (i.e., functionality in hardware, software, and
firmware), physical means (i.e., physical devices and protective measures), and procedural means (i.e.,
procedures performed by individuals). Security capabilities help to define protections for information
being processed, stored, or transmitted by information systems.

Security Pattern: Description of an end-to-end data flow between two trust zones. Security patterns may
have an associated set of security capabilities or guidance to secure the data flow along with one or more
of the zones.

Seeking Service Agency (SSA): An agency that obtains TIC services through an approved Multi-Service
TICAP.
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Security Information and Event Management (SIEM): An approach to security management that
combines SIM (security information management) and SEM (security event management) functions into
one security management system.

Telemetry: Artifacts derived from security capabilities that provide visibility into security posture.

TIC: The term “TIC” is used throughout the Federal Government to denote different aspects of the TIC
initiative; including the overall TIC program, a physical TIC access point (also known as a Traditional
TIC), and a TIC Access Provider (TICAP — see below). This document refers to TIC as an adjective or as
the Trusted Internet Connections initiative.

TIC Access Point: The physical location where a federal civilian agency consolidates its external
connections and has security controls in place to secure and monitor the connections.

TIC Access Provider (TICAP): An agency or vendor that manages and hosts one or more TIC access
points. Single Service TICAPs serve as a TIC Access Provider only to their own agency. Multi-Service
TICAPs also provide TIC services to other agencies through a shared services model.

TIC Initiative: Program established to optimize and standardize the security of individual external
network connections currently in use by the Federal Government, to include connections to the internet.
Key stakeholders include CISA, OMB, and GSA.

TIC Overlay: A mapping from products and services to TIC security capabilities.

TIC Use Case: Guidance on the secure implementation and/or configuration of specific platforms,
services, and environments. A TIC use case contains a conceptual architecture, one or more security
pattern options, security capability implementation guidance, and CISA telemetry guidance for a common
agency computing scenario.

Trust Zone: A discrete computing environment designated for information processing, storage, and/or
transmission that dictates the level of security necessary to protect the traffic transiting in and out of a
zone and/or the information within the zone.

Unified Communications and Collaboration (UCC): A collection of solutions designed to facilitate
communication and collaboration, including in real-time, such as required by remote work or
collaboration between locations.

Universal Security Capabilities: Enterprise-level capabilities that outline guiding principles for TIC use
cases.

Web: An environment used for web browsing purposes. Also see Internet.

Zero Trust: A security model based on the principle of maintaining strict access controls and not trusting
anyone by default, even those already inside the network perimeter.
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