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COVID-19 has affected:

* Governance and communication
* Science and medicine

* Economics and logistics

* Technology
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an Yulnerabilities

Fear, Uncertainty, and Doubt

i GOV.UK

Tell uswhat vou think of GOV.UK

Take a short survey to giv ur feedback
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Animation for example of Coronavirus-themed phishing with screenshot of phishing email pretending to originate from the World Health Organization


e Telework Best Practices
e Security and IT Guides

Federal Government

Domestic Partners

* Vulnerability Assessments
* Incident Response

International Partners .

00000 e Foreign Targeting

* Emerging Vulnerabilities
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Growth in Engagement with CISA

Entities are Actively Engaging with CISA and Enrolling in Cyber Hygiene Scanning to Identify
Vulnerabilities.

2,023 Since March:
j7s1 1797 = B e OQverall participation increased 24%
1568 o (+3806)
e Cl participation increased 46%
W (+378)
i  HPH participation increased 54%
(+65)
* Election participation increased
g o 19% (+46)

CyHy Enrollment since January 2020
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Persistent Challenges

of entities enrolled
currently operate a
potentially risky service

of entities have a
vulnerability identified with
a known exploit available

Improvements

Reduction of
vulnerability backlogs of
entities enrolled

reduction of active
exploitable
vulnerabilities



Looking Ahead

Basic Security
Needs

Remote New Tools &
Security Needs New Risks
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So , What do we predict in the future?  Ultimately, we’re going to continue to see more of the same. Attack methods and vectors used today will continue to be used tomorrow. 
Targeted attacks of healthcare and public health entities performing covid response activities – especially around vaccine supply chain will persist.
Misinformation will continue to evolve as actual information evolves.
Meanwhile, we must keep up the focus on basic security needs.  Its always about the basics!
Remote work is here to stay.  vendors will step in with new solutions for remote work, but As you make investment decisions make sure you take a risk-informed approach.  Make sure you have the right governance frameworks you need to make decisions that will give you the return on investment you need.

In the meantime, we know there are gaps in technologies because they’ve existed all along or because the new environment has introduced them.  CISA will continue to convene the community -- in the way only CISA can -- to address these challenges.   

And, CISA will keep evolving its services catalogue to serve our community in the way the government must – and gain the visibility CISA needs to offer sound RISK ADVICE.




CISA Offerings to Deter Future Cyber'Threats

Cyber Resources Hub
https://www.cisa.gov/cyber-resource-hub

CISA Service Offerings
https://www.cisa.gov/publication/cisa-services-catalog

Telework Guidance and Resources
https://www.cisa.gov/telework

Coronavirus Resources
https://www.cisa.gov/coronavirus
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For more information about CISA’s insights during the time of COVID-19 or to sign up for CISA’s alerts and services please check out these websites.  

In closing, Remember:  We’re all in this together and we look forward to defending today and securing tomorrow with you.. 


Thank you!

https://www.cisa.gov/telework
https://www.cisa.gov/cyber-resource-hub
https://www.cisa.gov/coronavirus
https://www.cisa.gov/publication/cisa-services-catalog
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For more information:
CISA.gov



https://CISA.gov




How’'d | do?

* Survey Monkey Link

* Mobile Link
e Text Survey to XXX-XXX
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