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CISA END OF

NEW MILESTONES IN
CYBERSECURITY AND
INFRASTRUCTURE SECURITY

EXECUTIVE OVERVIEW

Established in November 2018, the Cybersecurity and Infrastructure
Security Agency (CISA) rose to meet multiple historic challenges
in its first year, impacting individuals, communities, and Nations
across the world. At the start of CISA’s second year, our strategic
priorities focused on election security, supply chain risks from
cyber threats, protecting the .gov domain, soft target security,
and critical infrastructure protection.

Early in 2020, Coronavirus-19 (COVID-19) emerged as a top
priority for the Agency and the Nation. As the pandemic

spread across the United States, nearly all CISA’s employees
transitioned to full time telework starting March 13, 2020,
and retained mission continuity while maintaining the health
and safety of employees and their families. Despite an abrupt
transition to a fully virtual environment, CISA continued to
engage with stakeholders and partners around the Nation and
around the world to understand and mitigate risks to the Nation’s
cyber, physical, and emergency communications infrastructure.
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MILESTONES AND
ACCOMPLISHMENTS

CISA has spent years building trusted partnerships
across the public and private sectors. This year, these
partnerships demonstrated their value over and

over. CISA also updated its approach to information
sharing and situational awareness by streamlining
and combining elements of the organization into an
integrated, all-risks, cross-functional operation. These
and other core capabilities created the essential
structure CISA needed to succeed in the face of all the
challenges that 2020 produced.

The 2020 Presidential election was the most secure
election ever. Starting immediately after the 2016
elections, CISA worked extensively to build trust-based
relationships with more than 6,000 state and local

Number of state
6 O O O + and local officials
4 engaged

election officials, all major technology vendors, and
federal partners to ensure election officials had the
information they needed to protect their systems and
respond to any potential incidents. CISA helped the
Nation’s elections infrastructure owners and operators
increase security by completing 19 infrastructure
exercises, including multiple exercises with both

state and National level stakeholders to protect

the 2020 elections and election infrastructure.

CISA helped counter disinformation and
misinformation, including foreign influence operations,
threatening critical infrastructure such as the 2020
election and the nation’s COVID-19 response.

Number of
downloads

11,000+

CISA’'s Disinformation Toolkit has been downloaded
more than 11,000 times and helped state, local,
tribal, and territorial governments raise awareness
of online efforts and conspiracy theories related

to COVID-19’s origin, scale, government response,
prevention, and treatment.

e Officially launched in June 2020, CISA Central has

been a critical part of CISA’s unified approach to cyber,
communications, and physical security responding

to COVID-19, hurricanes, and other threats over

the course of the year. Today, CISA Central is firmly
established as the one-stop-shop for information
sharing and situational awareness monitoring and
serves as a “front door” to CISA for all stakeholders.

With the Essential Critical Infrastructure Workers
Guidance, CISA made “essential worker” part of the
common vocabulary across the U.S. More importantly,
this guidance provided much needed assistance for
state, local, tribal, and territorial governments making
time-sensitive decisions about who could access
worksites during periods of quarantine and reduced
movement.

Critical resources like the Telework Guidance and

the related cisa.gov/telework web page helped
stakeholders address new cybersecurity vulnerabilities
during mass moves to the online environment. The
Cyber Essentials and six associated toolkits helped
small businesses and smaller state, local, tribal, and
territorial organizations build a culture of cybersecurity
from the top down. Trusted Internet Connections (TIC)
3.0 Interim Telework Guidance offered further security
recommendations in a remote work environment.

CISA initiated and implemented Priority
Telecommunications Services (PTS) alerts to provide
first responders, major hospitals and alternate

care facilities, medical research centers, and

other critical manufacturing facilities with vital
priority communication services for COVID-19
planning and response as the Nation shifted

to a maximum telework environment. CISA expedited
more than 90,000 activations and established
telecommunication lines, which Increased usage by
50% for U.S. Navy hospital ships, Defense Health
Service, and critical manufacturers like 3M.

o Increased PTS usage for U.S.
/o Navy hospital ships, Defense
Health Service, and critical

manufacturers like 3M.
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https://www.cisa.gov/election-security
https://www.cisa.gov/election-security
https://www.cisa.gov/publication/foreign-interference
https://www.cisa.gov/publication/foreign-interference
https://www.cisa.gov/central
https://www.cisa.gov/publication/guidance-essential-critical-infrastructure-workforce
https://www.cisa.gov/publication/guidance-essential-critical-infrastructure-workforce
https://www.cisa.gov/publication/tic-30-interim-telework-guidance
https://www.cisa.gov/publication/tic-30-interim-telework-guidance
https://www.cisa.gov/cyber-essentials
https://www.cisa.gov/publication/cyber-essentials-toolkits
https://www.cisa.gov/publication/tic-30-interim-telework-guidance
https://www.cisa.gov/publication/tic-30-interim-telework-guidance
https://www.cisa.gov/pts
https://www.cisa.gov/pts
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JAN2020

JAN14

EMERGENCY
DIRECTIVE 20-02

ISSUED

Windows vulnerabilities
that require immediate

attention

* CISA inspected 1,300+ high-risk chemical facilities and

gained long-term authorization for its Chemical Facilities
Anti-Terrorism Standards (CFATS) program, which provided
much-needed stability to CISA and chemical security
stakeholders. The Interagency Security Committee that
CISA chairs turned 25 years old this year, and CISA launched
a virtual training program through the School Safety
Clearinghouse to raise awareness of resources and tools
available on SchoolSafety.gov to enhance school resilience.

The Agency gathered critical infrastructure stakeholders

in the U.S. as well as international partners to address key
issues related to COVID-19 such as critical infrastructure
impacting 13 partner countries, prioritizing stakeholder
needs and demands for facial coverings, and transatlantic
cooperation on healthcare sector security. CISA’s
contributions helped COVID response efforts by sharing
information about key industry partners involved

in developing a COVID-19 vaccine and flagging information
on malicious activities targeting those partners.
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APR29
LOGO LAUNCH

MAR13
COVID-19

CISA pivots full time
telework and continues
its mission

COVID OPERATIONS

Coronavirus information

page launched

FEB11

SCHOOLSAFETY.GOV
LAUNCH

Critical Infrastructure
Workers List and
updated it as needed

» CISA expanded its reach on cybersecurity by helping external

audiences understand the threats, their role in cybersecurity,
and actionable steps to take. Some examples of these
efforts include a K-12 curriculum through a Cybersecurity
Education and Training Assistance Program (CETAP) grant
and CYBER.ORG that 21,000+ teachers used impacting more
than 3 million K-12 students; CISA’s 3rd Annual National
Cybersecurity Summit, this year taking it online as a series of
four, weekly virtual events running Sept 16 - Oct 7.

People attended
CISA’s virtual National
Cybersecurity Summit

15,000+

@ Published the Essential

The Cyber Career Pathways Tool launched on the National
Initiative for Cybersecurity Careers and Studies (NICCS)
website in August 2020 to develop future cybersecurity
experts. This tool created and maintained in partnership
with the Interagency Federal Cyber Career Pathways

gained 31,000+ views since it launched. Additionally, the
CISA Services Catalog provides users a sense of how
cybersecurity, infrastructure security, and emergency
communications intersect to form a holistic approach to risk
management, directs users to the appropriate contact for

each service, and assigns maturity levels to CISA services
guide users toward higher tiers of resilience.

On December 13th, CISA Emergency Directive (ED) 21-

01 was published, requiring Federal Civilian Executive
Branch (FCEB) agencies to disconnect or power down all
affected versions of SolarWinds Orion, which were being
exploited by malicious actors, posing an unacceptable risk
to FCEB agency networks. Within 72 hours of the ED, all
FCEB agencies that reported using an affected version had
disconnected them. On December 17th, CISA published

an activity alert (AA20-352a), describing how an advanced
persistent threat (APT) actor had exploited and compromised
certain versions of SolarWinds Orion, and was also exploiting
commonly used authentication mechanisms. This alert

was intended to help public and private entities detect

if this malicious activity could be on their networks and

take appropriate actions, and has been updated several
times as new information became available. CISA’s Supply
Chain Compromise webpage captured guidance and

tools, including Sparrow, a free tool to help detect possible
compromised accounts and applications in the Microsoft
Office 365 environment.

AUG11

JULY

SOCIAL MEDIA
EXPANSION

EMERGENCY
DIRECTIVE 20-04
ISSUED

Mitigate Netlogon Elevation of
Privilege Vulnerability from August

2020 Patch Tuesday

AUG10
CYBER STORM (VII)
EXERCISE

SEPT16
CYBERSUMMIT

CISA's 3rd annual
National Cybersecurity
Conference goes virtual

More than 1000 players participated

JUNE
CISA CENTRAL

STANDS UP JULY14

EMERGENCY DIRECTIVE

20-03 ISSUED

Mitigate Windows DNS Server Remote Code

SEPTO2
BINDING OPERATIONAL
DIRECTIVE 20-01
ISSUED

Develop and Publish a

Execution Vulnerability from July 2020 Patch Tuesday

Vulnerability Disclosure Policy

CONCLUSION

CISA's staff worked through the historic events that packed
2020 and are unlikely to forget this landmark year. This
year presented a collection of challenges, starting with a
global pandemic on a scale not seen since 1918, along with
mass shifts to telework, virtual school, and telehealth that
highlighted and strained the Nation’s telecommunications
and IT sectors. It also included significant civil unrest

that posed threats to people, federal buildings and other
local infrastructure and wrapped up with a Presidential
election unlike any other in the Nation’s history. There were
also increasing cyberattacks across the Nation’s critical
infrastructure—especially attacks focusing on health care
systems, vaccine developers and supply chain, 911 call
centers, and educational institutions. Yet through it all, CISA
kept pace, delivering its core capabilities while adapting to
new requirements simultaneously. Read on to see big-picture
accomplishments from across CISA this past year.

NOVO3
ELECTIONS

Culmination of CISA’s work
with state and local elections

DEC2020

DEC13

SOLARWINDS

Issued Emergency
Directive 21-01 Mitigate
SolarWinds Orion Code

officials, election systems
and vendors
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https://www.cisa.gov/cfats-monthly-statistics
https://www.cisa.gov/cfats-process
https://www.cisa.gov/cfats-process
https://www.cisa.gov/about-interagency-security-committee
https://www.schoolsafety.gov
https://www.schoolsafety.gov
https://www.schoolsafety.gov
https://www.cisa.gov/global
https://www.cisa.gov/cybersummit2020
https://www.cisa.gov/cybersummit2020
https://www.cisa.gov/publication/cyber-career-pathways-tool
https://niccs.cisa.gov
https://niccs.cisa.gov
https://www.cisa.gov/publication/cisa-services-catalog
https://cyber.dhs.gov/ed/21-01/
https://cyber.dhs.gov/ed/21-01/
https://www.cisa.gov/supply-chain-compromise
https://www.cisa.gov/supply-chain-compromise
https://github.com/cisagov/Sparrow
https://CYBER.ORG

3.4 million
455,000 ® ®



https://www.cisa.gov/publication/tic-30-interim-telework-guidance
https://www.cisa.gov/publication/tic-30-interim-telework-guidance
https://us-cert.cisa.gov/ncas/current-activity/2020/03/06/defending-against-covid-19-cyber-scams
https://us-cert.cisa.gov/ncas/current-activity/2020/03/06/defending-against-covid-19-cyber-scams
https://us-cert.cisa.gov/ncas/alerts/aa20-073a
https://us-cert.cisa.gov/ncas/alerts/aa20-073a
https://www.cdc.gov/coronavirus/2019-ncov/community/critical-infrastructure-sectors.html?CDC_AA_refVal=https%3A%2F%2Fwww.cdc.gov%2Fcoronavirus%2F2019-ncov%2Fcommunity%2Fcritical-workers%2Fimplementing-safety-practices.html
https://www.cdc.gov/coronavirus/2019-ncov/community/critical-infrastructure-sectors.html?CDC_AA_refVal=https%3A%2F%2Fwww.cdc.gov%2Fcoronavirus%2F2019-ncov%2Fcommunity%2Fcritical-workers%2Fimplementing-safety-practices.html
https://www.cisa.gov/protect2020
https://www.cisa.gov/protect2020
https://www.cisa.gov/publication/physical-security-considerations-healthcare-industry-during-covid-19-response
https://www.cisa.gov/publication/physical-security-considerations-healthcare-industry-during-covid-19-response
https://www.cisa.gov/publication/physical-security-considerations-healthcare-industry-during-covid-19-response
https://www.cisa.gov/telework
https://www.cisa.gov/telework
https://www.cisa.gov/telework
https://cra.inl.gov
https://cra.inl.gov
https://cra.inl.gov
https://www.cisa.gov/publication/fbi-cisa-psa-prc-targeting-covid-19-research-organizations
https://www.cisa.gov/publication/fbi-cisa-psa-prc-targeting-covid-19-research-organizations
https://www.cisa.gov/publication/fbi-cisa-psa-prc-targeting-covid-19-research-organizations
https://www.cisa.gov/publication/critical-infrastructure-operation-centers-and-control-rooms-guide-pandemic-response
https://www.cisa.gov/publication/critical-infrastructure-operation-centers-and-control-rooms-guide-pandemic-response
https://www.cisa.gov/publication/critical-infrastructure-operation-centers-and-control-rooms-guide-pandemic-response
https://www.cisa.gov/publication/secure-video-conferencing-schools
https://www.cisa.gov/publication/secure-video-conferencing-schools
https://www.cisa.gov/publication/secure-video-conferencing-schools
https://www.cisa.gov/insights
https://www.cisa.gov/insights
https://us-cert.cisa.gov/ncas/alerts/aa20-099a
https://us-cert.cisa.gov/ncas/alerts/aa20-099a
https://www.cisa.gov/covid-19-disinformation-toolkit
https://www.cisa.gov/covid-19-disinformation-toolkit
https://CISA.gov/Coronavirus
https://CISA.GOV/TELEWORK
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https://www.cisa.gov/publication/securing-industrial-control-systems
https://www.cisa.gov/publication/securing-industrial-control-systems
https://www.cisa.gov/publication/cyber-essentials-toolkits
https://www.cisa.gov/publication/cyber-essentials-toolkits
https://www.cisa.gov/supply-chain-compromise
https://www.cisa.gov/supply-chain-compromise
https://cyber.dhs.gov/directives/
https://cyber.dhs.gov/directives/
https://www.cisa.gov/cdm
https://www.cisa.gov/cdm
https://www.cisa.gov/cyber-hygiene-services
https://www.cisa.gov/cyber-hygiene-services
https://www.cisa.gov/cyber-qsmo
https://www.cisa.gov/cyber-qsmo
https://www.cisa.gov/cyber-qsmo
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https://cisa.gov/active-shooter-preparedness
https://cisa.gov/active-shooter-preparedness
https://cisa.gov/insider-threat-mitigation
https://cisa.gov/insider-threat-mitigation
https://cisa.gov/isc
https://cisa.gov/isc
https://schoolsafety.gov
https://schoolsafety.gov
https://cisa.gov/faith-based-organizations-houses-worship
https://cisa.gov/faith-based-organizations-houses-worship
https://cisa.gov/infrastructure-security-division
https://cisa.gov/chemical-facility-anti-terrorism-standards
https://SchoolSafety.gov

19,966

8,000

825,000

6,800
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http://cisa.gov/emergency-communications
http://cisa.gov/emergency-communications
http://cisa.gov/safecom/funding
http://cisa.gov/safecom/funding
http://cisa.gov/pts
http://cisa.gov/pts
http://cisa.gov/publication/communications-resiliency
http://cisa.gov/publication/communications-resiliency
https://www.cisa.gov/safecom/next-generation-911

50+

200+
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https://www.cisa.gov/pnt
https://www.cisa.gov/emp-gmd
https://www.cisa.gov/pipeline-cybersecurity-initiative
http://cisa.gov/publication/5g-strategy
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http://cisa.gov/stakeholder-engagement-and-cyber-infrastructure-resilience
http://cisa.gov/stopthinkconnect
http://cisa.gov/national-cyber-security-awareness-month
http://cisa.gov/national-cyber-security-awareness-month
https://www.cisa.gov/publication/cisa-services-catalog
https://www.cisa.gov/publication/cisa-services-catalog
https://www.cisa.gov/ransomware
https://www.cisa.gov/ismonth
https://www.cisa.gov/ismonth
https://www.cisa.gov/cyber-essentials
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