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A Quick History of IT and Security
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Mapping to the NIST Cybersecurity Framework
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2020s: Age of Recovery (or Resiliency)

What kind of attacks should we see in the 2020s
that would challenge to our ability to RECOVER
or cause irreversible harm?
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2020s: Age of Recovery (or Resiliency)

What kind of solutions directly support
our ability to RECOVER or be RESILIENT?
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Forging ahead or regressing back?

Recent advertising campaign from major vendor

* A call to go back to the 1990s?

1980 1990 » 2000 2010 2020
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2020s: Age of Recovery (or Resiliency)

What kind of solutions directly support
our ability to RECOVER or be RESILIENT?
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The DIE Triad
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Pets vs Cattle
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Completing the NIST CSF
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Fragility vs Resiliency vs Antifragility
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Summary

* The next era in IT and Security will manifest more irreversible
attacks that challenge and undermine our ability to RECOVER

* Better PROTECT, DETECT, and RESPOND capabilities may reduce
occurrences of malicious events but are insufficient against
well-executed destructive/irreversible scenarios

e Our best countermeasure is to avoid pet creation (that requires
CIA) and promote cattle creation (built to DIE)
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For more information:
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