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Shared Cybersecurity Services (SCS) is a portfolio of Cybersecurity 
and Infrastructure Security Agency (CISA)-funded contracts that 
provides federal civilian agencies, state fusion centers, and select 
information sharing and analysis centers with no-cost access to 
commercial Cyber Threat Intelligence (CTI) and services.  

CONTRACT SCOPE 
SCS allows users to access, research, and enrich CTI through a 
commercial enterprise license. Core offerings include access to 
CTI Management Platforms (scoutPRIME, BloxOne Threat 
Defense, and Mandiant Advantage), automated sharing, training 
and IT Support, and limited analytical support (e.g. Requests for 
Information [RFIs]). These services are accessible to CISA and 
federal civilian “.gov” departments and agencies, state fusion 
centers, the Multi-State Information Sharing and Analysis Center 
(MS-ISAC), and the Elections Infrastructure Information Sharing 
and Analysis Center (EI-ISAC). 

VENDORS 
CISA currently contracts with three commercial providers, LookingGlass, Infoblox, and Mandiant, to provide 
CTI and associated services. Each vendor provides a similar set of core offerings that includes access to: 
CTI platform accounts and training/technical support, Application Programming Interfaces (APIs) that 
support machine-to-machine threat data connections, and analyst/RFI support. In addition, each vendor 
offers specific capabilities tied to their special area of expertise. The SCS umbrella also allows the vendors 
to share and enrich intelligence, Indicators of Compromise (IOCs), and threat reporting amongst each 
other, ultimately enhancing the quality of CTI available to SCS users. 

VENDORS EXPLAINED 

LookingGlass’s scoutPRIME platform allows users to see their infrastructure from the 
public-facing internet. ScoutPRIME provides attack surface insights and technical 
indicators overlaid with threat intelligence to support actionable recourse and 
situational awareness. LookingGlass also offers machine-readable data (including 
Automated Indicator Sharing (AIS) feeds) and customizable intelligence collections, 
which can be shared with partners through collaborative workspaces. 

Infoblox provides enriched threat intelligence through its BloxOne platform and API 
integrations so that customers can better understand, prioritize, and respond to threats. 
In addition to high-quality machine-readable data (including AIS feeds), Infoblox offers 
Domain Mitigation “takedown” and phishing analysis services. 

Mandiant’s Advantage platform delivers actionable intelligence and finished reporting to 
help organizations defend against new and emerging threats and align security programs 
with risk management goals. Mandiant provides a view into adversaries, victims, and 
global networks and delivers visibility across the extended cyberattack lifecycle to all 
levels of an organization’s business. 

SHARED CYBERSECURITY SERVICES 

To request vendor accounts or 
receive detailed information on 
individual SCS vendor services, 

please contact: 
CISA.CTIS.SCS_Info@cisa.dhs.gov 

HOW TO ACCESS SCS SERVICES 
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