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=1 - ANALYSIS
=@, REPORT

Malware Analysis Report

Notification

This report is provided "as is" for informational purposes only. The Department of Homeland Security (DHS) does not provide any
warranties of any kind regarding any information contained herein. The DHS does not endorse any commercial product or service
referenced in this bulletin or otherwise.

This document is marked TLP:WHITE-Disclosure is not limited. Sources may use TLP:WHITE when information carries minimal or no
foreseeable risk of misuse, in accordance with applicable rules and procedures for public release. Subject to standard copyright rules,
TLP:WHITE information may be distributed without restriction. For more information on the Traffic Light Protocol (TLP), see
http://www.cisa.gov/tlp.

Summary

Description

This report analyzes 8 unique files. 5 files are malicious loaders that contain an embedded executable. Two of the embedded
executables are included in this report. The embedded executables are Remote Access Tool (RAT) that provides a vast array of
Command and Control (C2) capabilities. These C2 capabilities include the ability to remotely monitor a system's desktop, gain reverse
shell access, exfiltrate data, and upload and execute additional payloads. The malware can also function as a proxy, allowing a remote
operator to pivot to other systems.

The remaining file is a heavily encoded Java Server Pages (JSP) application that functions as a malicious webshell. This Java application
will allow an operator to upload and download files from a target system and control the system via a reverse shell.

Submitted Files (8)

28e4e7104cbffa97a0aa2f53b5ebchcdba360ec416b34bb617e2f8891d204816 (error_401.jsp)
33b89b8915aaa59a3c9db23343e8¢c249b2db260b9b10e88593b6ff2fo5f71d2b (odbccads.exe)
3¢2¢835042a05f8d974d9b35b994bcf8d5a0ce19128ebb362804c2d0f3eb42c0 (fontdrvhosts.exe)
66966ceae7e3a8aace6c27183067d861f9d7267aed30473a95168c3fe19f2¢16 (winds.exe)
7ea294d30903c0ab690bc02b64b20af0cfe66a168d4622e55dee4d6233783751 (praiser.exe)
88a5e4b24747648a4e3f0a2d5282b51683260f9208b06788fc858c44559dale8 (f7_dump_64.exe)
d071c4959d00a1ef9cce535056c6b01574d8a8104a7¢3b00a237031ef930b10f (d071c4959d00alef9cce535056¢6b0...)
f7f7b059b6a7dbd75b30b685b148025a0d4ceceab405e553ca28cacdeae43fab (SvcEdge.exe)

IPs (4)
134.119.177.107
155.94.211.207
162.245.190.203
185.136.163.104

Findings
66966ceae7e3a8aace6c27183067d861f9d7267aed30473a95168¢c3fe19f2¢16

Tags

remote-access-trojan trojan
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Details
Name winds.exe
Size 850432 bytes
Type PE32+ executable (GUI) x86-64, for MS Windows
MD5 21fa1a043460c14709ef425ce24dadfd
SHA1 33638da3a83c2688e1d20862b1de0b242a22e87c¢
SHA256 66966cecae7e3a8aace6c27183067d861f9d7267aed30473a95168c3fel19f2c16

TLP: WHITE

SHA512 00afc06c46397d106489c63492437100ae8a872169918c1b2a0c7acfcbe8b6c7b77e587f50551d33603693755081

bafbaddfe62bfcch9a3803e940a9b9a5a30e

ssdeep | 12288:nHphz0/LbA9xVeAayauoGqKv4Kyxa30vKc6wVqSfpOH8KAGG6SfUTuy4aN+h:JqgGxMUKGqKv40OEVBHVqSfMFyUSjs

Entropy 7.555857

Antivirus
Adaware Gen:Variant.Ulise.345018
AhnLab Trojan/Win.Generic
Avira | TR/Injector.vkchy
Bitdefender Gen:Variant.Ulise.345018
ESET a variant of Win64/Injector.HA.gen trojan
Emsisoft Gen:Variant.Ulise.345018 (B)
IKARUS = Trojan.Win64.Injector
K7 Trojan (0058e94e1)
McAfee RDN/Generic.dx
Zillya! | Trojan.Chapak.Win32.92597

YARA Rules

e rule CISA_10382580_03 : loader
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10382580"
Date = "2022-05-02"
Last_Modified = "20220602_1200"
Actor ="n/a"
Category = "Loader"
Family = "n/a"
Description = "Detects loader samples"
MD5_1 = "3764a0f1762a294f662f3bf86bac776f"
SHA256_1 = "f7f7b059b6a7dbd75b30b685b148025a0d4ceceab405e553ca28cacdeae43fab"
MD5_2 ="21fa1a043460c14709ef425ce24da4fd"

SHA256_2 = "66966ceae7e3a8aace6c27183067d861f9d7267aed30473a95168c3fe19f2¢c16"

MD5_3 = "e9¢c2b8bd1583baf3493824bf7b3ec51e"

SHA256_3 = "7ea294d30903c0ab690bc02b64b20afOcfe66a168d4622e55dee4d6233783751"

MD5_4 = "de0d57bdc10feelelel16e225788bb8de"

SHA256_4 = "33b89b8915aaa59a3¢c9db23343e8¢c249b2db260b9b10e88593b6ff2fb5f71d2b"

MD5_5 = "9b071311ecd1a72bfd715e34dbd1bd77"

SHA256_5 = "3c¢2c835042a05f8d974d9b35b994bcf8d5a0ce19128ebb362804c2d0f3eb42c0"

MD5_6 = "05d38bc82d362dd57190e3ch397f807d"

SHA256_6 = "4cd7efdbla7ac8c4387c515a7b1925931beb212b95c4f9d8b716dbe18f54624f"
strings:

$s0 ={ B8 01 00 00 00 48 6B CO 00 C6 44 04 20 A8 B8 01}

$s1={00 00 48 6B CO 01 C6 44 04 20 9A B8 01 00 00}

$s2 ={48 6B CO 02 C6 44 04 20 93 B8 01 00 00 00 48}

$s3 ={C0 03 C6 44 04 20 9B B8 01 00 00 00 48 6B CO }
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condition:
all of them

}
ssdeep Matches

No matches found.

PE Metadata
Compile Date  2016-06-28 14:54:12-04:00
Import Hash | 8b276f4187d986d845fbeca4606978e5
Company Name | Sysinternals - www.sysinternals.com

File Description PsPing - ping, latency, bandwidth measurement utility
Internal Name | PsPing
Legal Copyright Copyright (C) 2012-2016 Mark Russinovich
Original Filename | psping.exe
Product Name @ Sysinternals PsPing
Product Version | 2.10

PE Sections

MD5 Name Raw Size Entropy

f7563c080ebclddfde8cd35a391c013b header 1024 2941811
dee2271d40bae0ee404bd93800669e7f text 148992 6.183880
f9ca0448650e2c20a1c84bdf4d21e1f5 .rdata 76800 3.959956
ef7cOcd1e8c1ch59d89b9bb7ch3e38b7 .data 37888 4.076162
a94f35a1d82b7ea31758e552c5c8dd4d .pdata 7680 5.174204
0a5f1fe82123e133fb124fb65751dd19 .rsrc 574976 7.974682
b89ab7dbe7f05df8albebb81afcdbcOf .reloc 3072 5.054629

Relationships
66966¢ceae”... Connected_To 185.136.163.104

d071¢c4959d00alef9cce535056¢c6b01574d8a

S o (EEl S 8104a7¢3b00a237031ef930b10f

Description

This malware is a 64-bit Windows loader that contains an encrypted malicious executable. During runtime, this encrypted executable is
decrypted and loaded into memory, never touching the system's hard disk. The encrypted executable is similar in functionality to the file
"f7_dump_64.exe" (88a5e4b24747648a4e3f0a2d5282b51683260f9208b06788fc858c44559dale8), described below. The
malware embedded within this loader attempts to communicate with the hard-coded C2 Internet Protocol (IP) address
185[.]136[.]163[.]104. This malware provides a vast array of C2 capabilities including the ability to log keystrokes, upload and execute
additional payloads, function as a proxy, and have graphical user interface (GUI) access over a target Windows system's desktop. Many
of the structures utilized to implement the C2 capabilities in this malware appear to be derived from the same source code as
"f7_dump_64.exe", however this malware utilizes much more complex obfuscation to hinder the analysis of its code structures.

Screenshots
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mov rax, [rsi+8]
test rax, rax
jz short loc_245EBAQRBOF
¥
nop | dword ptr [rax+00h]
nop dword ptr [rax+rax+00000000h])
¥ ¥
=
loc_245EBAOAAFO: ; POINTER TO RECEIVED DATA
mov rax, [rsi]
MOVEX eax, byte ptr [rox+rax] ; FIRST BYTE
xor al, dl ; dl typically contains walue 0x10
test el, 1
jnz short loc_245E8AO0ABOO
xor __ al, OE7h|
T
_ vy
loc_ 245EBAORABOO: ; output buffer
mov [rdi+rex], al
ine rex i inc through output buffer
mov rax, [rsi+8]
cmp rCX, rax
jb short loc_245EBAOAAFO
- 1
[A]

Figure 1 - This screenshot illustrates the algorithm the malware uses to encrypt its inbound and outbound communications from the
remote C2. This is a simple algorithm that relies primarily on incrementing through the target data and modifying each byte by
either XOR'ing it with 0x10 or Oxe7. The basic arithmetic of the algorithm is to XOR every byte of the target data by 0x10 and then
every other byte by Oxe7. Notably, outbound data appears to be prepended with a block of data that contains random bytes and is a
random length. Therefore, the result of the encryption, even of the exact same data, will vary as the length of the prepended block
will cause the Oxe7 XOR operation to occur on different bytes in the target data. If PCAP is collected, all observed communications
between this RAT and its remote C2 may be decrypted by following this simple algorithm.
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~ sy TeeTTwTw
74 28 je ZEBSABZABOF

OF1F40 00 op d tr ds:[rax],eax
OF1F8400 00000000 nop dwor 1 ptr ds: ],ea
48: 8806 mov mn,qmord ptr [rsi]
OFB60401 | movzx eu.byte ptr ds.[rcx rax]
32C2 xor al,dl

F6C1 01 test c'n.;

75 02 jne 2E39AB2AB00

34 E7 xor al,t

88040F mov byte ptr ds:[rdi+rcx],al
48:FFC1 inc rex

- v
(A XX EE RN

5 48:8846 08 mov fax,qv\ord ptr ds:[rsi+sg]
o 48:38C8 mp rcx,r
B 72 E1 Jb 2539ABZMFO
. 4D:8BC4 mov rs,ri2
® | 48:38C5 cmp rax,rbp
® | 4C:0F46C0 cmovbe rs,rax
Ld A 4C:894424 38 mov gword ptr :i:[rsn:nﬁ],rs
.
bump 2 ) @oumps  WWoumps @ watch1  Ixellocals ) Struct
| AscII
D3|0C 81 B2|IM.§..00..ayx.z*
c4/0B 00 31| :x@EVA®A.*351E.1
31|36 00 30 .0
2D |36 64 62| 0-0c-29-6f-2b-db
30 61 37 20| |oo-ff-0a-c6-27~
00 00 00|90.5.e.€.5.6.0..
SS]DD 00 54|.S.E.C.5.6.0.5.7
00 00 69| .U.D.E.N.T...W.1
,“ 00 7 00 30|.n.d.o.w.s. .1.0
20|00 00 49 ccs ¢« s o s o oX
€C |00 00 20|.n.t.e.1.(.R.).

0 6E|00 00 20| .X.e.o0.n.(.R.
20|00 00 32|.C.P.VU. .E.S.

0 20|00 7 00 40|.6.9.7. .v.2.
37|00 00 7A|. .2...7.0.G.
00|00 0 00 37| ..... Occececene?
70|00 2 00 2€6|.-.2Z.1.p. . .
28|00 7 00 29|.0.4. .(.x. «)
74|00 00 72 G 1te .r
6E |00 00 32|.s.i.0.n. . 2
2|00 77 00 64|.2...0...w. .d
2E|00 00 6F|.0.w.S5...1...N.0
61|00 00 20|.t.e.p.a.d.+.+.

0 20|00 00 20|.(.6.4.-.b.1.t.

0 29/00 O 00 65|.%x.6.4.)...0.p.e
4E |00 00 34| .n.V.P.N. .2...4
49|00 00 2D} ...7.~-.1.6.0.7.~
31|00 00 S41 W 10200 cash
§7|00 00 6F|.A.P.=-.W.i.n.d.o
39|00 00 2E|W.8. .9icel2aBue
4C |00 00 65|.3...V.L.C. .m.e
20|00 7 00 7 a8 Pl y
56|00 00 72| .e.r.. i
6F |00 00 00|.e. .T.0.0.1.
6E |00 2 21 20|.0.p.e.n.C.L.
74|00 00 20|.r.u.n.t.i.m.
20|00 00 65|.f.0.r. .I.n.
43|00 00 22|.1.. .C.o.r.e.”

21 N_NN £9 A L8 NN £S48 A S8 ] a2 o ¢ &

Figure 2 - This screenshot illustrates the malware sending a great deal of target system information outbound. As illustrated, this
system information contains the computer name, user name, MAC address, IP address, operating system version, processor
version, and all currently running processes. The malware responds with this data when simply echoing back the outbound
(encrypted) data illustrated in Figure 3 and Figure 4. Effectively, the malware says hello and if the same hello response is provided it
will provide a great deal of information about the compromised system. As further illustrated, the outbound data is encrypted with
the algorithm displayed in Figure 1.

® || 0D0002274E99AAEZ w 74 2B je 2274E93ABOF
@ | 00000227 4E99AAES OF1F40 00 nop dword ptr ds:[rax],eax
@ | 00000227 4E99AAES OF1F8400 00000000 nop dword ptr ds:[rax+rax],eax
& | 00000227 4E99AAFD 48: BBOG mov rax,qwerd ptr ds:[rsi]
. OFB&0401 movzx eax,byte ptr ds:[rcx+rax]
. 32C2 xor al,dl
L] AAFSD F&C1 01 test cl,1
L] T4E99AAFC « 75 02 jne 2274E99AB0O0
L] 74E99AAFE 34 E7 xor al,E7
L] 74E99ABO0D 53040F mowv byte ptr ds:[rdi+rcx],al
L] 74E99AB03 48:FFC1 inc rcx
& | 00000227 4E99ABOG 45:8B46 08 mov rax,qwerd ptr ds:[rsi+&]
@ (00000227 4E99AB0A 458:3BCE CMp rcx,rax
@ (00000227 4E92AB0D ~ 72 E1 Jjb 2274E99AAFO
® || 00000227 4E9DABOF 4D: BBCH mov r&,rlz
® || 00000227 4E99ABL2 48:3BCS cmp rax,rbp
® || 00000227 4E99ABLS 4C: 0F46C0 cmovbe rg,rax
& | 00000227 4E99ABLY 4C: 894424 38 mov gword ptr ss:[frsp+3s),rs
& | 00000227 4E99ABLE 4D: 8926 mov gword ptr ds:[ri14],ri2
& | 00000227 4E99ABZ1 4D: 8966 08 mov gword ptr ds: [ri14+8],r12
& (00000227 4E99AB2S 4D: 8966 10 mov gword ptr ds:[ri4+10],ri12
® || 00000227 4E99AB2D 41:C746 18 08000000 |mov dword ptr ds:[ril4+18],8
<

Limp 2 4y Dump 3 B Dump 4 B4y Dump 5 3 watch 1 [x=] Locals 2’ Struct

Hex ASCTT

C5 4 B7 AD|3E FO 04 B2Z|BE 5D 9C 5D (Al 1B 63 C&|A4..=D. K;.:i.iﬁ
FA OB 03 D4|03 Al 56 46|10 EZ2 80 83|01 00 0OC 0O u..O.iVF.a ......
00 00 68 00|65 00 &6C OO(6C 00 &F 00|00 OO0 00 0O|..h.e.1.l.8.....
oD 00 OO0 00|00 OO0 OO0 DO)AB AB AB AB|AB AB AB AB|........ A
AB AB ABE AB|AB AB AB AB|00 00 00 00|00 00 00 00| Sea@e®e. 0. ...
O0 00 00 G000 00 00 00000 o0 00 00000 00 00 00
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Figure 3 - This screenshot illustrates the malware forming a block of data the implant will send to its remote C2 during its initial
connection attempts. Note the phrase "hello" inside this initial block of data. Also, note the apparent random data prepended to the

outbound "hello".

FETESCO TEST Fax,rd

v 74 2B je 24773C8ABOF
OF1F40 00 nop dword ptr ds:[r
OF1F 8400 00000000 nop dword ptr ds:[rax+rax],eax
45: 8BOG mov rax,gqword ptr ds:[rsi]
OFB&0401 movzx eax,byte ptr ds:[rcx+rax]
32C2 xor al,dl
FGC1 01 test cl,1

~ 75 02 jne 24773C8ABOO
34 ET xor al,.E7?
B88040F mov byte ptr ds:[rdi+rcx],al
48:FFC1 inc rex
48: 8B46 08 mov rax,qword ptr ds:[rsi+8]
48:3BCS cmp rox,rax

~ 72 E1 jhb 24773C8AAFO
4D: BBC4 mov r8,riz
48: 3BCS cmp rax,rbp
4C: 0F46C0 cmovbe r8,rax

4y Dump 3 Y Dump 4 @ Dump 5 & watch 1 [*=] Locals 4 struct
Hex ASCII
86 01 25 FB|1B 22 DB 04|43 8C Al BO|20 DC EE 1E|..%u."U.H.i* UI.
0B 9C 43 26|FC 66 E2 72|A4 TA 8B 01|00 OC 00 00|..C&UFarEz......
00 68 00 G5 |00 &C 00 &C |00 &F 00 0O(0QD OO0 00 O0|.h.e.1.Tl.0......
00 00 00 00|00 00 00 DO|AB AB AB AB|AB AB AB AB|........ L
AB AB AB AB|AB AB AB AB|(00 00 00 00|00 00 00 00| @ EEEEE . x 0 s s s

Figure 4 - This screenshot illustrates the malware forming a block of data the implant will send to its remote C2 during its initial
connection attempts. Note the phrase "hello" inside this initial block of data. Also note the apparent random data prepended to the
outbound "hello". The purpose of this screenshot is to illustrate how the malware prepends a random block of data of a random size

to the outbound data in an effort to make the entire packet more difficult to signature.

£F Process Monitor - Sysinternals: waww.sysinternals.com

File Edit

Event

Filter Tools Options Help
2H | aBE | vAS | @

s | B

Time ... Process Name
5:374.. - 669exe
5:374.. W 669exe
5:374.. W 669exe
5:374.. W 669exe
5374, W-BETexe
5:374... - 669 .exe
5:374.. - B69exe
5:374.. W 669exe
5:374.. W 669exe
5:374.. W 669exe
5:374.. W 669exe
5374, W-BETexe
5:37:4... M- 669 .exe

5374,

5934 L% Thread Create
5:374.. W 669exe 5984 &Createﬂle ClUsers'\zechblAppDatatLocal\ Temp
5:374.. W 669exe 5984 Ba@uew Basiclnfor...C:\Users'\sec560MAppDatatLocal\Temp
5374, - 669exe 5984 BaCIose File Clzers'\zech60hAppDatatLocal\ Temp
5374, W-BETexe 5984 BaCreateHIe Clzers'\sech60hAppDatatLocal\ Tempink 4 1A8 tmp
5:37:4.. W-B6Texe 5984 %CIose File C:\Users'seche0hAppDatatLocal Tempiink 41A8 tmp
F174d  B- GRS exe R984 £ Thread Create

PID  Operation

5984 [BhCreateFieMapp...
5934 BhCreateFileMapp...
5934 L% Load Image
5984 BhClossFile

5934 0% Load Image
5984 [EhCreateFile

b334 %OuewBasiclrﬁor...

5924 ShCreatefile
5984 BhCreateFileMapp...
5984 BhCreateFileMapp...
5934 0% Load Image
5984 [Sh CloseFile
5984 eateFile

C
C
C
C
C
C
C
5584 [ZhCloseFile C:
C
C
C
C
C
E

Path

AWindowshSystem 32 sspicli.dil
AWindows System32\sspicli dil
AWindows\System 32 sspicli dil
AWindowsSystem 32 sspicli dil
AWindows System32nsi dll
SAWindows\System 32 dhepesve dil
SWindowshSystem 32 dhepesve dil
Windows \System32\dhcpesve dll
AWindows System32'dhepesve dil
AWindows\System32'dhepesve dil
AWindowsSystem32 wdhepesve dil
AWindows System32 dhepesve dl
SWindows\System 32 dhepesve dll

Alsers‘sechBlhAppDatat Local\ Temp \|DPES88 tmp

Figure 5 - This screenshot illustrates the malware attempting to read a file named %Temp%\IDPE988.tmp. This file was not
available for analysis therefore the contents are unknown.
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movex  rlSd, rllb
mOVEX rlld, rlib
movzx rlld, al

mow [rsp+iBh+var_45], al
mow [rspiBhtvar_44], ol
nop
L & 3
s =
loc_1C1022D3BAD: ; GETS PORTION OF 16-BYTE KEY
movzx eax, byte ptr [rB+5)
lea rl0, [rlO+l] ; iterates through buffer to encode
imal edx, esax, 1Fh
inc rild ; INCREMENT THROUGH BUFFER
movix eax, byte ptr [rB+0Fh]
imul ecx, eax, 47Th ; ‘G’
movEx eax, byte ptr [rB+0Eh]
ladd dl, el
imual ecx, eax, I5h ; '5°
movex  oax, byte ptr [r8]
mov [=8+1], bl
mov [=8+2], dil
mov [r8+3], =il
‘add dl, =1
mov [=8+d4], Bpl
imual ecx, eax, 17h

movix eax, [rsptifhéarg 8)

mov (r8], al

movx  oax, [rsptifhtarg 18]
mov [=8+5], al

sub el, TF

mov [raptiBh+arg 8], bl
ndd . €l

mov [=8+5]), rldb

xor (rio=-1], 41 7 R10 SHOULD CONTAIN THE BUFFER TO ENCODE
movzx ebx, dil

movex edi, sil

mov [=8+8], rlsh

movzx esi,

mov (r8+7], rl2b

movzx abp, rlib

mov [=8+E], rl3b

movzx rldd, rl5b

mov [r8+0Fh], dl

movix eax, [rsptiBhevar §E]

mov [raptiBh+arg 18], al
mov [z8+0AR], al

movix oax, [rspHifhivar 47)
mov (cspté@h+var_48), al
mov [rB+0Bh], al

movzx eax, [rsprifhivar_ 48]
mov [=sp+iBh+var_47], al
mov [r8+0Ch], al

movzx eax, [rap+ifhévar_d45)
=mov [zsptéBh+var_46], al
mov [z8+0Dh], al

movix cax, [rspHifhtvar dd)
mov (rsptidh+var_45], al
mov |=8+0ER], al

movszd rax, rlld

mov [csptéBh+var_d4], dl
(emp rax, rd

ik lec_LC102203BAD

5 RY? CONTAINSE SIZE LIMIT. SIIE LIMIT PROVIDED IN THE DATA FROM THE REMOTE OPERATOR.

TLP: WHITE

Figure 6 - This screenshot illustrates the algorithm utilized to encrypt communications between the file "f7_dump_64.exe"
(88a5e4b24747648a4e3f0a2d5282b51683260f9208b06788fc858c44559dale8), described below. This malware and
"f7_dump_64.exe" share many similarities, and large parts of their code structures appear to be derived from the same source
code. However, their communication protocols differ and their methodology for encrypting their inbound and outbound
communications differ. This screenshot is designed to highlight those communication protocol differences.
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movups [rbp+l30h+var_170], xmm0
call RESOLVE API

xor rid, rS5d

lea £8, [rbp+l30h+var 188)

lea rdx, [rdi+l8&h]

mov rex, rdi

call rax 7 CREATEPIPE()
tast aax, eax

jnz short loc_LCCZFFAGL0A

=]

loc_lCC2ZFFAG10A:
lea rdx, [rsp+230h+var 1CF]

rex, [rspt2iOh+var 1DF]
[rsp+230h+var_ 1CC], S50657461h
[esp+230h+var 1CB], 65706%h

[rsp+Z30h+var 1DC], 334C454Eh
[rsp+230h+var_lDB], 6CE42E32Zh
[esp+230h+var 1D4], 6Ch ; '1°
call RESOLVE_APIL

r9d, rod

©8, [rbp+130h+var_ 188)

rdx, [rdi+8]

rex, [rdi+l0h]

dword ptr [rsp+60h], 65724332h ; stackstring:

dword ptr [rsp+50h], 52454B69h ; stackstring:

'2CreatePipe’

'iKERNEL32.d11°

|movdqu
moY
mov
@OV

call rax ; CREATEPIPE()
test SAx, eax
loc_l1CC2FFAG22E
= =
loc_lCC2FFAG22E: H 'ARTUFINFO
movdga xmm0, cs:xmmword_ 1CCI000F380
lea rdx, [rbp+l30h+var 19F]
lea rex, [rsp+2iCh+var_lDF]
=mOV byte ptr [rbp+130h+var_190], rl2b

xmmword ptr [rbp-70h], xmm0 ; stackstring:
dword ptr [rsp+50h], 52454B15h
[rsp+230h+var_1DC], 334C454Eh

mOv [rap+230h+var_1D&], &Ch ; '1°
call RESOLVE_API

[rs8p+230h+var_1D8], GC642E32h

lea rex, | rhpi-l}ﬂ-hwnr_lfvn-]

eall rax ; GETSTARTUPINFO()
mov rax, [rdi+l0h]

lea rdx, [rsp+i30h+var_1BF]

movdga xmm0, cs:xmmword 1CCI000FABO

lea rex, [rsptii0h+var 1DF]

mov qword ptr [rbp+130h+var_100], rax
mOV rax, [rdi+lBh]
[movdqu xmmword ptr [rsp+iOh], xmm0 ; stackstring:

" GetStartupInfoW’

" }GetCurrentProcess’

TLP: WHITE

Figure 7 - This screenshot illustrates a section of code utilized by the malware to implement a "reverse shell" capability. Note the
complex obfuscation utilized to obfuscate the various API calls.

185.136.163.104

Tags
command-and-control
Whois
Queried whois.ripe.net with "-B 185.136.163.104"...

% Information related to '185.136.163.0 - 185.136.163.255'

% Abuse contact for '185.136.163.0 - 185.136.163.255' is 'pivps.com@gmail.com'

inetnum: 185.136.163.0 - 185.136.163.255
netname: VELIANET-FR-PINETLLC
descr: Pi NET, LLC

country: FR

org: ORG-PNL20-RIPE

admin-c: PNL16-RIPE

tech-c: PNL16-RIPE

status: ASSIGNED PA

remarks: ticket.velia.net 122001
notify: vhid-hostmaster@godaddy.com
mnt-by: FGK-MNT

created: 2018-10-26T15:33:38Z

CISA MAR-10382580.r1.v1. WHITE

TLP: WHITE
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last-modified: 2018-10-26T15:33:38Z
source: RIPE

organisation: ORG-PNL20-RIPE

org-name: Pi NET, LLC

org-type: OTHER

address: No 74, Tang Thiet Giap, Co Nhue
address: Tu Liem

address: 100000 Hanoi

address: Viet Nam
phone: +84 977471775
e-mail: pivps.com@gmail.com

admin-c: PNL16-RIPE

tech-c: PNL16-RIPE

abuse-c: PNL16-RIPE

mnt-ref: FGK-MNT

mnt-by: FGK-MNT

created: 2017-09-07T11:08:29Z
last-modified: 2017-09-07T11:08:29Z
source: RIPE

role: Pi NET, LLC

address: No 74, Tang Thiet Giap, Co Nhue
address: Tu Liem

address: 100000 Hanoi

address: Viet Nam
phone: +84 977471775
e-mail: pivps.com@gmail.com

nic-hdl: PNL16-RIPE

mnt-by: FGK-MNT

created: 2017-09-07T11:08:297
last-modified: 2017-09-07T11:08:292
source: RIPE

abuse-mailbox: pivps.com@gmail.com

% Information related to '185.136.160.0/22A529066'

route: 185.136.160.0/22

descr: velia.net Internetdienste GmbH
origin: AS29066
notify: vhid-hostmaster@godaddy.com

mnt-by: FGK-MNT

mnt-by: GODADDY-MNT

created: 2018-09-03T07:40:03Z
last-modified: 2019-06-04T09:16:09Z
source: RIPE

% This query was served by the RIPE Database Query Service version 1.103 (ANGUS)

Relationships

66966ceae7e3a8aace6¢c27183067d861f9d72
67aed30473a95168c3fe19f2c16

185.136.163.104 Connected_From

Description

winds.exe attempts to connect to this IP address.

d071c4959d00alef9cce535056c6b01574d8a8104a7¢3b00a237031ef930b10f

Tags
backdoor

Details

CISA MAR-10382580.r1.v1. WHITE

TLP: WHITE

TLP: WHITE
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Name d071c4959d00alef9cce535056c6b01574d8a8104a7¢c3b00a237031ef930b10f

Size 581632 bytes

Type PE32+ executable (console) x86-64, for MS Windows
MD5 7bilce3fe542c6ae2919aa94e20dc860e
SHA1 49a5852783fcefd9513b02d27a0304ae171f4459

SHA256 d071c4959d00alef9cce535056¢c6b01574d8a8104a7¢3b00a237031ef930b10f

TLP: WHITE

SHA512 07ab85017714ded24ef9¢f25310¢c76b5b05616398b09b85e0e7b177c7ab662b5c855€6814dc50c12f88a130921afb
5f7f8134583chbdc7¢21917c2dfcad0f2d2

ssdeep | 6144:r47ZkpeF7uuHVEokxXHXFCgPOcUx3X6WUNSz3m3+CRn7qGkFglkwLB6iZf:r47/F7uuHDY10PxhUuKeGw3Z

Entropy 6.181663

Antivirus
AhnLab @ Backdoor/Win.NukeSped
Avira HEUR/AGEN.1213015

YARA Rules

e rule CISA_10382580_02: rat
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10382580"
Date = "2022-06-02"
Last_Modified = "20220602_1200"
Actor = "n/a"
Category = "RAT"
Family = "n/a"

Description = "Detects unidentified Remote Access Tool samples"

MD5_1 = "7b1ce3fe542c6ae2919aa94e20dc860e"
SHA256_1 = "d071c4959d00alef9cce535056c6b01574d8a8104a7c3b00a237031ef930b10f"

strings:

$s0={48 8B 06 OF B6 04 0132C2F6C101750234E7}
$s1={88 04 OF 48 FF C1 48 8B 46 08 48 3B }
$s2 ={ OF BE CA C1 CF OD 8D 41 EO 80 FA 61 OF 4C C1 03 }
$s3 ={ F8 4D 8D 40 01 41 OF B6 10 84 D2 }

condition:
all of them
}
ssdeep Matches

No matches found.

PE Metadata

Compile Date | 2022-03-03 01:35:56-05:00

Import Hash = 78edf5fc05b665f28f902f99b039¢c408

PE Sections
MD5
0fd74e4e16029f0837428b76b1d62b68
bfdaba9ac4dadf31b2346¢cf1104eccOd
9¢82a4527253007ab20b19fef102¢551
a7502cfe7c93b5a4882fb1e6078e6652
9¢3d8f5359ac9abd96529387b2acbdde
791660e03dd58cccf36d40f4c9bb6d75
f3f7d9cb1331a4d1270bcOb08b2090bc

CISA MAR-10382580.r1.v1. WHITE

Name
header
text
.rdata
.data
.pdata
_RDATA
.reloc

Raw Size
4096
397312
126976
20480
24576
4096
4096

Entropy

0.896086
6.440368
4.853780
4.180216
5.115554
0.259819
5.005726

TLP: WHITE
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TLP: WHITE

Packers/Compilers/Cryptors
Microsoft Visual C++ 8.0 (DLL)

Relationships

66966ceae7e3a8aace6c27183067d861f9d72

d071c4959d... Contained_W.ithin 672ed30473295168¢c3fe19f2c16

Description

Analysis of this file indicates it is a memory dump and is the embedded malicious executable contained within wind.exe.

33b89b8915aaa59a3c9db23343e8¢c249b2db260b9b10e88593b6ff2fb5f71d2b

Tags
trojan

Details
Name @ odbccads.exe
Size 724992 bytes
Type PE32+ executable (GUI) x86-64, for MS Windows
MD5 de0d57bdc10feelele16e225788bb8de
SHA1 695d31cdac532be8e6d2a98220c0c55f3385aa0b
SHA256 33b89b8915aaa59a3c9db23343e8c249b2db260b9b10e88593b6ff2fb5f71d2b

SHA512 45bea34a3248e2d8ef1c1922f9b9bd89b80552bf9429e1e83595b5684¢2067f6a1f04ef44f2d086cd9248a01022¢efe
9ebf539c6a280f780aee9796225b960f0f

ssdeep | 12288:q508g83QpKI+CjNubs1luYiEoCvhHw3IZjUwJIx8qpXeS/E9mHLO/dk:KOHg3eK18g5s7ziSqVZj980P/E9ka/d
Entropy 7.624236

Antivirus
Adaware Gen:Variant.Ulise.345018
AhnLab Trojan/Win.Generic
Avira HEUR/AGEN.1248665
Bitdefender Gen:Variant.Ulise.345018
ESET a variant of Win64/Injector.HA.gen trojan
Emsisoft Gen:Variant.Ulise.345018 (B)
IKARUS Trojan.Win64.Injector

YARA Rules

¢ rule CISA_10382580_03 : loader
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10382580"
Date = "2022-05-02"
Last_Modified = "20220602_1200"
Actor ="n/a"
Category = "Loader"
Family = "n/a"
Description = "Detects loader samples"
MD5_1 = "3764a0f1762a294f662f3bf86bac776f"
SHA256_1 = "f7f7b059b6a7dbd75b30b685b148025a0d4ceceab405e553ca28cacdeae43fab"
MD5_2 = "21fa1a043460c14709ef425ce24da4fd"
SHA256_2 = "66966ceae7e3a8aace6c27183067d861f9d7267aed30473a95168c3fe19f2¢c16"
MD5_3 = "e9c2b8bd1583baf3493824bf7b3ec51e"

TLP: WHITE
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TLP: WHITE

SHA256_3 = "7€a294d30903c0ab690bc02b64b20afOcfe66a168d4622e55dee4d6233783751"
MD5_4 = "de0d57bdc10feelele16e225788bb8de"
SHA256_4 = "33b89b8915aaa59a3c9db23343e8¢c249b2db260b9b10e88593b6ff2fb5f71d2b"
MD5_5 ="9b071311ecd1a72bfd715e34dbd1bd77"
SHA256_5 = "3¢2c¢835042a05f8d974d9b35b994bcf8d5a0ce19128ebb362804c2d0f3eb42c0"
MD5_6 = "05d38bc82d362dd57190e3cb397f807d"
SHA256_6 = "4cd7efdbla7ac8c4387¢c515a7h1925931beb212b95¢c4f9d8b716dbel18f54624f"
strings:
$s0 ={B8 01 00 00 00 48 6B CO 00 C6 44 04 20 A8 B8 01}
$s1={00 00 48 6B CO 01 C6 44 04 209A B8 01 0000}
$s2 ={48 6B CO 02 C6 44 04 20 93 B8 01 00 00 00 48}
$s3 ={C0 03 C6 44 04 20 9B B8 01 00 00 00 48 6B CO }
condition:
all of them

}

ssdeep Matches

No matches found.

PE Metadata
Compile Date | 2016-06-12 12:53:34-04:00
Import Hash | 4f2b9ad89041fedc43298c09c8e7b948
Company Name | Sysinternals - www.sysinternals.com

File Description | Lists logon session information
Internal Name | LogonSessions
Legal Copyright Copyright (C) 2004-2016 Mark Russinovich
Original Filename | logonsessions.exe
Product Name | Sysinternals LogonSessions
Product Version | 1.4

PE Sections

MD5 Name Raw Size Entropy

061073798e31a66598c1b1a1089e1256 header 1024 2.887037
acb35el1a2a26fb3ddd19a088cech3166 text 89088 6.366966
4d9a0bcd9467b5aaee5d4d762219821b .rdata 65536 4.425938
f80417eeab656641c6a5206454b398d3 .data 6656 3.054858
€0d2510e666231c532ff97edf51abd10 .pdata 5120 4.855993
28¢72f93d407e70be44e0cacd3994710 .rsrc 555520 7.909148
bcab39afcd691a4a238b78fc830dc55a .reloc 2048 4939573

Relationships
33b89b8915... Connected_To 134.119.177.107

Description

This malware is a loader that contains an encrypted executable. During runtime, this encrypted executable is decrypted and loaded into
memory, never touching the system hard disk. The encrypted executable is the same family of malware as "f7_dump_64.exe"
(88a5e4b24747648a4e3f0a2d5282h51683260f9208b06788fc858c44559dale8). The malware embedded within this loader
attempts to communicate with the remote C2 134[.]119][.]177[.]107.

Screenshots

TLP: WHITE
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TLP: WHITE

19-: nnmn:m.
eax, Iirtc ]rh.' [eB45]
rld, [rlo+
edx, cax, J.l'?a
1d

X  @ax, byte ptr [r8+0Fh]
ecx, eax, &7h ; 'G
= m.ellsrtl ptr [r8+0Bh]

acx, eax, 35h ; 'S5

Itci-l]. dil

ecx, eax, 17h

oVEIX  8ax, [raptiBh+arg 8]
[r8], al

X  @ax, [rl!ﬂl!hﬂﬂj i8]
[x8+5],

el, TFh
|an&hﬂu:q #], bl
dl,

|:m-5], rldb
[r10-1], 4l
ehx, dil

x
x  odi, sil
[cB+E], rlSh

AN, [l‘l?"‘"h‘?ll‘ -II]

[rap+iBh+arg 18], al

[r8+0Ah], al

X @ax, [upnnn+nr_ln

[rap+iBh+var_ 48],

[r8+0Bh], al

x @ax, [rsp+i@h+var_46]

|ujrusu+u: 47), al

[r8+0Ch]), al

x  eax, [rsptifih+var 45)
[cap+iBh+var_46), al

0 [r8+0Dh], a

OWEIX eax, [rap+iBh+var_44)

[csp+iBh+var_45], al

[rB+0EL], al

xd rax, rlld

[esp+iBh+var_d44], dl

rax,

loc_l13DCDEDIBAD

¥

Figure 8 - This screenshot illustrates the encryption algorithm the malware uses to encrypt data sent to and received from the
remote operator. Static analysis indicates a random 16-byte key is generated before each transmission of data, and this key is
included in blocks of data sent and received. It may be possible to decrypt communications of this malware by extracting this
cryptographic key from sent and received data.

134.119.177.107

Tags
command-and-control

Ports

* 443 TCP

Whois
Queried whois.ripe.net with "-B 134.119.177.107"...

% Information related to '134.119.177.0 - 134.119.177.255'
% Abuse contact for '134.119.177.0 - 134.119.177.255' is 'pivps.com@gmail.com'

inetnum: 134.119.177.0 - 134.119.177.255
netname: VELIANET-FR-PINETLLC

descr: Pi NET, LLC

country: FR

org: ORG-PNL18-RIPE

admin-c: PNL14-RIPE

TLP: WHITE
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tech-c: PNL14-RIPE

status: LEGACY

remarks: ticket.velia.net 87114
notify: hostmaster@velia.net
mnt-by: FGK-MNT

created: 2017-05-12T09:24:37Z
last-modified: 2017-05-12T09:24:37Z
source: RIPE

organisation: ORG-PNL18-RIPE

org-name: PiNET, LLC

org-type: OTHER

address: No 74, Tang Thiet Giap, Co Nhue
address: Tu Liem

address: 100000 Hanoi

address: Viet Nam
phone: +84 977471775
e-mail: pivps.com@gmail.com

admin-c: PNL14-RIPE

tech-c: PNL14-RIPE

abuse-c: PNL14-RIPE

mnt-ref: FGK-MNT

mnt-by: FGK-MNT

created: 2017-05-09T08:44:127
last-modified: 2017-05-09T08:44:127
source: RIPE

role: Pi NET, LLC

address: No 74, Tang Thiet Giap, Co Nhue
address: Tu Liem

address: 100000 Hanoi

address: Viet Nam
phone: +84 977471775
e-mail: pivps.com@gmail.com

nic-hdl: PNL14-RIPE

mnt-by: FGK-MNT

created: 2017-05-09T08:44:127
last-modified: 2017-05-09T08:44:127
source: RIPE

abuse-mailbox: pivps.com@gmail.com

% Information related to '134.119.176.0/20AS29066'

route: 134.119.176.0/20

descr: velia.net

origin: AS29066

mnt-by: FGK-MNT

notify: hostmaster@velia.net
created: 2017-05-11709:17:20Z
last-modified: 2017-05-11T09:17:20Z
source: RIPE

% This query was served by the RIPE Database Query Service version 1.103 (HEREFORD)

Relationships

134.119.177.107

134.119.177.107

Description

Connected_From

Connected_From

33b89b8915aaa59a3c9db23343e8c249b2db
260b9b10e88593b6ff2fb5f71d2b

88a5e4b24747648a4e3f0a2d5282b5168326
0f9208b06788fc858c44559dale8

"odbccads.exe" and "f7_dump_64.exe" attempt to connect to this IP address.

CISA MAR-10382580.r1.v1. WHITE

TLP: WHITE
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7ea294d30903¢c0ab690bc02b64b20af0cfe66a168d4622e55dee4d6233783751

Tags
trojan

Details
Name | praiser.exe
Size | 727040 bytes
Type PE32+ executable (GUI) x86-64, for MS Windows
MD5 e9c2b8bd1583baf3493824bf7b3ec51e
SHA1 76f2c5f0312346caf82ed42148e78329f8d7b35a
SHA256 7ea294d30903c0ab690bc02b64b20afOcfe66a168d4622e55dee4d6233783751

TLP: WHITE

SHA512 d3ee9aT7echade56¢c72dbbdacf29ch122a6254dfc159427166829ca793d80ee21d3bf0229ebef46fdb9e326e49ad1ch8

4b49121417462b3a79d299708cf578ach
ssdeep  12288:e5jggI3QpKONHOFXuvHNZXXbt8Qx1+d/Amk31:0jHIBeKOHO6VHNZXbtVXS/Amol
Entropy 7.622654

Antivirus
Adaware Gen:Variant.Ulise.345018
AhnLab Trojan/Win.Generic
Avira | TR/Injector.oqsge
Bitdefender Gen:Variant.Ulise.345018
ESET a variant of Win64/Injector.HA.gen trojan
Emsisoft Gen:Variant.Ulise.345018 (B)
IKARUS = Trojan.Win64.Injector
K7 Trojan (0058e94e1)
McAfee RDN/Generic.dx
Zillya! Trojan.Injector.Win64.1263

YARA Rules

¢ rule CISA_10382580_03 : loader
{
meta:
Author = "CISA Code & Media Analysis"
Incident = "10382580"
Date = "2022-05-02"
Last_Modified = "20220602_1200"
Actor = "n/a"
Category = "Loader"
Family = "n/a"
Description = "Detects loader samples"
MD5_1 = "3764a0f1762a294f662f3bf86bac776f"
SHA256_1 = "f7f7b059b6a7dbd75b30b685b148025a0d4ceceab405e553ca28cacdeae4 3fab"
MD5_2 = "21fa1a043460c14709ef425ce24da4fd"

SHA256_2 = "66966ceae7e3a8aace6c27183067d861f9d7267aed30473a95168¢3fe19f2¢c16"

MD5_3 = "e9c2b8bd1583baf3493824bf7b3ec51e"

SHA256_3 = "7ea294d30903c0ab690bc02b64b20afOcfe66a168d4622e55dee4d6233783751"

MD5_4 = "de0d57bdc10feelelel6e225788bb8de"

SHA256_4 = "33b89b8915aaa59a3¢c9db23343e8¢c249b2db260b9b10e88593b6ff2fb5f71d2b"

MD5_5 ="9b071311ecdla72bfd715e34dbd1bd77"

SHA256_5 = "3¢2c¢835042a05f8d974d9b35b994bcf8d5a0ce19128ebb362804c2d0f3eb42c0"

MD5_6 = "05d38bc82d362dd57190e3cb397f807d"

CISA MAR-10382580.r1.v1. WHITE
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TLP: WHITE

SHA256_6 = "4cd7efdbla7ac8c4387¢c515a7bh1925931beb212b95¢c4f9d8b716dbel8f54624f"
strings:

$s0 ={B8 01 00 00 00 48 6B CO 00 C6 44 04 20 A8 B8 01}

$s1={00 00 48 6B CO 01 C6 44 04 209A B8 010000}

$s2 ={48 6B CO 02 C6 44 04 20 93 B8 01 00 00 00 48 }

$s3 ={C0 03 C6 44 04 20 9B B8 01 00 00 00 48 6B CO }
condition:

all of them

}
ssdeep Matches

No matches found.

PE Metadata
Compile Date = 2016-06-12 12:53:34-04:00
Import Hash | 4f2b9ad89041fedc43298c09c8e7b948
Company Name | Sysinternals - www.sysinternals.com

File Description Lists logon session information
Internal Name LogonSessions
Legal Copyright Copyright (C) 2004-2016 Mark Russinovich
Original Filename | logonsessions.exe
Product Name @ Sysinternals LogonSessions
Product Version | 1.4

PE Sections

MD5 Name Raw Size Entropy

0c44f8237fa873b9bd4efaa9489ad650 header 1024 2.879905
1a1bf58f62faa7d93ce17441b9bf738d text 89088 6.367004
4d9a0bcd9467b5aaee5d4d762219821b .rdata 65536 4.425938
f80417eeab656641c6a5206454b398d3 .data 6656 3.054858
€0d2510e666231c532ff97edf51abd10 .pdata 5120 4.855993
8c14221badalb5cef72ccc7f336dbe5f5 .rsrc 557568 7.903129
bcab39afcd691a4a238b78fc830dc55a .reloc 2048 4939573

Relationships
7ea294d309... Connected_To 162.245.190.203

Description

This malware is a 64-bit Intel Windows loader that contains an encrypted malicious executable. During runtime, this encrypted
executable is decrypted and loaded into memory, never touching the system hard disk. The encrypted executable is the same family of
malware as "f7_dump_64.exe" (88a5e4b24747648a4e3f0a2d5282b51683260f9208b06788fc858c44559dale8). The malware
embedded within this loader attempts to communicate with the hard-coded C2 162[.]1245[.]190][.]203.

Screenshots

TLP: WHITE
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L] T
lea rdx, ds:2[rdx*2]
loc 27995774248: mov rcx, [rbp+ll0h+var 70]
| ‘cmp ax, lEh mov rax, rox
jnz short loc_27995774258| |cmp rdx, 1000h
| ib short loc_27995774136
= L i ¥
rdx, 27h
10c_2?995?‘.‘4258| rex, [rex
cmp ax, 52Zh : sub rax, rcx
jnz shert luc 219!51‘7121! add rax, OFFF
cmp rax, 1Fh
loc_27995
= ¥
. =
3FCl loc_27995774278:
‘cmp ax, 53h ; 'S’
jnz short loc_2799577428A)
|
| !
L] = L ]
= =
rex, rdi lea rex, [rdi+0BOh] lea rex, [rdi+0D0Oh]
call sub_27995770B40 call sub_2799577E1CD call sub_2799577C200
0| |jmp short loc_ 2799577428A| lea rex, [rdi+0B0h]
A call sub_2799577E0EQ
jmp short loc_2799577428A
|

TLP: WHITE

Figure 9 - This screenshot illustrates a portion of the C2 structure extracted from this loader's embedded executable. This code
illustrates this malware is the same family of malware as the malware f7_dump_64.exe, also detailed within this report.

aax, byte rd+5
tio, [Hoeny ol
edx, eax, IFh

eax, h]tl pt: |=mn1
‘G’

BAX, hrtl ptl |rﬂl'll'h]
dl, el
acx, eax, 35h ; '5°

ecx, eax, 17h
eax, [upﬂsmrg_ﬂl
Iré],

eax, [uwsmrg_u]
[x8+59], al

cl, TFh
[rsp+iBh+arg_8), bl
dl, cl

eax, [gmnr;:nr ig]
[Esp+i +u:'_ 1, a
[E8+0ah] ,
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[c8+0Bh], al
oaax, [npl-l.lﬂn:_i:]
[rsp+iBhtvar_47], a
£ T
ll.'l' Sh+var 46], i
|rmn].
rap+iBh+var_44]
|ﬂpﬂumr 45], al
(£840ER], a1 ‘
rax, rlld
Iurﬂnhﬂlr 44], dl
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Figure 10 - This screenshot illustrates a portion of the communication cryptographic function extracted from this loaders embedded
executable. This code illustrates this malware is the same family of malware as the malware f7_dump_64.exe, also detailed within
this report.

162.245.190.203

Tags
command-and-control

Whois

NetRange: 162.245.184.0-162.245.191.255
CIDR: 162.245.184.0/21

NetName: QUADRANET-DOWNSTREAM
NetHandle: NET-162-245-184-0-1

Parent: NET162 (NET-162-0-0-0-0)

NetType: Direct Allocation

OriginAS: AS8100

Organization: QuadraNet Enterprises LLC (QEL-5)
RegDate: 2014-03-28

Updated: 2018-08-30

Ref: https://rdap.arin.net/registry/ip/162.245.184.0

OrgName: QuadraNet Enterprises LLC

Orgld: QEL-5

Address: 19528 Ventura Blvd #433

City: Tarzana

StateProv: CA

PostalCode: 91356

Country: us

RegDate: 2018-06-07

Updated: 2018-10-11

Ref: https://rdap.arin.net/registry/entity/QEL-5

ReferralServer: rwhois://rwhois.quadranet.com:4321

Relationships

7ea294d30903c0ab690bc02b64b20afOcfe66

162.245.190.203 Connected_From a168d4622e55dee4d6233783751

Description

"praiser.exe" attempts to connect to this IP address.

3¢2¢835042a05f8d974d9b35b994bcf8d5a0ce19128ebb362804c2d0f3eb42c0

Tags
trojan

Details
Name fontdrvhosts.exe
Size | 950272 bytes
Type PE32+ executable (GUI) x86-64, for MS Windows
MD5 9b071311ecdla72bfd715e34dbd1bd77
SHA1 4a3f79d6821139bc1c3f44fb32e8450€e9705237
SHA256 3c¢2¢835042a05f8d974d9b35b994bcf8d5a0ce19128ebb362804¢2d0f3eb42c0

SHA512 | 73444e81e02ac8649fa99aa6d98c3818589a627da687f7813a27b83e70e04b4eh4b38f69e7a103398440f9e03b47¢
6dcfcOb7a42ef5bae71c9e527ed52789¢efc

ssdeep | 24576:VUQ+cIWhn/PvswcxMnTndLF2nepjcrDXrVXK50DcD:VUCqTnKbK5
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Entropy 7.475351

Antivirus
ESET a variant of Win64/Injector.HA.gen trojan
IKARUS | Trojan.Win64.Injector

YARA Rules

¢ rule CISA_10382580_03 : loader
{

meta:
Author = "CISA Code & Media Analysis"
Incident = "10382580"
Date = "2022-05-02"
Last_Modified = "20220602_1200"
Actor = "n/a"
Category = "Loader"
Family = "n/a"
Description = "Detects loader samples"
MD5_1 = "3764a0f1762a294f662f3bf86bac776f"
SHA256_1 = "f7f7b059b6a7dbd75b30b685b148025a0d4ceceab405e553ca28cacdeae43fab"
MD5_2 = "21fa1a043460c14709ef425ce24da4fd"
SHA256_2 = "66966ceae7e3a8aace6c27183067d861f9d7267aed30473a95168c3fe19f2¢c16"
MD5_3 = "e9c2b8bd1583baf3493824bf7b3ec51e"
SHA256_3 = "7€a294d30903c0ab690bc02b64b20afOcfe66a168d4622e55dee4d6233783751"
MD5_4 ="de0d57bdc10feelele16e225788bb8de"
SHA256_4 = "33b89b8915aaa59a3c9db23343e8¢c249b2db260b9b10e88593b6ff2fb5f71d2b"
MD5_5 ="9b071311ecdla72bfd715e34dbd1bd77"
SHA256_5 = "3¢2c¢835042a05f8d974d9b35b994bcf8d5a0ce19128ebb362804c2d0f3eb42c0"
MD5_6 = "05d38bc82d362dd57190e3cb397f807d"
SHA256_6 = "4cd7efdbla7ac8c4387¢c515a7bh1925931beb212b95¢c4f9d8b716dbel18f54624f"

strings:
$s0 ={B8 01 00 00 00 48 6B CO 00 C6 44 04 20 A8 B8 01}
$s1={00 00 48 6B CO 01 C6 44 04 209A B8 01 0000}
$s2 ={48 6B CO 02 C6 44 04 20 93 B8 01 00 00 00 48 }
$s3 ={C0 03 C6 44 04 20 9B B8 01 00 00 00 48 6B CO }

condition:
all of them

}
ssdeep Matches
No matches found.
PE Metadata
Compile Date | 2020-11-04 13:24:40-05:00

Import Hash = ¢85981382fb4eb606f6d91ad6bdc7112
Company Name | Sysinternals - www.sysinternals.com

File Description | Directory disk usage reporter
Internal Name DU
Legal Copyright Copyright (C) 2005-2018 Mark Russinovich
Original Filename | du.exe
Product Name @ Sysinternals Du
Product Version | 1.62

PE Sections
MD5 Name Raw Size Entropy
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78d132074de70aeea7869dd58a1c9f94 header 1024 3.116777
440d1delebc4370b4c5b9484f4d6bceb text 322048 6.447230
2e1630eccc28f57d2eb5e243b81b472b .rdata 105984 5.104773
de30a21bcd286f9ecbbe9b5430d748fd .data 4096 2.850634
85d64a30df840f5f518c92faefdbf3a3 .pdata 19456 5.731131
753a82453395193c63bfea56bfcflef2 .rsrc 495104 7.970015
a9c4c9elbc46b5a68f1853eabc7543bb .reloc 2560 5.037904

Relationships
3¢2¢835042... Connected_To 155.94.211.207

Description

This malware is a malicious 64-bit Intel Windows loader that contains an encrypted executable. During runtime, this encrypted
executable is decrypted and loaded into memory, never touching the system's hard disk. The encrypted executable is the same family of
malware as "f7_dump_64.exe" (88a5e4b24747648a4e3f0a2d5282b51683260f9208b06788fc858c44559dale8). This malware
attempts to communicate with the hard-coded C2 location 155[.]94[.]211[.]207.

155.94.211.207

Tags
command-and-control

Whois

NetRange: 155.94.128.0 - 155.94.255.255
CIDR: 155.94.128.0/17

NetName: QUADRANET

NetHandle: NET-155-94-128-0-1

Parent: NET155 (NET-155-0-0-0-0)

NetType: Direct Allocation

OriginAS: AS8100

Organization: QuadraNet Enterprises LLC (QEL-5)
RegDate: 2014-06-11

Updated: 2018-08-30

Ref: https://rdap.arin.net/registry/ip/155.94.128.0

OrgName: QuadraNet Enterprises LLC

Orgld: QEL-5

Address: 19528 Ventura Blvd #433

City: Tarzana

StateProv: CA

PostalCode: 91356

Country: us

RegDate: 2018-06-07

Updated: 2018-10-11

Ref: https://rdap.arin.net/registry/entity/QEL-5

Relationships

3¢2c835042a05f8d974d9b35b994bcf8d5a0c

155.94.211.207 Connected_From 619128ebbh362804¢2d0f3eb42c0

Description

"fontdrvhosts.exe" attempts to connect to the IP address.

28e4e7104cbffa97a0aa2f53b5ebchcdba360ec416b34bb617e2f8891d204816

Tags
trojan
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Details
Name | error_401.jsp
Size 23171 bytes
Type | ASCII text, with very long lines, with no line terminators
MD5 3e200093f737fcd1e4bd350f6ffb7d56
SHA1 0e9e98d93463798645cc0a972a4ff6f99977318a
SHA256 28e4e7104cbffa97a0aa2f53b5ebcbcdba360ec416b34bb617e2f8891d204816

SHA512 9269ad158e16df39acf56a209b9afd91713282d8a%a7f5a51efefa8ef1de0c8093495¢2994e11ef464753171bdf1d76
2d4def0d0191b111403250ae47d63cf8e

ssdeep | 192:/20kbSJWwmduoToGPJswyEnczKvN4/kV+8YBRKY90/9:ESJeUgybee509
Entropy 5.172150

Antivirus

No matches found.

YARA Rules

No matches found.

ssdeep Matches

No matches found.

Description

This file contains heavily encrypted Java code. Analysis of this application reveals it is a malicious JSP application. It is designed to
parse data and commands from incoming Hypertext Transfer Protocol (HTTP) requests, providing a remote operator C2 capabilities over
a compromised system. This malicious webshell will allow a hacker to retrieve files from the target system, upload files to the target
system, and execute commands on the target system. The webshell is portable and can be used to remotely control both Linux and
Windows servers.

Static analysis indicates the malware parses data from the parameters named "X-Client-Datal" and "X-Client-Data2" from incoming
web requests. This data is expected to be command and control data provided from a remote operator. Static analysis indicates the
malware parses the data from the parameter "X-Client-Datal" and uses it as an Rivest Cipher 4 (RC4) key to encrypt the phrase
"Freedom and Democracy". If the result of encrypting this phrase with the provided RC4 key equals
"5lbknpgSPJSs5hQjT5mJAzn4Nqvo", the malware knows the hacker has the right key and will allow them to input commands to control
the hacked server.

The command data will be provided in the parameter "X-Client-Data2". This data is decrypted using the previously mentioned RC4 key
provided in parameter "X-Client-Datal". Refer to screenshots 11-14 for additional context of the functionality and purpose of this
malicious webshell.

Screenshots
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1NN H
result="";

Hellalk.

public String to
{
byte[lbuf byte

o L
(byte) (t

i
1)-(byte} (t

{byte) (t

Figure 11 - This screenshot illustrates code utilized to encrypt the string "Freedom and Democracy" with the hacker provided RC4
key. If the result of this encryption is equal to "5lbknpgSPJSs5hQjT5mJAzn4Nqvo" the hacker is authenticated and able to submit
commands to the malicious webshell.
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key must be between 1 and 256 bytes

(int i-08;1
{
5[il-(byte)i;
Tlil=k[i“keylen];
}
int j=8;

{
i=(3+5 [11+T[1] ) @xFF;
byte temp-5[il;
5[il=5[j];
5[j]-temp;
}
¥

}
public byte[]fucku(rinal byte[lr t)
{

final byte[]ctext byte[ptext.length];
int i-8,j-0,k,t;
(int counter-8;counter-ptext.length;counter

i={i+1)
j=(j+s[il) ;
byte temp-5[il;
5[i)=50[j1;
s[jl-temp;
145 [§1)cexFF;
k=5[t];
ctext [counter] - (byte) (ptext [counter] "k);

ctext;

Figure 12 - This screenshot illustrates the code the malware utilizes to implement the RC4 encryption algorithm. The two sections
of code illustrate the key initialization code as well as the actual stream cipher function.
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]

{

(data.startsWith((

int t;
public String toString(}
{
byte[lbuf byte[4];
t a71;

.toString(}}))
ng p-data.substring(4).split((

int t;
public String toString()
{
byte[]buf byte[11];
t 169;
buf [@]-(byte) (t
t==14 1
buf [1]-(byte) (t

Figure 13 - This screenshot illustrates the malware checking incoming data for the "put" command. The put command is used by
the hacker to upload files to the target system. The "get" command is used to download files from the target system. The "rtelnet"
command is used to actually execute commands on the target system. They could use these commands in conjunction to upload
and execute payloads on the target system. Notably, the commands and data sent to and from this malware will be encrypted via

RC4.
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]

{
child=Runtime.getRuntime().execinew Stringl
{

(new Object()
r

int t;
public String toStringl()

}
}

~toString(}]), (new Dbject()

*
int t;
public String toStringl)
{
i

buf

Figure 14 - This screenshot illustrates the capability the malware provides to execute commands on a target Linux system. This
capability could be utilized to execute payloads previously uploaded to the system via the "put" command.

f7f7b059b6a7dbd75b30b685b148025a0d4ceceab405e553ca28cacdeaed 3fab

Tags
trojan

Details
Name @ SvcEdge.exe
Size | 716800 bytes
Type PE32+ executable (GUI) x86-64, for MS Windows
MD5 3764a0f1762a294f662f3bf86bac776f
SHA1 6a87d8df99ea58d8612fa58a58b1a3a9512f160e
SHA256 f7f7b059b6a7dbd75b30b685b148025a0d4ceceab405e553ca28cacdeaed3fab

SHA512 cb4ebb81¢c46246b92ae427f8ch0962af7420632e1806bd41e6169f5a98229f967d42bc843925679bee09b847462¢eb
828adcdabe85e32b04f4cf859b0ed2d1725

ssdeep | 12288:35088Y3QpKOASdOShPcr6rppUsCCkbiPppbvBPYLbYQPmMfX:pOHY3eKGSar6pK2RIB2I
Entropy 7.625956

Antivirus
Adaware Gen:Variant.Ulise.345018
AhnLab | Trojan/Win.Generic
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Avira TR/Injector.mhzsy
Bitdefender Gen:Variant.Ulise.345018
ESET a variant of Win64/Injector.HA.gen trojan
Emsisoft Gen:Variant.Ulise.345018 (B)
IKARUS Trojan.Win64.Injector

YARA Rules

¢ rule CISA_10382580_03 : loader
{

meta:
Author = "CISA Code & Media Analysis"
Incident = "10382580"
Date = "2022-05-02"
Last_Modified = "20220602_1200"
Actor ="n/a"
Category = "Loader"
Family = "n/a"
Description = "Detects loader samples"
MD5_1 = "3764a0f1762a294f662f3bf86bac776f"
SHA256_1 = "f7f7b059b6a7dbd75b30b685b148025a0d4ceceab405e553ca28cacdeae43fab"
MD5_2 ="21fa1a043460c14709ef425ce24da4fd"
SHA256_2 = "66966ceae7e3a8aace6¢c27183067d861f9d7267aed30473a95168c3fe19f2c16"
MD5_3 = "e9¢2b8bd1583baf3493824bf7b3ec51e"
SHA256_3 = "7ea294d30903c0ab690bc02b64b20afOcfe66a168d4622e55dee4d6233783751"
MD5_4 = "de0d57bdc10feelele16e225788bb8de"
SHA256_4 = "33b89b8915aaa59a3c9db23343e8¢c249b2db260b9b10e88593b6ff2fb5f71d2b"
MD5_5 ="9b071311ecdla72bfd715e34dbd1bd77"
SHA256_5 = "3¢2c¢835042a05f8d974d9b35b994bcf8d5a0ce19128ebb362804c2d0f3eb42c0"
MD5_6 = "05d38bc82d362dd57190e3cb397f807d"
SHA256_6 = "4cd7efdbla7ac8c4387¢c515a7b1925931beb212b95¢c4f9d8b716dbel8f54624f"

strings:
$s0 ={B8 01 00 00 00 48 6B CO 00 C6 44 04 20 A8 B8 01}
$s1={00 00 48 6B CO 01 C6 44 04 209A B8 010000}
$s2 ={48 6B CO 02 C6 44 04 20 93 B8 01 00 00 00 48}
$s3={C0 03 C6 44 04 20 9B B8 01 00 00 00 48 6B CO }

condition:
all of them

}
ssdeep Matches
No matches found.
PE Metadata
Compile Date | 2016-06-12 12:53:34-04:00

Import Hash | 4f2b9ad89041fedc43298c09c8e7b948
Company Name | Sysinternals - www.sysinternals.com

File Description Lists logon session information
Internal Name | LogonSessions
Legal Copyright Copyright (C) 2004-2016 Mark Russinovich
Original Filename | logonsessions.exe
Product Name | Sysinternals LogonSessions
Product Version | 1.4

PE Sections
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MD5 Name Raw Size Entropy

f11e7a01c20bdb65f339a2e16ff2ab71 header 1024 2.889552
e€3e795ae8373330927da%9e37b54a58b4 text 89088 6.366985
4d9a0bcd9467b5aaee5d4d762219821b .rdata 65536 4.425938
f80417eeab656641c6a5206454b398d3 .data 6656 3.054858
€0d2510e666231c532ff97edf51abd10 .pdata 5120 4.855993
807875fc3b991f68fdcc9dd7536ecf58 .rsrc 547328 7.907534
bcab39afcd691a4a238b78fc830dc55a .reloc 2048 4939573

Relationships

88a5e4b24747648a4e3f0a2d5282b5168326

f7f7b0590... Contains 0f9208b06788fc858c44559dale8

Description

This file is a 64-bit Intel binary which has been identified as a malicious Windows loader. Upon execution, it decrypts and loads the
malware "f7_dump_64.exe" (88a5e4b24747648a4e3f0a2d5282h51683260f9208b06788fc858c44559dale8) in memory.

88a5e4b24747648a4e3f0a2d5282b51683260f9208b06788fc858c44559dale8

Tags
trojan

Details
Name @ f7_dump_64.exe
Size | 491520 bytes
Type | PE32+ executable (console) x86-64, for MS Windows
MD5 199a32712998c6d736a05b2dbd24a761
SHA1 45e0d90bd0283a1262d5afff46232e0ad4227d3b
SHA256 88a5e4b24747648a4e3f0a2d5282b51683260f9208b06788fc858c44559dale8

SHA512 b7a5c05135450fa6ea2a65dc227446ea52f9233a716f0fab78964d47898b53830441ecac54616d036b22d8241c264
3f1c405b956037df63149fe8029f97b5899

ssdeep  6144:X0jj3qx0aEOjBiBQABYnBxxxa+Af2/hWPsWubPzpkVb410f9Dg4l/AxYL+p3Z/1:XOn3qaaEOjUBQXLA+/S89tgs4xY43Z
Entropy 6.114557

Antivirus
AhnLab | Trojan/Win.PWS
ESET a variant of Win64/Spy.Agent.EA trojan

YARA Rules

¢ rule CISA_10382580_01: rat
{

meta:
Author = "CISA Code & Media Analysis"
Incident = "10382580"
Date = "2022-05-25"
Last_Modified = "20220602_1200"
Actor ="n/a"
Category = "Remote Access Tool"
Family = "n/a"
Description = "Detects Remote Access Tool samples"
MD5_1 ="199a32712998¢c6d736a05b2dbd24a761"
SHA256_1 = "88a5e4b24747648a4e3f0a2d5282b51683260f9208b06788fc858c44559dale8"

strings:
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$s0 ={ OF B6 40 OF 6B C8 47 41 OF B6 40 0B 02 D1 6B C8}
$s1={3541 0FB6 004188580141887802418870}

$s2 ={ 66 83 F8 1E }

$s3={66 83 F852}
condition:

all of them

}

ssdeep Matches

No matches found.

PE Metadata

Compile Date 2022-02-22 23:18:47-05:00
Import Hash cc2269b4f6al11e02b40a384e27ad5e8¢

PE Sections

MD5
053c02fb38d86cde0b2f936311eff105
3f71f9227¢631d0a9e5fe0d336705¢ebf
61a37d0b6fceed27908f87fe41ab1965
c8b9c69d2f0ea35735ae2205a7762bcd
38355455e83691feae2b4e6bc396081c
11abdcdaaf0271c411451a3ae533abad
023183b361ae5de3¢c7493f32da9ab756

Packers/Compilers/Cryptors
Microsoft Visual C++ 8.0 (DLL)

Relationships

88a5e4b247... Connected_To
88a5e4b247... Contained_Within
Description

Name Raw Size
header 4096
text 327680
.rdata 110592
.data 20480
.pdata 20480
_RDATA 4096
.reloc 4096

134.119.177.107

f7f7b059b6a7dbd75b30b685b148025a0d4ce

Entropy

0.901639
6.393162
4.796744
4.040144
5.287506
0.259819
4.895506

ceab405e553ca28cacdeae43fab

TLP: WHITE

This file is a 64-bit Windows executable that was extracted from the malware named SvcEdge.exe, also included within this submission.
Static analysis of this application reveals it is a RAT that provides a vast array of C2 capabilities to a remote operator. During runtime,
the malware connects out to its hard coded C2 server 134[.]119[.]177[.]107 on port 443. After establishing this connection, the
malware sits and waits for data to be sent back to it from the remote C2 server. Static analysis indicates the malware will receive a
block of data that contains command data, and a 16-byte key. The 16-byte key will be extracted from this received data, and utilized to
decrypt the command portion. The decrypted command portion of the C2 data will be checked to ensure that its first four bytes are
equal to the value OxXOEO3882Ah. If the values match, the malware will attempt to process the received decrypted data as a command.
If the values do not match, the C2 session will be terminated and the malware will attempt to reinitiate a connection to the C2 server.

Screenshots
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- L 8

loc_ 1C1022E3CAD: ; RBX INDEX, STARTS AS ZERO
MOVEX @ax, byte ptr [rbx+r8]
mov byte ptr [rspt+rbx+BBh+var 58], al
ine rbx
cmp rbx, 16 ; parse out 1lé bytes starting from RECVD + 7
jb short loc_lCl022E3CAO

J

L |

lea r8, [rsp+8Bhtvar 58] ; 16 BYTES --> RECVD + 7
mov ICx, i TARGET.DECRYPTION.BUFFER
call HILHIII ._ENCRYPTED FUNCTION
MOVEX rlld, rlib
mov
cmp dnm\rd ptr [::d.'l.], OE03882Ah
CMOVE rldd, RESULT VALUE MUST MATCH TO AUTHENTICATE
H y 4 lta.rts nt 1¢1022]3¢30

A RN

Figure 15 - This screenshot illustrates 16-bytes being parsed out from a block of data sent to this malware from its remote C2
server. Additionally, the screenshot illustrates this 16-bytes being utilized to decrypt another block of data retrieved from the C2
server and ensuring the first four bytes of the newly decrypted block match the value OEO3882Ah. If these bytes match the C2
session will continue. If not, the C2 session will be terminated.

| [

[l ==
[rsp+510h+var_4c0], r8 j MI‘G first command. First Command byte is Ox3ah.
{” 10111-'“ _460], 3Ah ;
ng 1C1022E29E0
¥
[eé =
mov rex, rl3
call  TO_GETDISKFREESPACE

XOLPS xmml, xmm0

movups [rbp+4l0h+var_490], xmmO

movups [rbp+4l0h+var 480], xmm0

mov gword ptr [rbp+4lOh+var 490], rbx
mov gqword ptr [rbp+4lOh+var 490+8], rbx
mov qword ptr [rbp+4lOh+var 480), rbx
mov dword ptr [rbp+ilOh+var 480+8], 8
mOV [rbp+410h+var_ 470], rbx

H } // starts at 1C1022E2596

:

s =

loc_1Cl022EZ6BE: ; Val

i try {

xor edx, edx

mov rsd. 290h ; Bize

lea rex, [rbp+dlOh+var 2D0] ; woid *
call memset

lea rax, [rbpt+é4lOh+var_460)

mov [rsp+510h+pExceptionObject], rax
MOVIE eax, byte ptr [rl3+608h]

mov byte ptr [rbp+ilOh+var_460], al
MOVIX eax, byte ptr [rl3+50%h]

mov byte ptr [rbp+ilOh+var_460+1], al
lea rdx, [rl3+610h]

lea rcx, [rbp+d4lOh+var 458]

call sub_1C1022D8D90

nop

Figure 16 - This screenshot illustrates the malware evaluating a command byte against data retrieved from the remote operator.
This is the "first command" checked for. If this command is issued, the malware will collect the target system information illustrated
in Figure 17, encrypt it, and send it back to the remote operator.

2A 88 03 OE|00 00 00 00|00 20 00 00|00 S8A OA AA|®........
E7 B6 6C 85|BD 00 88 8D |4A 42 34 B1|A5 79 7B EB Cﬂ1 %.
F3 67 A6 98|AD 80 D6 A9|B7 3C 89 3E|D1 31 33 34 og

2E 31 31 39|2E 31 37 37|2E 31 30 35|00 57 69 6E .
64 6F 77 73|20 31 30 00|20 20 20 20|20 20 49 6E|dows 10. In
74 65 6C 28|52 29 20 58|65 6F 6E 28|52 29 20 43| tel(R) Xeon(R) C
50 55 20 45|35 2D 32 36|39 37 20 76|32 20 40 20|PU E5-2697 v2 @

32 2E 37 30|47 48 7A 00|33 36 37 30|30 31 36 30(2.70GHz.36700160
00 33 30 37|31 36 00 38|36 34 30 30(00 00 00 00|.30716.86400....
00 00 00 00(00 00 00 00|00 00 00 00|00 AB AB AB| . v v vveeecanea & &€&
AB AB AB AB|AB AB AB AB|AB AB AB AB|AB 00 00 00| ¢ ECEECRECEE .+ « «

Figure 17 - This screenshot illustrates the malware sending a block of data to the remote C2 if the command byte Ox3a is provided.
Note: This block of data contains the computer IP address, operating system type, processor type and other system information. The
first four bytes of the block match the value OXOEO3882Ah indicating the remote operator does the same authentication check for

this value on incoming data from this malware. This data was collected by the malware as a result of the command issued in Figure
16.
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! OF1F3400 00000000 nop dword ptr ds:[rax+rax],eax
&0 42: 0FBG&0401 movzx eax,byte ptr ds:[rox+ra]
65 5B440D EO mov byte ptr ss:fIrbp+rox-20f,al
69 48:FFC1 inc rcx
2 48: 83F9 10 cmp rcx, 10
~L72 EE i 1C1022E4060/ _
>
Dump 3 @4 Dump 4 4% Dump 5 "E,r"’ Watch 1 [x=] Locals ;EJ Struct
Hex ASCII
SA 50 74 6C |32 BS 1C 30|07 E6 A6 9D |67 26 23 A3 |ZPLI2u.0.%, .g&#f
N7 BN S4 8C 04 T oh lEN F9 99 AC 74 o0 oo ool wiad e as 1t

Figure 18 - This screenshot illustrates the malware generating the random 16-byte key. The key is used to encrypt the outbound
data, which was collected as a result of the command illustrated in Figure 16.

42:0FB60401 movzx eax,byte ptr ds:[rcx+rs]
65 88440D EO mov byte ptr ss:[rbp+rcx-20J,al
9 48:FFC1 inc rcx
E 48:83F9 10 cmp rcx,10
7 ~ 72 EE jb 1C1022E4060
72 4C:8D45 EO lea r8,qword ptr ss:[irbp-20J
7 49:8BC9 mov rcx,r9
E8 B82FAFEFF €all 1C1022D3B0O
8853 08 mov edx,dword ptr_ds: [rbx+s]
>
Dump 3 4y Dump 4 &%9 Dump 5 "}:“‘ Watch 1 Ix=] Locals ;4' Struct
Hex ASCII
2A 88 03 OE(00 00 00 OO(00 20 00 OO(00 BA DA AA|®......c0v cenes .
E7 B6 6C 85|BD 00 88 8D|4A 42 34 81|AS5 79 7B EB gﬂ].%... B4.¥y{é
F3 67 A6 98|AD 80 D6 A9|B7 3C 89 3E|D1 31 33 34 og:...0@~c.nﬂ_
2E 31 31 39|2E 31 37 37|2E 31 30 35|00 57 69 6E .Win
64 6F 77 73|20 31 30 00|20 20 20 20|20 20 49 6E|dows 10. In
74 65 6C 28|52 29 20 58|65 6F 6E 28|52 29 20 43| tel(R) Xeon(R) C
50 55 20 45|35 2D 32 36|39 37 20 76|32 20 40 20(PU E5-2697 v2 @
32 2E 37 30|47 48 7A 00|33 36 37 30(30 31 36 30| 2.70GHz.36700160
00 33 30 37|31 36 00 38|36 34 30 30|00 00 00 00(.30716.86400....
00 00 00 00|00 00 OO0 00|00 00 OO0 OD|00 AB AB AB|..ccevunnanss ‘&
AB AB AB AB|AB AB AB AB|AB AB AB AB|AB 00 00 00| ¢« aa&&&. .
AN N N Aanian AN AN ANiaNn AN AN Aanlion oNn OoNn ON

Figure 19 - This screenshot illustrates the malware about to encrypt an outbound block of data using the key generated by the code
in Figure 18. This data was collected as a result of the command issued in Figure 16.

o UF IF 300 OO OF OWOT o pgr UL [TAdRTT dRT , =4

0 42:0FBG0401 movzx eax,byte ptr ds:[rcx+ra]

5 554400 EO mov byte ptr ss:firbp+rcx-20f,al

9 48:FFC1 inc rcx

C 48:83F9 10 cmp rcx,10

[ ~ 72 EE jb 1C102ZE4060

2 4£:8D45 EO 1ea r8,qword ptr ss:|[irbp-z0J

6 49: 8BC9 MoV rcx,r9

9 ES 82FAFEFF €d11 1Cc1022D3B00

8B53 08 mov edx,dword ptr ds:[rbx+8] w
>

TAAC9Y9EDEE]=12A L'I"

ump 3 &Y Dump 4 &Y% Dump 5 ) watch 1 [x=] Locals 2 struct
Hex ASCII
12| 78 28 34|AE B8 CO 71[15 61 47 D5 [4A 75 DO CB|Lx(4® Aqg.aGOIubE
36 2C E2 43|BC 2E BB D9|CS5 DE S5F 11|84 27 14 AC|6,ack. UAp_..'.=
AS GSE 12 1B|29 8B CD 64|01 F8 D3 30|74 01 08 E9| A..).Id.sd=t..é
C3 F8 1E A9(E4 4A 32 32 |F0O 97 EB 0A|2D A4 68 1E|Am.®31220, &.-nuh,
AB 7F 63 67 (5D CB OB EB|7C CF E9 F4|70 DE BB 46| .cglE.&|Iedpe F
63 62 80 E2|A9 87 OF B6|3E 32 57 CB|AZ 67 Al 51(ch.2®..7=-2WE¢Q|Q
52 44 44 58|23 A3 F3 18|DA C9 86 AB|0A 06 FB 24|RDDX#£0.UE. ..0%
C1 4A 9E 1F (5D AA 66 2C|(5C 15 51 C6|CB CB Az 1D|AJ..]=f,%.Q4EEe,
1D DO BB 9B|28 2F BD C4 (76 4B B4 EB|74 08 24 00| .D.. [ /MAvVK &r.%.
00 00 00 00|00 OO0 OO0 00|00 00 00 00|00 AB AB AB| ......cvvuuun Ty
ABE AE AB AB|AE AE AB AB |ABE ABE AB AB|ABE 00 00 00| ceaaadaasaaad. ..

Figure 20 - This screenshot illustrates the appearance of an outbound block of data right after it is encrypted by this malware. Static
analysis indicates this block is directly sent to the remote C2 using the Send() API. There is no further encryption performed on the
data before it is sent outbound.
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loc_1Cl022E27E6:
i try {
lea rax, [rbp+410h+var_460]
mov [rsp+510h+pExceptionObject], rax
mov [rbp+41l0h+var 1CC], OED3882Ah ; VALUE WILL be placed at beginning
; of outboud buffer, before block is encoded.
i That way the remote operator can confirm
i the block was decrypted successfully.
mov eax, 2
mov [rbp+410h+var_2D0], ax
H } // starts at 1C1022E27E6
jall e =
loc_1C1022E2805: ; GENERATES XOR KEY HERE
i try {
call GETTICKCOUNT_XOR
and al, 7Fh
add al, 80h
mov [rbp+410h+var 2CE], al ; RANDOM BLOCK SIZE GENERATED
mowv edi, ebx
lea rsi, [rbp+4l0h+var_2CD]
nop dword ptr [rax]
— v
loc_1C1022E2820:
call GETTICKCOUNT_ XOR
mov [rsi], al ; CREATING BLOCK. FIRST 16 BYTES WILL BE XOR KEY
inec edi
lea rsi, [rsi+l]
movzx  eax, [rbp+4l0Oh+var_ 2CE)
cmp edi, eax
il short loc_1Cl022E2820
B
L J

TLP: WHITE

Figure 21 - This screenshot illustrates the malware building the first parts of an outbound data block. The static value OEO3882Ah is
placed at the beginning of the buffer. This is so when the remote operator decrypts this block, it can ensure the first four bytes
match OE0O3882Ah, meaning the data was decrypted successfully.

_ L] _ Y
— laa. ' rdx, ds:2[rdx*2]
loc_1C1022E3598: mov rex, [rbp+ll0h+var
cmp ax, lEh mov rax, rcx
jnz short loc_lCl022E35A8| |cmp rdx, 1000h
jib short loc_lCl022E3
h i

loc_1Cl022E35A8:
cmp ax, 52h ; 'R’
jnz short loc_l1Cl022E35C8

Bll loc_1Cl022E35C8:
cmp ax, 53h ; 'S’
jnz short loc_ 1Cl022E35DA
- ¥ — L 4 - ¥
= ] 5= il =
mov rcx, rdi lea rcx, [rdi+0BOh] lea rex, [
call EXITPROCESS call TO_DISCONNECTNAMEDPIPE| call sub_1C
jmp short loc_1Cl022E35DA| |lea rcx, [rdi+0BOh]
call TO_REVERSE_SHELL
Jmp short loc_lCl022E35DA
|

Figure 22 - This screenshot illustrates the malware comparing a "command byte" to a hard-coded value that represents a

command. In this specific screenshot, the malware compares a hacker provided byte to see if the malware should initiate a reverse
shell or terminate itself from running.
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L K |

; R10 SHOULD CONTAIN THE BUFFER TO ENCODE

; R9 CONTAINS SIZE LIMIT. SIZE LIMIT PROVI

T

=
loc_1C1022D3BA0:
mOVEX aax, byte ptr [rB+5]
lea rl0d, [rlo+l]
imul odx, eax, 1Fh
ing rlld
Imovzx eax, byte ptr [r8+0Fh]
imul acx, eax, 47h ; ‘G
movEx  @eax, byte ptr [£B408hk)
add dl, el
imul @cx, eax, 3i5h ; 5
movzx eax, byte ptr [rB)
mov [r8+1],; bl
moY [cB+2], dil
mov [r8+3), sil
add dL, el
mov [rB+4), bpl
imul ecx, eax, 1Th
mOVIX  eax, [rsp+iSh+arg 8]
mov [=8], al
movix eax, [rsptifhtarg 18]
mov [r8+3], al
sub cl, 7Fh
mov [rap+iBh+arg 8], bl
add s €l
mov [rB+5], rldb
wor [rlo-1], 41
movEx abx, dil
MOVIXE eadi, sil
lmaw [£B4+6], £l5b
movzx esi, bpl
[mov [£847]), rl2b
movix abp, rlib
mov [c8+48], rlib
WOVIX rld4d, ri5bh
mowv [r8+0Fh], dl
movzx rl5d, rl2b
movzx rlid, rlib
movix rlid, al
mOvEIX eax, [rsprifh+var d48)
mOV [rsp+iBh+arg 18], al
mov [xB+0AR], al
mOVIX eax, [rsprifh+var 47]
mOV [rap+iBh+var_48], al
mov [r8+0Bh], al
movix eax, [rsprifhtvar 46)
mov [rsp+ifh+var_47], al
maw [c8+0Ch], al
movIX aeax, [rsp+ifh+var 45]
mov [csp+iB8h+var 46], al
mov [r8+0Dh], al
mOvEX eax, [rsptiSh+var_44)
|mav [esp+igh+var 45], al
mov [r8+0Eh], al
imovaxd rax, rlld
mov [rap+iBh+var 44], dl
cmp rax, r9 :
b loc_1C102ZD3BA0

L —

7

TLP: WHITE

Figure 23 - This screenshot illustrates the cryptographic algorithm utilized to secure communications between this malware and its
remote C2 server. Because the 16-byte key used to secure communications is included in the data sent and received from the
remote hacker, it may be possible to decrypt the network communications of this malware. Notably, each time the malware sends
data outbound to its new C2 server it will generate a new random 16-byte key which will be utilized to encrypt this outbound data.
The 16-byte key will be included in the data sent to the remote C2.

Relationship Summary

66966¢ceae7... Connected_To

66966c¢ceae7... Contains

185.136.163.104 Connected_From

d071c4959d... Contained_Within

33b89b8915... Connected_To

134.119.177.107 Connected_From

134.119.177.107

Connected_From

7ea294d3009... Connected_To
162.245.190.203 Connected_From
3c2c835042... Connected_To

CISA MAR-10382580.r1.v1. WHITE

185.136.163.104

d071c4959d00a1ef9cce535056c6b01574d8a
8104a7¢3b00a237031ef930b10f

66966ceae7e3a8aace6c27183067d861f9d72
67aed30473a95168c3fe19f2¢c16

66966ceae7e3a8aace6¢c27183067d861f9d72
67aed30473a95168c3fe19f2¢c16

134.119.177.107

33b89b8915aaa59a3¢9db23343e8c249b2db
260b9b10e88593b6ff2fb5f71d2b

88a5e4b24747648a4e3f0a2d5282h5168326
0f9208b06788fc858c44559dale8

162.245.190.203

7e€a294d30903c0ab690bc02b64b20af0cfe66
a168d4622e55dee4d6233783751

155.94.211.207
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3¢2c¢835042a05f8d974d9b35b994bcf8d5a0c
€19128ebb362804c2d0f3eb42c0

88a5e4b24747648a4e3f0a2d5282b5168326
0f9208b06788fc858c44559dale8

88ab5e4b247... Connected_To 134.119.177.107

f7f7b059b6a7dbd75b30b685b148025a0d4ce
ceab405e553ca28cacdeae43fab

155.94.211.207 Connected_From

f7f7b059b6... Contains

88a5e4b247... Contained_Within

Recommendations

CISA recommends that users and administrators consider using the following best practices to strengthen the security posture of their
organization's systems. Any configuration changes should be reviewed by system owners and administrators prior to implementation to
avoid unwanted impacts.

e Maintain up-to-date antivirus signatures and engines.
¢ Keep operating system patches up-to-date.
¢ Disable File and Printer sharing services. If these services are required, use strong passwords or Active Directory authentication.

¢ Restrict users' ability (permissions) to install and run unwanted software applications. Do not add users to the local administrators
group unless required.

¢ Enforce a strong password policy and implement regular password changes.

o Exercise caution when opening e-mail attachments even if the attachment is expected and the sender appears to be known.
¢ Enable a personal firewall on agency workstations, configured to deny unsolicited connection requests.

¢ Disable unnecessary services on agency workstations and servers.

¢ Scan for and remove suspicious e-mail attachments; ensure the scanned attachment is its "true file type" (i.e., the extension matches
the file header).

e Monitor users' web browsing habits; restrict access to sites with unfavorable content.
o Exercise caution when using removable media (e.g., USB thumb drives, external drives, CDs, etc.).
¢ Scan all software downloaded from the Internet prior to executing.

¢ Maintain situational awareness of the latest threats and implement appropriate Access Control Lists (ACLs).

Additional information on malware incident prevention and handling can be found in National Institute of Standards and Technology
(NIST) Special Publication 800-83, "Guide to Malware Incident Prevention & Handling for Desktops and Laptops".

Contact Information

¢ 1-888-282-0870

e CISA Service Desk (UNCLASS)
¢ CISA SIPR (SIPRNET)

e CISA IC (JWICS)

CISA continuously strives to improve its products and services. You can help by answering a very short series of questions about this
product at the following URL: https://us-cert.cisa.gov/forms/feedback

Document FAQ

What is a MIFR? A Malware Initial Findings Report (MIFR) is intended to provide organizations with malware analysis in a timely
manner. In most instances this report will provide initial indicators for computer and network defense. To request additional analysis,
please contact CISA and provide information regarding the level of desired analysis.

What is a MAR? A Malware Analysis Report (MAR) is intended to provide organizations with more detailed malware analysis acquired
via manual reverse engineering. To request additional analysis, please contact CISA and provide information regarding the level of
desired analysis.

Can | edit this document? This document is not to be edited in any way by recipients. All comments or questions related to this
document should be directed to the CISA at 1-888-282-0870 or CISA Service Desk.

Can | submit malware to CISA? Malware samples can be submitted via three methods:
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e Web: https://malware.us-cert.gov

e E-Mail: submit@malware.us-cert.gov

e FTP: ftp.malware.us-cert.gov (anonymous)

CISA encourages you to report any suspicious activity, including cybersecurity incidents, possible malicious code, software
vulnerabilities, and phishing-related scams. Reporting forms can be found on CISA's homepage at www.cisa.gov.

TLP: WHITE

CISA MAR-10382580.r1.v1. WHITE 34 of 34



