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Introductions

» Casey Kahsen

» Section chief of network forensics for CISA hunt and incident response team

* Previously served as incident response engagement lead and technical lead for
host forensics

* Extensive work in operationalizing ATT&CK for hunt and incident response
operations

« Adam Isles

* Principal, Chertoff Group, Cyber Defense, Risk Management

* Led build-out of cyber defense model utilizing ATT&CK for organizations in
financial services, retail and manufacturing sectors

* Prior roles at DHS, DOJ
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What is the Security Objective(s)?

* Considerations:
* Business model
* Adversary interest
 How could an adversary compromise me?
e Security approach and security investments

* Measuring effectiveness:
* Do our countermeasures actually work?
* |[n the event of compromise, are we prepared to respond?
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Enter...ATT&CK

“Periodic Table” of Tactics & Techniques

(prerequisite for mapping to defensive countermeasures)

Lateral Movemeant Collection Impact
1 s s

Additional Data Elements

(enables mapping to defensive countermeasures)

Library of Threat Actor Groups

(enables mapping to business)

APT19
* Data sources

\PT19 is a Chinese-based threat group that has targeted a variety of industries, including defense, finance, ® M |t|gat|0ns

energy, pharmaceutical, telecommunications, high tech, education, manufacturing, and legal services. In2017, a

phishing campaign was used 1o target seven law and investment firms. ' Some analysts track APT19 and Deef

Panda as the same group, but it is unclear from open source information if the groups are the same . F| Ite rs (Wl ndows’ Ll nux, Cloud’ ICS’ etC.)

Source: MITRE Corporation
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Pyramid of Pain

e ATT&CK Reflects tactics and
techniques observed in the real

world

* Why is this important?

* Industry historically focused on
methodology that is low on the
pyramid

* Forces adversary to change tools and
behavior to avoid detection

e Lowers their ROI

* For the Defender:

* Behavior focused detection >
artifact focused detection

* ATT&CK based hunting
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What to search? David Bianco’s pyramid of pain

A *Tough!
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TTP-based detection:
Special behavior
detectors above collected
events, manual search

Tool-based detection:

AN detects, Yara rules,
tools-specific detectors
above collected events

IOC-based detection:
Automatic matching of
indicators from collected
events using different
threat intelligence feeds




Evolution of ATT&CHK at CISA

« 2017

* Large scale campaignh tracked via behavioral markers

« 2018
* Early adoptions of the Operations Management System (OMS)

« 2019
* Began working with MITRE to:

* Research playbooks
« Common techniques hunted for across IR industry
» Data sources required to perform ATT&CK based hunting (tooling to accommodate)

« 2020
* Evolution of the OMS to leverage ATT&CK

* ATT&CK integration into custom Splunk App
* ATT&CK integration into engagement report (customer deliverable)
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Operations Management System (OMS)

* Centralized command center location for our deployment teams:
* Team management and tasking (Planner)
e Collaboration and document sharing (Teams)
* Engagement notes and documentation (OneNote)
* Engagement document management (SharePoint)

e Goals:
 Significant reduction of time to effective analysis (automation & templates)
« Compounded effect results in reduction of
* Time to effective detection

* Time to effective defense
» Time to effective reporting
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OMS cont.

* Pre-built templat

e Standardized ta
service)

e All teams functic

* Allows our leads
end)
* Designate tasks
* Track progress ¢
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Initial Access

Add task

O Drive-By Compromise

® 0/19

O Exploit Public-Facing Applications

@ 0116

O External Remote Services

@ 0/6

O Hardware Additions

& 0/13

O Replication through Removable
Media

& 0/4

O

El & os20

Spearphishing Attachment

O

Spearphishing Link

@ 0/20

Execution Persistence
Add task Add task
O AppleScript O .bash_profile and .bashrc
g Assign
Bucket Progress Priority
Initial Access ' Not started v Medium e
Start date Due date
Start anytime Due anytime
Notes |:| Show on card

Remote services such as VPNs, Citrix, and other access mechanisms allow users to connect to intemnal
enterprise network resources from external locations. There are often remote service gateways that manage
connections and credential authentication for these services. Services such as Windows Remote
Management can also be used externally.

https:/
https:/

attack.mitre.org/techniques/T1133/
[capec.mitre.org/data/definitions/555.htm

Data sources: Authentication logs
NFS: vpn logs
HFS: user directory review

Checklist 0/ 6 |:| Show on card

() NFS - VPN logs

() HFS - VPN server authentication review

) HFS - Windows Event Logs
() HFS - ShimCache,AmCache,Prefetch (Evidence of execution artifacts)

(_) HFS - File ltem Lising
) HFS - Registry Hives
() Add an item
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OMS cont.

* Analytical tasks organized and use ATT&CK methodology
* Characterizes phases of threat actor activity
* Industry standard lexicon/terminology

e Baseline data for understanding the analytical task
* Junior analysts

* Adversary tactics based hunting
* Drives our teams to look for relevant data that is high on the pyramid

* OMS 2.0

* Leverage decision trees based on identified techniques (if X is detected,
then search forY)
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Identified Techniques filters legend
B Mew TTPs Detected by HIRT

1 stages: act )
Threat actor technigues identified during the platforms: Windows, Azure, Azure AD, Office 363
A I I &‘ K I n ‘ I S‘ T ee i B TTPs Known and Detected by HIRT

(1) Institute Multi-Factor Authentication for Access to M365 — ..
xploitation of Data from Commanly Deta

ACME currently utilizes username and password for authentication to M365, syncing cloud Remote Information

credentials to Active Directory. As seen in this incident, simple username and password Sevioes  Reposiaes  (SSIPet  Compressed

authentication is easily compromised by an adversary, with the adversary gaining complete brofmr  |LowEEim

access to the compromised account’s email, which contain vital information. Local System  Proxy

CISA recommends that ACME leverage the security of multi-factor authentication (MFA) supplied REmEtE s Deis

within M365. MFA utilizes two or more factors to authenticate to systems. This can be a | Copy

combination of username and password and a token, either soft or physical. With this extra step,
an adversary would be prevented from gaining access to ACME's M365 environment if they were
able to compromise username and password credentials again.

Summary: MFA ([M1032]) helps mitigate the following threat actor technigues that were
observed in use in this incident: |

Table 3: Observed ATTE&CK techniques that align with this mitigation

Initial Access Persistence Collection

Valid Accounts [T1078] Account Manipulation [T1098] Email Collection [T1114]

Bd adversary technigues

I —— =

35 ANNUAL NATIONAL

11


Presenter
Presentation Notes
Amination of Figure 1: MITRE ATT&CK Based Hunting-identified adversary techniques


ATT&CH: Tying Mission/Business Model to Threat and
Tying Threat Actors to TTPs

ID key business

attributes

®®

* Core manufacturing processes
* Sensitive IP
* Personal data

» Volume of financial transactions °
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Research to identify threat actors
targeting those business attributes

Research and analysis of Open-Source,
Commercial Threat Intelligence

. MITRE ATT&CK, etc.
Alerts from CISA, other public sector sources
Engage w/ defenders to confirm relevance

Map threat actors to TTPs

TTPs are risk-rated and sorted based on priority

Supplement with ubiquitous TTPs

TTPs used by all groups regardless of sightings
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ATT&CHK: Sample Threat Model

about

Sample Threat Model

filters

Windows, Linux, macOS

act

Initial Access Execution Persistence Privilege Escalation Defense Evasion Credential Access Discovery Lateral Movement Collection Command and Control Exfiltration
Drive-by Compromise pemmand and Seripting e o L9 tion Apuse Cevation e on, Brute Force Account Discov ery temal Clipboard Data pPphcation Layer o e ol Data Destruction
PowerShell ot S o By Ueerneess Passucra Cracing Local Account (Gemore serves nput Capture Web Protocols e o
Phishing e cemmans . i i Er Domain Acsount Keylogging |ons e Disk Wipe
‘ Spearphishing Unix Shell Logon Scra Token o Token o Crodentils fom Email Account SSH [ Screen Capture Dy namic Resolution g — ‘ Disk Content Wipe
| spearishing Link Visual Basic S B O tion Hide Artifacts nput Capture BPlieaon Window VNC | Video Capture Fast Flux DNS Exflration Over G2 e o
%alid Accounts SavaSenptISent Windows Service Regisin Run Keys Fidden Hles ana Keylogging Broisar BGaTeTaR [t Bevteymert Encry pted Channel ToRE Syt
Default Accounts El"‘::";::cr‘u"f’;n Hijack Execution Flow \n?t?;\?za:o:snnpts Hijack Execution Flow [ Network Sniffing ;'I':cz';‘: Directory ﬂzz‘:"“m";“‘on Material ésyp’:‘;"‘::ﬁ Resource Hijacking
Domain Accounts interProcess DLL Soach Ordor Loson Sort DL Search Order \:Credenhal Oumping Notwork Service Pass the Hash Ingress Tool Transfer Senvice Stop
Local Accounts Dynarmic Data Scheduled Task/Job S Impair Defenses LSASS Memory Draeaney || Pass the Ticket Non-Standard Port Shutdown/Reboot
[Native API Scheduled Task Windows Service Dieable orliocty Tetclpasswd and Network Sniffing Protocel Tumnaing

NMNUAL

Scheduled Task/Job

Valid Accounts

Exploitation for
Privilege Escalation

LSASecrets

Permission Groups
Discovery

ndicator Removal on
Clearwmdcws

Unsecured Credentials

Domain Groups

Scheduled Task Default Accounts ijack Execution Flow Event Logs
Software Deployment BLL Search Order Glear Gommand Gredeniiais in
[Sotw Domain Accounts oo fere Srea | Local Groups

System Services

Local Accounts

Process Injection

File Deletion

Service Execution
User Execution
Malicious Link

Malicious File

I MNAL
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Dynamic-ink
Library Injection

v E

Masquerading

Punable Executable
mscnon

Masquerade Task or
Service

Scheduled Task/Job

Match Legitimate
Name or Location

Scheduled Task

[Modify Registry

Obfuscated Files o
Information

Valid Accounts
Default Accounts

Software Packing

Domain Accounts

Process Injection

Local Accounts

Dynamic-ink
Library Injection

Portable Executable
Injection
Signed Binary Proxy
Execution

RundlI32
Compiled HTML File
CMSTP
Regsw32
Msiexec
Odbcconf

Subvert Trust
Controls

Code Signing

Use Altemnate
Authentication Material

Pass the Hash
Pass the Ticket
Valid Accounts
Defait Accounts.

Domain Accounts

Local Accounts

Vinualization/Sandbox
Evasion

System Checks

User Activity
Based Checks.

Time Based Evasion

XSL Script Processing

Process Discov ery

Query Registry

Remole System
Discovery

Software Discov ery

Security Software
Discovery
System Information
Discovery

System Natwork

Discovery
System Network

Discovery.
System Owner/User
Discovery
Vinualization/Sandbox
Evasion

- System Checks

User Activity
Based Checks

Time Based Evasion

Proxy

External Proxy

Remote Access
Software

Web Service

Dead Drop Resolver

Bidirectional
Communication
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ATT&CK: Prioritizing Investments

ANNUAL N
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URITY

ers
Sample Coverage Model ndows: Linux, macos

Initial Access. Execution Porsistence

Defense Evasion

Discovery. Latoral Movement

10

Collection

Cipboard Data
Input Capture
Keylogging

7.0 10

Exfiltration impact

[Sereen Capture

Keylogging

[Video Gapture

[Network Snifing

[ Local Accounts

Vaid Accounts
=y

[ Soman Acsourie

[ocet Acoounts

Regswi32
Msiexec

Resource Hiacking
Serice Stop
Sisounmaton




ATT&CHK: Measuring Performance

Run Testing;
Obtain Pass/Fail test results

Generate

Apply TTP-specific Risk Rating Performance Rating

PRIVILEGE
PERSISTENCE ESCALATION
B . Difficulty
of attack
Number of Tests Number of Tests
29 14
® o DISCOVERY LATERAL MOVEMENT . ..
Risk . TTP-Specific Ease of
Diagnostic Risk Rating defense
Example
Number of Tests Number of Tests
104 10
COMMAND AND
CONTROL EXFILTRATION . v
Additional
‘. factors '
Number of Tests . /‘
15

Trending/
benchmarking context

ANNUAL NATIONAL
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ATT&CK & Risk: Summary

ATT&CK TTP ID numbering in CISA
alerts helps identify repeat TTPs (and
thereby prioritize countermeasures)

When CISA alerts identify targeted
asset types, this helps identify
sample sets for testing

—

2 & O U g 2

INHERENT RISK THREAT MODEL THREAT RATING MAPPING SAMPLE SET MEASURE BUSINESS CASE
Isolate a core Identify likely Risk-rate TTPs Develop
set o r!Sk_ ATt actors . based on factors I\/.Iap. . Measure overall business case
IieTE l?ased o @EicE such as ease of orga?lza’glon > Identify sample effectiveness in justification for
D £ el secior; attack, difficulty S CUENTS set of assets for defending investments
_generate generate set o of defense, countermeasures initial diagnostic against sample based on risk
inherent risk TTPs likely to be impact to likely TTPs TTP set reduction
profiles across applied against frequencl:y potential
business units organization

/'

CISA alerts help map threat actors
and TTPs to industry sectors

~

ATT&CK Mitigation ID numbering in CISA
alerts help map TTPs to mitigations

CANNUAL NATIONAL
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How’'d | do?

* Survey Monkey Link

* Mobile Link
e Text Survey to XXX-XXX

‘
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