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PENALTIES FOR VIOLATIONS OF THE 
PCII PROGRAM 
 

THE PROTECTED CRITICAL INFRASTRUCTURE INFORMATION (PCII) PROGRAM, PART OF THE 
DEPARTMENT OF HOMELAND SECURITY’S (DHS) CYBERSECURITY AND INFRASTRUCTURE 
SECURITY AGENCY (CISA), IS A CONGRESSIONALLY AUTHORIZED PROGRAM THAT 
PROTECTS QUALIFYING INFORMATION THAT THE PRIVATE SECTOR VOLUNTARILY SUBMITS 
TO THE GOVERNMENT AND THAT IS VALIDATED AS PCII. THE CRITICAL INFRASTRUCTURE 
INFORMATION ACT OF 2002 AND 6 CODE OF FEDERAL REGULATIONS PART 29 PROTECT PCII 
FROM PUBLIC DISCLOSURE AND UNAUTHORIZED USE. 
 

WHAT IS A VIOLATION OF PCII PROCEDURES? 
A violation is any unauthorized disclosure or unauthorized use that is not for homeland security 
purposes. 
 
Any officer or employee of the United States or of any department or agency thereof is subject to 
penalties by knowingly publishing, disclosing, divulging, and /or making PCII known in any manner not 
authorized by law. Specifically, PCII authorized users at all levels of government, to include contract 
support personnel, are subject to the criminal code and to the applicable laws within their jurisdictions.

Individuals granted access to PCII should:  
• Understand access and disclosure requirements 
• Guide their actions to adhere to the highest ethical standards to safeguard PCII 
• Take reasonable steps to ensure they follow PCII safeguarding policies and procedures  

 

PENALTIES: CRIMINAL AND ADMINISTRATIVE  

Title 18 United States Code 
 

Homeland Security Act of 2002 and 6 Code  
of Federal Regulations Part 29 

• Fined up to $250,000 
• Imprisoned up to one year 
• Fined and imprisoned 
• Removed from office or employment 

 

Disqualification or removal from the PCII Program by the PCII 
Program Manager for any entity or any person who:  

• Violates PCII procedures 
• Uses PCII for an inappropriate purpose 
• Breaches PCII agreements  

Terminated entities or persons may appeal to the Director, 
Cybersecurity and Infrastructure Security Agency (CISA).  

 

 
CONTACT INFORMATION 
To learn more about the PCII Program please visit us at www.cisa.gov/PCII or contact the PCII Program 
Office at PCII-Assist@cisa.dhs.gov. PCII Program Help Desk Phone: 866-844-8163. 
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