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911 Threat Eandscape

911’s digital transformation requires lifecycle risk management, including cybersecurity

Cyber Incidents A CSRIC Resources

» Task Force on Optimal Public Safety Answering Point
Architecture

Indicated that
cybersecurity
incidents impacted
their ability to
communicate over the
past five years

= CSRIC V: Evolving 911 Services

= CSRIC VI: Transition Path to Next Generation 911 (NG911)

= CSRIC VII:
911 Security Vulnerabilities — During NG911 Transition
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CYBERSECURITY Data from the 2018 SAFECOM Nationwide Survey Results. The SNS is a nationwide data collection effort to obtain
s U M M IT actionable and critical data that drives our nation’s emergency communication policies, programs, and funding. 4



https://www.fcc.gov/about-fcc/advisory-committees/general/task-force-optimal-public-safety-answering-point
https://www.fcc.gov/about-fcc/advisory-committees/communications-security-reliability-and-interoperability-council-vii
https://www.fcc.gov/about-fcc/advisory-committees/communications-security-reliability-and-interoperability-council-vii
https://www.fcc.gov/about-fcc/advisory-committees/communications-security-reliability-and-interoperability-council-vii
https://www.cisa.gov/sites/default/files/publications/6.%20SNS%20Results%20-%20For%20RCs%20and%20Website_FINAL_508Compliant_11142018.pdf
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Baltimore's 911 emergency system hit by
cyberattack ty 911 center attacked by

The disruption was the second cyber attack on a major

J Updated: Ape 29, 2020 1 01:47 PM COT

KRN} — Like COVID-19 isn't hard enough on first responders, La
even more hoops to jump through as they do their jobs after the|

s computer virus,
. shut down various aspects of the emergency communications|

y PIO), Sissy Garner, 50 far the eyber criminals have not made any

g board is cooperating with the FBIand TBI to resolve the issue

¥ is the s

y of all our citizens and first responders.”

—— Police cars are szen outside of the Baltimare City Police Headquarters in Baltimore on August 8, 2017, Hande1 figar red Saturday afternoon at the Lawrence County Emergency

28, 7018, 3:55 M EOT / Updated Mareh 23, DS, 335 M EDT / Seares.

0 public threat there,” said Lawrence County Sheriff John Myers.

WASHINGTON — Baltimore's computer network that supports
emergency calls was hacked this past weekend and suffered
temporary disruption that forced city officials to resort to manual
operations to handle calls, the city mayer's office said.

A "limited breach” affecting Baltimore's computer-assisted dispatch

system, which s used to support and direct 911 and other emergency
calls, was identified Sunday morning, according to Frank Johnson, Why Aro Seriora Snapping Up Thia $41
Baltimore's chief information officer.




Evolving Attack Surface

Everything is a threat—the 911 community must consider a very broad attack surface

= Recent recommendations developed by CSRIC

consider a very broad attack surface; not just the =
emergency services network, but also external NG9-1-1 Cy ber Attack Su r—fa ces @
networks, staff, and the 911 caller e

= Alarge number of easily-preventable cyber events
originate not just by malicious actors, but also
passive ones (e.g., your own employees)

o

= |Implementing even basic, low-tech cybersecurity
controls can greatly improve even a small,
underfunded agency’s security posture

Call Handling
quipment [T —————

= View the WG4 recommendations:
https://www.fcc.gov/about-fcc/advisory-
committees/communications-security-reliability- P
and-interoperability-council-vii —

Possible

o

| Dispatch | _“ Loca! Nutwarks
IT Guy City & County
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https://www.fcc.gov/about-fcc/advisory-committees/communications-security-reliability-and-interoperability-council-vii
https://www.fcc.gov/about-fcc/advisory-committees/communications-security-reliability-and-interoperability-council-vii

Evolving Attack Surface (Continued)

Transitional NG911 exposes the broadest attack surface

= Transitional NG911 retains a similar attack seectue
surface as a legacy environment 911, such as
TDoS

= However, the system is also exposed to a modern
attack surface as well, such as distributed denial
of service (DDOS), Domain Name System
hijacking, and Session Initiation Protocol exploits

P
Originating
Network

Selective

= Transitional NG911 may also not support all Rouer | LY
security mechanisms expected for end-state e ] N
NG912 | Cwa A N DIE T S b

Legacy
Originating
Network

= Evenalegacy 911 center is vulnerable to
conventional attacks not unique to 911, like
ransomware

FirstNet and
other Public Safety
Broadband Networks

Call Signaling - Legacy
Call Signaling - SIP

- Query/Response
ADR- Additional Data Repository LNG — Legacy Network Gateway MPC — Mobile Positioning Center
ALl — Automatic Location Identification LPG — Legacy PSAP Gateway NG — Next Generation
BCF - Border Control Function LIS — Location Information Server PSAP — Public Safety Answering Point 7
GMLC — Gateway Mobile Location Center | SRG — Legacy Selective Router Gateway SR — Selective Router




TesSources

An interactive, expandable, web-based toolkit
displaying 30 resources over 10 topic areas, CYBER

SITE INCIDENTS

including NG911 HARDENING

ELECTROMAGNETIC Cyber Risks to Next Generation
PULSE (EMP) -1 (CISA)

= Includes CISA guidance, as well as guidance
from other government and industry sources

PRIORITY
SERVICES

® a

CYBERSECURITY Cyber Risks to 911: Telephony
Denial of Service (CIS.

= |ntended to describe emergent trends and
issues, consolidate resources, educate
stakeholders at all levels of government, and
propose mitigations to enable resilient public
safety communications

RESILIENCY
INTRODUCTION

= https://www.cisa.gov/publication/communic
ations-resiliency

KEY
NETWORK/
SYSTEMS THREATS
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https://www.cisa.gov/publication/communications-resiliency
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Questions?
PublicSafetyComms@cisa.dhs.gov



https://www.cisa.gov
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