
Risk and Vulnerability Assessment: Upon request, CISA can identify vulnerabilitites 
that adversaries could potentially exploit to compromise security controls. 
CISA collects data in an on-site assessment & combines it with national 
threat information to provide customers with a tailored risk analysis 
report. To schedule a Risk & Vulnerability Assessment or learn more, 
contact CISAServiceDesk@cisa.dhs.gov.

PHISH AND INTEL CHIPS
“POTENTIAL ATTACK PATH OF KNOWN APTS”

Initial Access>> Spearphishing Link

Execution>> PowerShell

Persistence>> Valid Accounts 

Privilege Escalation>> Process Injection

Defense Evasion>> File and Artifact Obfuscation

Credential Access>> Brute Force Attack

Discovery>> Network Sniffing 

Lateral Movement>> Pass the Hash

Collection>> Data from Local Systems 

Command and Control>> Non-Standard Ports

Exfiltration>> Archive Collected Data

FY21 RVA RESULTS
MITRE ATT&CK Tactics and Techniques

This page is a breakout of the top 3 most successful 
techniques in each tactic. The percent noted for each technique
represents the success rate for that technique across all RVAs.
For example, valid accounts were used to gain initial access in 
51.5% percent of the FY21 RVAs

Initial Access

Execution

Persistence

Privilege Escalation

Defense Evasion

Credential Access

Discovery

Lateral Movement 

Collection

Command & Control

Exfiltration

Valid Accounts

Spearphishing Link

Spearphishing 
Attachment

PowerShell

Mshta

Windows Management
Instrumentation

Valid Accounts

Account Manipulation

Create Account 

Valid Accounts

Process Injection

Access Token
Manipulation

Valid Accounts

Mshta

Process Injection

LLMNR/NBT-NS 
Poisoning & SMB 
Relay

Credentials in Files

OS Credential 
Dumping

Account Discovery

Network Share 
Scanning

File & Directory 
Discovery

Pass the Hash

Remote Desktop 
Protocol

SMB/Windows Admin
Shares

Data from Network 
Shared Drive

Data from Local 
System

Input Capture

Non-Standard Port

Application Layer 
Protocol

Data Obfuscation

Exfiltration Over C2 
Channel 

Exfiltration Over Alternate 
Protocol

Automated Exfiltration

This advisory uses the MITRE Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK) and Pre-ATT&CK frameworks. See the ATT&CK for Enterprise and Pre-ATT&CK frameworks for referenced 
threat actor techniques. For more information about CISA assessment services, please visit https://www.cisa.gov.
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In order to help agencies with making data informed risk 
decisions, CISA may conduct analysis of assessment data 
and provide this information to our partners. This is one
way requesting CISA services can help the broader 
cybersecurity community gain visibility with vulnerability
trends, adversarial activities and, most importantly,
effective mitigations that will better protect their networks.
Check out all the services available at the Cyber Resource Hub
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The percent noted for each technique represents 
the success rate for that technique across all RVAs. 
For example, valid accounts were used to gain 
initial access in 51.5% of the FY21 RVAs
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SMB/Windows Admin Shares
Remote Services
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Input Capture
Screen Capture
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MITIGATION  FOR  
TOP TECHNIQUES
The top 10 mitigations shown here are widely 
effective across the top techniques.

M1017

M1018

M1021

M1028

M1030

M1031

M1038

M1041

M1042

M1057

Train users to be aware of access or 
manipulation attempts by an adversary 
to reduce the risk of successful spear-
phishing and social engineering.

Manage the creation, modification, 
use, and permissions associated to 
user accounts.

Make configuration changes related
to the operating system or a common
feature of the operating system that 
result in system hardening against
techniques.

Architect sections  of the network to 
isolate critical systems, functions, or 
resources. Use physical and logical 
segmentation to prevent access to 
sensitive systems and information.

Configure Network Intrusion Prevention 
systems to block malicious file 
signatures and file types at the network 
boundary.

Block execution of code on a system. 

Use strong encryption mechanisms to
protect sensitive data.

Remove or deny access to unnecessary 
and potentially vulnerable software to 
prevent abuse by adversaries.

Use a data loss prevention (DLP) 
strategy to categorize sensitive data,
identify data formats indicative of 
personally identifiable information
(PII), and restrict exfiltration of
sensitive data. 

User Training

User Account Management

Restrict Web-Based 
Content

Restrict or block certain websites.

M1027 Password Policies
Set and enforce secure password 
policies for accounts.

Operating System
Configuration

Network 
Segmentation

Network Instrusion
Prevention

Execution Prevention

Encrypt Sensitive 
Information

Disable or Remove
the Feature or Program 

Data Loss Prevention
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