PHISH AND INTEL CHIPS

“POTENTIAL ATTACK PATH OF KNOWN APTS”

RISK AnD VULNERABILITY
ASSESSMENT (RVA)
MAPPED TO THE MITRE
ATT&CK® FRAMEWORK
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Initial Access>> Spearphishing Link Discovery>> Network Sniffing

Execution>> PowerShell Lateral Movement>> Pass the Hash
Persistence>> Valid Accounts Collection>> Data from Local Systems

Risk and Vulnerability Assessment: Upon request, CISA can identify vulnerabilitites Privilege Escalation>> Process Injection ++ Command and Control>> Non-Standard Ports
that adversaries could potentially exploit to compromise security controls.

CISA collects data in an on-site assessment & combines it with national
threat information to provide customers with a tailored risk analysis

report. To schedule a Risk & Vulnerability Assessment or learn more,
contact CISAServiceDesk@cisa.dhs.gov.

Defense Evasion>> File and Artifact Obfuscation Exfiltration>> Archive Collected Data

+

Credential Access>> Brute Force Attack

FY21 RVA RESULTS
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Check out all the services available at the Cyber Resource Hub
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This advisory uses the MITRE Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK) and Pre-ATT&CK frameworks. See the ATT&CK for Enterprise and Pre-ATT&CK frameworks for referenced
threat actor techniques. For more information about CISA assessment services, please visit https://www.cisa.gov.



https://www.cisa.gov
mailto:CISAServiceDesk@cisa.dhs.gov

' Restrict Weh-Based + Network Instrusion ' Data Loss Prevention
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to reduce the risk of successful spear- "
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. Network
Risk and Vulnerability Assessment: Upon request, CISA can identify vulnerabilitites ' User Account Management . Sggmentatlon . Disable or Remove
that adversaries could potentially exploit to compromise security controls. Manage the creation, modification, gﬁg'tteeztr:i:l";;zt:;t:ef::é‘t’:’::; tgr the Feature or Program
CISA collects data in an on-site assessment & combines it with national use, and permissions associated to resources. Use physical and logical ~Remove or deny access to unnecessary
threat information to provide customers with a tailored risk analysis X user accounts. segmentation to prevent accessto  and potentially vulnerable software to
report. To schedule a Risk & Vulnerability Assessment or learn more, \V N/ sensitive systems and information.  Prevent abuse by adversaries.

contact CISAServiceDesk@cisa.dhs.gov.
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