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About the NIAC

The National Infrastructure Advisory Council (NIAC) provides the President of the United States with
advice onthe security and resilience of the critical infrastructure sectors and theirfunctional systems,
physical assets, and cyber networks. These critical infrastructure sectors span the U.S. economy and
include the chemical; commerecial facilities; communications; critical manufacturing; dams; defense
industrial base; emergency services; energy; financial services; food and agriculture; government
facilities; healthcare and publichealth; information technology; nuclear reactors, materials and waste;
transportation systems; and waterand wastewater systems sectors. The NIACalso advises the lead
Federal agencies that have critical infrastructure responsibilities. Specifically, the Council has been
charged with making recommendationsto:

e Enhance the partnership of the publicand private sectorsin securingand enhancing the security
and resilience of critical infrastructure and their supporting functional systems, physical assets,
and cybernetworks, and provide reports on thisissue to the President through the Secretary of
Homeland Security, as appropriate.

e Propose and develop waysto encourage private industry to perform periodicrisk assessments
and implement risk-reduction programs.

e Monitorthe developmentand operations of critical infrastructure sector coordinating councils
and theirinformation-sharing mechanisms, and provide recommendations to the President
through the Secretary of Homeland Security on how these organizations can best foster
improved cooperation amongthe sectors, the Department of Homeland Security, and other
Federal Government entities.

e Reportto the Presidentthroughthe Secretary of Homeland Security, who shall ensure
appropriate coordination with the Assistant to the President for Homeland Security and
Counterterrorism, the Assistant to the Presidentfor EconomicPolicy, and the Assistant to the
PresidentforNational Security Affairs.

e Advise sectorspecificagencies with critical infrastructure responsibilities, toinclude issues
pertainingto sectorand government coordinating councils and theirinformation sharing
mechanisms.
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EXECUTIVE SUMMARY

Executive Summary

The Nation’s transportation systemis crucial tothe U.S. economy and the overall quality of lifefor
Americans from all walks of life. Intoday’s increasingly complex and connected society, every critical
infrastructure sectordependsonaresilienttransportation systemthatis safe, secure, reliable and
efficientinthe movement of peopleand goods; withoutit, most critical services cease to function. In
recognition of thisimportantrole, the President directed the National Infrastructure Advisory Council
(NIAC) to examine the resilience of the Nation’s transportation sectorto determine potential gaps and
identify opportunities forthe Federal Governmenttoimprove the sector’s resilience and security.

Throughout this study, infrastructure resilience is defined as the ability to reduce the magnitude or
duration of disruptive events thatis accomplished by anticipating, absorbing, adaptingto, or rapidly
recovering fromthe disruption. In simplest terms, resilient systems can maintain critical functions during
adisruptionandrequire lesstime and fewer resources to recover functions that have degraded.

A Critical National Resource at Risk

A healthytransportation systemis vital to the Nation’s economy, security, and prosperity. Yetour
currenttransportation infrastructure faces adiverse set of emergingrisks forwhichnoone Federal
entity has full jurisdictional responsibilityto address. Extreme weather, rising sea levels, decaying
infrastructure, and cyberthreats are creating new challenges for publicand private owners and
operators within the various modes, and amongregulators and funding entities in all levels of Federal,
state, and local government. Fragmentation of authority and responsibility has resulted in the lack of a
national consensus—publicand private—on resilience goals and outcomes. Meanwhile, critical
infrastructure systems are becoming more tightly intertwined as transportation and othercritical
sectorsintegrate theircyberand physical systemsto optimize operations and global supply chains. This
increases productivity and efficiency but also makes systems more fragile in the event of amajor
catastrophe. All these factors are exacerbated by decades-long underinvestmentin much of the Nation’s
transportationinfrastructure.

L. L. . . . “The tragic thingis that we're letting our
The continuity of critical transportation operationsis now

virtually inseparable from the continuity of otherlifeline
infrastructures—energy, communications, and water.
Greaterinterdependencies within regional infrastructures Anthony Foxx, Secretary of Transportation
increase the likelihood that alocalized disruption will cascade

across adjacentinfrastructures, transportation modes, and jurisdictions. Since this study began, there
have been workerslowdowns at the Ports of Los Angeles and Long Beach, historicsnowstorms that shut
down Boston’s transit system, an Amtrak derailment outside of Philadelphia, a freight derailment that
triggered an oil spill and fire in West Virginia, and anintentionally set fire in the Chicago Air Traffic

transportation system crumble at the

exact moment we need to builditup.”

Control Center—allof which caused impacts that cascaded across modes, infrastructures, and regions
for days or weeks.
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These conditions create new risks that are often “hidden” atthe seams between sectorsand
transportation modes due to a lack of awareness and understanding of new dependencies and how they
complicate arapidly changingrisk landscape. As such, owners and operators are often left unprepared
to plan, prepare for, and respond to major risks and disasters that can rapidly escalate to problems of
national significance.

Emerging Risks Require Commitment and Coordination

America’s transportation systemis avery complex “system of systems,” with seven distinct modes;
diverse ownership across the private sectorand Federal, state, local, and regional jurisdictions; and a
vast array of services to move people and freight. This diversity complicates transportation planning,
funding, design, and operations and presents significant challenges forintegrating resilience into the
builtinfrastructure and organizational practices. Simply put, the Federal Government alone cannot
create a resilienttransportation system; it will require a dedicated whole-of-nation approach involving
several decades of investment and continued commitment by national leaders and the public.

“Creating a transportation systemthat is Building resilience into the Nation’s transportation systemis
more resilientwill be perhaps the most an enormous task that is extremelyimportant, challenging,
significant challenge we have in the and urgent. We can no longersimply repairand restore
century going forward.” failed systems. We urgently need toincrease investmentin a
fundamentally resilient transportation system and move
beyondthe “patch and repair” mentality that has dominated
past approachesin many transportation systems. The

Nation’s continued economicstrength willbe determined in part by the degree to which investment—

Peter Rogoff, Undersecretary for Policy, U.S.
Department of Transportation

and the attendant coordination across disparate partners—incorporates resilient features.

In a sectorso complexinassets, ownership, and operations, itis hardly surprising thatresilienceisina
nascent state of development. This simple reality highlights the enormous challenge faced by the
Department of Transportation (DOT) and its partner agencies, which have worked hard to juggle the
roles of funder, owner, operator, guider, and regulator of the Nation’s transportation infrastructure. The
Council recognizes thatthere are in fact many promising efforts already underway including DOT’s
Beyond Traffic, MAP-21, and the National Freight StrategicPlan.

Key Findings

The Council’s keyfindings are presented within three majortopicareas.

Finding 1: Understanding Systemic Risks

e Transportationrisks are not well understood across modes, regions, and critical interdependent
sectors, creating uncertainty about national-level consequences that could arise from a major
systemdisruption.

e Ownersand operators have limited visibility of risks across adjoining systems, jurisdictions, modes
and critical dependentinfrastructures. In particular, emergingrisks related to cyber disruptions,
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extreme weather, rising sealevels, aging assets, and workforce changes are not well understood
across modesandregions.

Finding 2: Incorporating Resilience into Operational Practice

Although national resilience policies are generally well established, they have notyetbeen
integrated into comprehensive national transportation plans and strategies that coordinate decision
making and risk management across modes atlocal, state, regional, and national levels.

Gaps inleadership, coordination, and workforce capabilities have made it difficult for organizations
to effectively incorporate resilience as an embedded function of good operating practice.

There is no structured senior-level engagement between publicand private sectors partners, and
amongtransport modes andinterdependent sectors, to address national-level transportation risks.

Finding 3: Investing in Resilient Infrastructure

Chronicunderinvestmentin transportation infrastructure and the inability to monetizeresilience for
investment decisions have prevented resilience from beingintegrated into the builtinfrastructure.
There is no national consensus onthe need forinvestmentin resilient transportation infrastructure
dueinpart toa limited understandingamong the public, political leaders,and industry leaders
aboutthe role and value of resilience.

Uncertainty overthe likelihood, costs, and consequences of emerging risks makes it difficult for
ownersand operatorsto investinlong-termresilience.

Recommendations

The Council makes three overarching recommendations to address these findings. In short, we need to
1) baseline currentrisks and establish a Federal vision fortransportation resilience; 2) develop the
analytictools, models, and exercises to better understand and plan foremergingrisks and
interdependencies; and 3) use the results of these efforts to operationalize resilience by increasing
fundingand implementing effective Federal practices, procedures, and procurement processes. These

recommendations strongly align with and affirm NIACrecommendations from prior studies.

NIAC Transportation Sector Resilience 3
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Recommendation 1: Conduct a Quadrennial Review of Transportation
Infrastructure

The President should direct the Secretary of Transportation and the Domestic Policy Council, working
with the Secretary of Homeland Security, to conduct a quadrennial review (QR) within 18 months
that assesses systemicrisks and prioritizes a path forward for the national transportation
infrastructure, similarin scope to the Quadrennial Energy Review conducted by the Department of
Energy and the Domestic Policy Council. The QR should establish acomprehensive and persuasive
Federal vision and related goals for achievingresilient transportation systems, consistent with the
policies and strategicimperatives contained in PPD-21, Presidential Policy Directive—Critical
Infrastructure Security and Resilience. The QR should include quantitative estimates of the
likelihood and magnitude of different types of risk, drawing upon the best scientific, intelligence,
and actuarial data available—enabling stakeholders to build a business case forinvestment and
develop new design standards and best practices.

Key elements needed toimplementthe QRinclude:

e Establishingavisionand goalsto manage modal, intermodal, and cross-sectorrisksin
transportation systems of potential nationalsignificance.

e Assessingthe current condition of transportationinfrastructure, determining the funding
requirementsto bringitto a state of good repair, measuringthe risks of underfunding, and
identifyingand quantifying transportation research and development needs.

e Operationalizing this visionthrough a specificstrategy for guidance and funding to state, local,
and regional partners; an example of such astrategyis the United Kingdom’s National
Infrastructure Plan 2014.

e Conductinganassessment of gapsin workforce capabilities, training, and tools.

o |dentifyingkey datasetsandtools, such as full lifecycle analysis, to more fully inform investment
decisions.

e Articulatingthe business case forinvestmentin resilient risk mitigation measures, including the
cost of inaction.

NIAC Transportation Sector Resilience 4
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Recommendation 2: Develop Tools, Models, and Standards to
Mitigate Risks

To support the Quadrennial Review and its updates, the President should direct the Secretary of
Transportation, in coordination with the Secretary of Homeland Security, to fund the development
of regional, national, and cross-modal transportation system models using the best available data
sets to simulate transportation disruption scenarios. These would help to furtheridentify modal,
intermodal, and cross-sectorrisks and evaluate mitigation options. In parallel, the White House
should urge Congress to increase funding, lead an effortto heighten awareness, and promote the
development and implementation of Federal standards and mitigation measures to address
emerging physical and cyberrisksinthe transportation sector.

Specificstepsrequired toimplement this recommendationinclude:

e Fullyimplementing Executive Order 13636 by issuing specificcyberrisk-management guidance
for transportation cyber-physical systems.

e Developingatransportation-specificenterprise risk management framework that explicitly
incorporates resilience aspects.

e Developing models thataccurately simulateregional disruption scenarios and are validated by
ownersand operators to build the business case forinvestmentin resilientinfrastructure.

e Developingrevised design standards and best practices that expressly incorporateresilience
attributesinto the planning, construction, and operation of transportation assets.

Recommendation 3: Operationalize Resilience

The President should direct the Secretary of Transportation, working with the White House and the
Secretary of Homeland Security, to “operationalize” national resilience policies throughout all
Department programs and activities by translating them into guidance, programmatic practices and
procedures, funding criteria, and procurement processes to help cultivate a “culture of resilience.”
The Department shouldincorporate resilience, as a high-level performance factor, into all aspects of
transportation systems programs, including research and development, training and exercises, and
major capital projects.

Two major sub-recommendations should be undertaken to accomplish this recommendation.

The White House and the Secretary of Transportation should work with Congress to provide
definitive resilience criteriato be incorporated into Federal funding actions, along with remedying
current shortfalls in Federal infrastructure investment. Broader use of loan programs, such as the
Transportation Infrastructure Finance and Innovation Act (TIFIA) and Railroad Rehabilitation and
Improvement Financing (RRIF), could enhance publictransportation infrastructure and support
resilience in publicand private systems. Congressional supportfor public-private partnerships not
only broadens fundingfor partnerships, butalso enhances the relationship between the publicand
private sectors. The White House should explore the use of pilot programs forinnovative project
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EXECUTIVE SUMMARY

financingthat would enable state and local agencies to partner with private entities on joint public-
private transportation projects thatadvance resilience.

e The Secretary of Homeland Security and the Secretary of Transportation should facilitate the
implementation of an active cross-modal Transportation Sector Coordinating Council as a senior
executive body for addressing strategic cross-modal risks. These risks could cause catastrophic
infrastructure disruptionsin the publicand private sectors. Participants might consideradopting the
model used by the Electricity Sub-Sector Coordinating Council, which now consists of CEO members
who meetwith theirseniorexecutive government counterparts from the Sector SpecificAgency
(e.g., Deputy Secretary of Energy or higher) and other senioragency executives. To address cross-
sector priorities, representatives fromthe Transportation SCCshould also be encouraged to
participate inthe StrategicInfrastructure Executive Council, a council of CEOs and seniorexecutive
decision-makers proposed by the NIACinits 2015 report, Executive Collaboration for the Nation’s
Strategic Infrastructure. The agencies should also work with groups such as the National Governors
Association, the National League of Cities, and the National Association of Counties to promote and
strengthen transportation systems resilience.

Additional specificsteps required toimplement this recommendationinclude:

e Assessingcurrentgovernmentand industry best practices forimplementing resilience policies
within organizations and establishing performance metrics in administrativeand executive
practices.

e Requiringstate, local, and regional partners to conduct a simple “resilience impact assessment”
as a prerequisitefor receiving Federal funding for major capital investment projects.

e Conductingastudy of publicprocurement practices for Federally funded transportation projects
to identify best practices forensuring resilience isincluded as part of the criteriainawarding
grants and contracts.

e Embeddingresilience and cyberreadiness as a project and systems requirementin Federal
transportation authorizations.

e Building, testing, and validating models to accurately price insurance coverage based onthe
resilience practices and level of mitigation undertaken by owners and operators.

e Reviewingsafety and environmental quality regulations that should be temporarily waived to
facilitate recovery following disruptions, and ensuring that recovery incorporates resilience best
practices.

Moving Forward: An Urgent Case for Action

Urgent actionis needed now to provide the necessary publicfunding to rebuild ourtransportation
infrastructure that has suffered from decades of neglect. The need is stark—frequent reports highlight
the vulnerability of the Nation’s aginginfrastructureto majordisruptions. Achieving transportation
resilience will require along-term, systematicapproach that must be embedded into transportation
assets, structures, and operating cultures. The Federal Government needs to act now to implementthe
standards, tools, planning, and investment decisions that will ensure the resilience of systems decades
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into the future. Importantinvestment decisions are currently being made in the Administrationandin
Congress. These represent opportunities to begin and sustain the long and difficultjourney ahead of us.

We believe ourfindings and recommendations will help guide the fundamental decisions and actions to
make the Nation’s transportation system efficient, safe, and resilient. The Council also notes that with
spendingon publicinfrastructurein steady decline, resilienceis just part of the greater challenge to
build and maintain acompetitive, 21°*-century infrastructure. Our recommendations lay the foundation
for resilience to be addressed as afundamental part of this greater challenge.

Finally, we strongly believe that support atthe highest levels of government, including the Executive
Office of the President, and the private sectoris needed. Unless there is ashared political will across
parties and partners to sustain a policy of resilience and back it with resources, the Nation’s
transportation system willremain vulnerableto a spiral of increasing disruption and continuing
deterioration.

NIAC Transportation Sector Resilience 7
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I. Study Objective and Approach

In March 2014, the Presidentdirected the National Infrastructure Advisory Council (NIAC) to examine
the resilience of the Nation’s transportation system to determine potential gaps and identify
opportunities forthe Federal Government toimprove transportation resilience and security. This study
identified keyresilience issues and performance gaps and assessed opportunities to address them,
particularly with regard to how the Federal Government can supportresilient systems. This report
presents the Council’s findings and recommendations to the President.

Overthe past six years, the NIAC has conducted four studies that examined resilience and resilience-
relatedissues. This work defined infrastructure resilience as “the ability to reduce the magnitude and/or
duration of disruptive events” as determined by the “ability to anticipate, absorb, adapt to, and/or
rapidly recoverfroma potentially disruptive event.” In simplest terms, resilient systems can maintain
critical functions duringadisruption and require less time and resources to recover non-critical
functionsthat have degraded.

A. Study Charge

In 2010, the NIACdeveloped aframework for establishing resilience goals and examined resilience in the
Electricity Sector (NIAC 2010). That study recommended that the government should “promote the use
of the NIAC-developed framework for setting resilience goalsinthe CIKR sectors and for providinga
common way to organize resilience strategies within Federal and state governments and CIKR sectors.”
Toward this end, the President charged the Council to conduct a study to examine resilienceinthe
transportation systems sector. This recognizes the sector’simportance as one of the “lifeline” sectors
(alongwith energy, water, and communications), meaning nearly every othersectordependsonitto
recovervital functions and services aftera major disruption.

To conduct the study, the Council formed a Working Group to apply the NIAC-recommended framework
for establishing resilience goals to the transportation sector. The objectives of the study were threefold:

e Testand validate the usefulness of the frameworkin anotherlifeline sector.
¢ Uncoverkeytransportationresilience issues.
¢ Identify potential opportunities to address the identified key transportation resilience

issues.

Due to the enormous complexity of the transportation sector (seven distinct modes; a diversity of
ownership across the private sectorand Federal, state, and local groups; and a vast array of goods and
services provided for freight and passengers), the Council notes that the application of the framework s
much more complex thanin the electricity study. While the general framework applies, this complexity
prohibited running acomprehensive tabletop exercise, forexample. In consideration of the breadth of
the sector, the selected case study focused on the national freight transportation system, recognizing
that there are significant areas that overlap with passengertransportation.

NIAC Transportation Sector Resilience 8
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B. Study Methodology

To perform engagement, research, and analysis for the study, the NIAC’s Working Group established a
Study Group of subject matterexperts. The Working Group and the Study Group furtherengaged a
variety of leadingresilience experts and individuals with deep subject matter expertisein transportation
system planning and managementto gain insights and perspective thatlargelyinformed the Council’s
findings and recommendations. The Working Group and Study Group collected informationfroma

variety of sources:

e 11 interviewswith nationalleadersintransportation resilience in both the publicand private
sectors

e 18 interviews withregional, state, and local subject matter expertsintransportation systems,
state and local cross-jurisdictional coordination, cross-modalintegration and management, and
the planningand operation of infrastructure assets

e A workshop heldbywebinarwith freight transportation system experts on the West Coast to
develop acase study of the transportation systemin the Ports of Los Angeles and Long Beach

e More than 200 reports, studies, videos, news articles, testimonies, and policy directives

e Threerounds of briefings from public-sector transportation agencies onresilience activities

The Working Group established the Study Group to conduct additional supporting research and analysis
at the direction of the Working Group. Study Group members had expertisein areas thatinclude
transportation systems planning and management; risk management; multi-modal transportation
systems; and Federal, state, and local planning and coordination. The research and analysis of the Study
Group focused on open-source sources and non-Federal discussions and culminated in the development
of a case study ondisruptionsinthe Ports of Los Angelesand Long Beach. This complemented the
Working Group’s engagement with Federal leadership and othersenior leaders.

To guide this study, the NIAC posed the following questions:

e Best Practices: What current strategies and practices promote resilience inthe sector? Are
there mode-specificattributes as well as sector-wide ones? What are the common
understandings or differences in the definition and coordination of plans and actions across
modes?

e Goals: What are the implicitresilience goals that align with common practices foreach mode
and across the sector?

e Dependencies: What considerations and cascading effects result from dependencies on other
modes and otherinfrastructure sectors, including cyber systems and theirdisruptions, withina
regionand across the nation?

e Performance Gaps: What potential gaps and seams create obstacles forthe sectorand modes
to achieve resilience goals?

e Risk Mitigation: What unique factors within the sectorinfluence risk mitigation? Whatare the
practical realities of risk priorities and risk mitigation?

NIAC Transportation Sector Resilience 9
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e Publicand Private Sector Roles: What roles and responsibilities should private sectorand
governmentatall levels play, operationally and at the senior executive level?

e ProcessImprovements: What new policies and strategies may be needed toimprove resilience
for the sector?

The list of Working Group and Study Group members, interviewees, and other contributorsis presented
in Appendix A. A synthesis of information gathered from the subject matter expertsinterviewed by the
Working Group is presentedin AppendixK, and a similar compilation from the Study Group
engagements (interviews and exercises) is presented in Appendix L.

C. Point of Departure: Recommendations from Prior
Assessments

The publicand private sectors are more widely recognizing the importance of incorporatingresilience in
the Nation’s critical infrastructure.

The NIACand other organizations have produced asignificantamount of work assessing the general
state of resilience, the associated needs for building resilient characteristics into the structure of our
national systems, and how these systems operate. The work includes awide range of recommendations
on how the Federal Government can help lead and support the national effort across stakeholders,
including the private sector; state, local, and regionaljurisdictions; the public; not-for-profit
organizations; and Federal officials and programs.

Prior NIAC Studies

In addition to defininginfrastructure resilience, the NIAC examined sector-specificresilience practices
and developed distinct recommendations in three prior studies:

e (Critical Infrastructure Resilience (October2009) examined “steps governmentandindustry
should take to bestintegrate resilienceand protection into acomprehensive risk-management
strategy.” The report recommended that the government should establish a collaborative
dialogue with owners and operatorsin each sectorto develop acommonly agreed upon set of
outcome-focused goals foreach sector.

e A Framework for Establishing Critical Infrastructure Resilience Goals (October 2010) builton
the 2009 study, and through case studies of the electricity and nuclear sectors, developed a
processframework forsetting, testing, and improvingresilience goals. The study recommended
that thisframework be promoted forsettingand testingresiliencegoalsin all sectors.

e Strengthening Regional Resilience (October 2013) examined the characteristics of critical
infrastructure resilience in mitigating regional disruptions. The report found thatresilience in
the lifeline sectors—energy, communication, water, and transportation—is particularly critical;
these sectors underpin the essential functions of government and business alike.

NIAC Transportation Sector Resilience 10
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In addition, the two most recent NIACstudies provide aseries of recommendations that the NIAC finds
alignvery closely with the current study findings, and which the Council strongly re-affirms. For
example:

Executive Collaboration forthe Nation’s Strategic Infrastructure (April 2015) recommended
that the President should direct the Secretary of Homeland Security to work with the Sector Specific
Agency heads for the Electricity Subsector, Water, Transportation, Communications and Financial
Services to establish a Strategic Infrastructure Executive Council under CIPAC, composed of CEO or
Senior Executive Decision makers from the sectors and their counterpart agencies, to identify
national priorities and develop joint or coordinated action plans and agreements to implement them.

Critical Infrastructure Security Resilience National Research and Development Plan (November
2014) recommended the identification and application of best practices, including:
O Identify and establish the elements for business and public justification for investments from
lessons learned
O Identify innovative, cost-efficient and acceleratedapproaches to develop a skilled workforce
0 Establishresilience metrics

A detailed listing of relevant NIAC recommendationsis presented in Appendix|.

Recent Transportation Studies

In the course of developing its recommendations, the Study Group reviewed a wide range of open-
source material, asshownin AppendixJ. The NIACfound 11 reports especially useful inits examination

of resilience inthe sector:

National Freight Advisory Council (NFAC) — Recommendations forthe U.S. Department of
Transportation's National Freight Strategic Plan, April 2014

New York State 2100 Commission — Recommendations to Improve the Strength and Resilience
of the Empire State’s Infrastructure, 2013

American Society of Civil Engineers (ASCE) — 2013 Report Card for America’s Infrastructure
National Research Council (NRC) — Disaster Resilience: A National Imperative, 2012
World Economic Forum (WEF) — Building Resilience in Supply Chains, 2013

Transportation Research Board (TRB) — A Guide to Emergency Response Planning at State
Transportation Agencies, 2010

Volpe — Beyond Bouncing Back: A Roundtable on Critical Transportation Resilience, 2013
DHS — Roadmap to Secure ControlSystems in the Transportation Sector, 2012

Centerfor National Policy (Stephen Flynn and Sean Burke) — Critical Transportation
Infrastructure and Societal Resilience, 2012

Gulf Coast Research Centerfor Evacuation and Transportation Resiliency — Resilient
Transportation Systems in a Post-Katrina Environment, 2010

NIST — Developing Guidelines and Standards for Disaster Resilience of the Built Environment,
2013
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The Council strongly endorses many findings, conclusions, and recommendations from these and other
sources, including the following:

Leadership atthe Federal, state, and local levels of government, and by businesses, is needed to
communicate the importance of the Nation’s infrastructure, craftinnovative solutions that
reflectthe diverse needs of the nation, and make the investments the system needs (American
Society of Civil Engineers, 2013).

Resiliency requires achange infocus from near-perfect efficiency to planned redundancy,
flexibility, fault tolerance, and resourcefulness (DOT/Volpe, 2013).

Federal agencies should incorporate nationalresilience as an organizing principle toinformand
guide the mission and actions of the Federal Government at all levels (National Research
Council, 2012).

While progress toward transportation resiliency within specificmodes has been achieved, the
national transportation network as a whole lacks communication and coordination across
modes. (Louisiana State University, 2010).

Metrics are needed to support risk management decisions and evaluate the impact of damage
on the resilience of transportation systems and the community (National Institute of Standards
and Technology, 2013).

Whenresilience is the overarching strategicimperative, it leads to a different assessment of risk
and highlights awiderrange of solutions for dealing with that risk (Flynn/Burke, 2012).

Security and resilience factors need to be considered and builtinto transportation infrastructure
designandinvestmentdecisions (NFAC, April 2014).

A dedicated fund should be created for multi-modal freight projects. Firstand last mile
segments of regional and national significance must be included in acomprehensivefreight
funding programto assure freight movementis seamless across jurisdictions, modes, ports and
intermodal connectors (NFAC, April 2014).

Of particulartimeliness and scope is the work of the National Freight Advisory Committee (NFAC). The
objective of this committee is to provide information, advice, and recommendations to the U.S.
Secretary of Transportation on mattersrelatingto freight transportation inthe United States and the
implementation of the freight provisions of the Moving Ahead for Progress in the 21°* Century Act (MAP-

21), Pub. L. No. 112-141. This specificallyincludes recommending action to DOT in the development of
the National Freight Strategic Plan.
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NFAC Recommendations to DOT for the National Freight Strategic Plan

Inits June 2014 report, Recommendations for the U.S. Department of Transportation's National Freight
Strategic Plan, the National Freight Advisory Board presented recommendations for the DOT plan. The board
assessed statutory, regulatory, technological, institutional, financial, and other barriers toimproved freight
transportation performance. Italsoidentified opportunities to remove these obstacles, bestpractices for
improvingthe performance of the freight network, and best practices to mitigate community impacts. Of the
board’s 90 recommendations, a significantnumber are relevant to the NIAC Study Group’s assessment of
transportation resilience, particularly with respect to inter-modal considerations. They include:

e Security andresiliencefactors need to be considered and builtintotransportationinfrastructure
design and investment decisions.

e Adedicated fund should be created for multi-modal freight projects. Firstand last milesegments of
regional and national significance mustbe included in a comprehensive freight funding program to
assurefreightmovement is seamless acrossjurisdictions, modes, ports and intermodal connectors.

e  Multimodal/intermodal emphasis should beincludedin Project Delivery Policy Declaration.

e Cross-modal security programs, policies,and regulations should be harmonized, includingareassuch
as credentialing, to ensure consistencyinthe system and the seamless, unimpeded movement of
freight between modes.

e US. DOT shouldinvestina robust, multi-modal Federal research program that covers the range of
research from basic (longrange, high risk) to research development (short range) to deployment or
implementation.

e Intermodal freight activity should be encouraged through streamlined investment.

As the National FreightStrategic Planis intended to guide Federal planningand investment inthe Nation’s

transportation system, consideration of these and other resilience-related measures will preparethe system to
effectively operate insteady state and disrupted conditions.
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Il. Current Situation: The Intersection of
Resilience and Complexity in Transportation

A healthy transportationinfrastructure is fundamental to the Nation’s economy and prosperity. Today’s
national transportation system strives to achieve efficiency, safety, and flexibility, which assure the
maintenance of desired services during normal operations and steady-state conditions. Increasingly
frequentand severe disruptions to these steady-state capabilities, however, have shown that the Nation
isvulnerable. Infusing the Nation’s transportation system with resilience—that is, the ability to reduce
the severity of impacts on service and allow rapid recovery—will be needed to reduce the impact of
disruption onthe publicand economy, and more importantly, to allow the transportation systemto be a
foundation foreconomicgrowth.

The integration of resilienceinto the transportation system cannot simply function asaresponse toa
system failure. Itisalong-term, systematicapproach that must be embedded in transportation systems
and operating culture. The needis clear—there are seemingly daily reports concerning the vulnerability
of the Nation’s aginginfrastructure to majordisruptions such as extreme weather, terrorist attacks, and
cyberincidents. Since this study began, we witnessed disruptionsin every key transportation mode —all
of which caused impacts that cascaded across modes, infrastructures, and regions for days or weeks.
Figure 1 summarizes these disruptions. Moreover, this vulnerability reflects long-standing
underinvestmentinthe Nation’s publicinfrastructure. Given the complexity and long life spans of critical
sectorassets, the resilience of systems decadesin the future will be determined by the planningand
investment decisions made inthe nearterm. Appendix C presents an overview of the pattern of
investmentin national infrastructure.

While investing for the future can be an unpopular proposal due to the lack of visible short-term
benefits,the longterm benefits almostalways outweigh the initial cost. Forexample, featured inthe
2013 NIACreport, Strengthening Regional Resilience, the Red River Floodway, or “Duff’s Ditch,” was
once a deeply unpopularideachampioned by Canadian politician Dufferin “Duff" Roblin in the 1950s.
Thoughit faced severe criticism when it was proposed, it has since prevented more than $30 billionin
flood damage in Manitobaand has been used 20 times since its inception. In contrast, a 1997 flood cost
the U.S. more than $1.5 billionin damages to Grand Forks, North Dakota, whichis located less than 150
miles away from the Red River Floodway and is not adequately protected.

The Council strongly believes that decisive action is needed to make the Nation’s transportation system
efficient, safe, and resilient. Support at the highest levels of governmentand the private sectoris
needed forthese totake root. Unlessthereis a shared political will—across parties and partners—to
sustaina policy of resilience and back it with resources, the Nation’s transportation system will remain
vulnerable toacycle of increasing disruptions and continuing deterioration.
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Figure 1. Select Transportation Disruptionsin Every Mode Since the Study Began

Selected
Transportation
Disruptions
March 2014 —
May 2015

WEST COAST PORT SHUTDOWN

Date: July 2014 - February 2015 - Mode: Maritime - Cause: Labor Strikes

Labor strikes caused slowdowns at West Coast ports. This resulted in ships sitting at anchor, food expiring, and shifts in
shipment mode and location. Businesses lost millions of dollars and had to reroute goods. Adding ports to the Railway
Labor Act would ensure ports stay open due to their impact on interstate commerce.

CHICAGO AIR TRAFFIC CONTROL CENTER FIRE

Date: September 26, 2014 - Mode: Aviation + Cause: Insider Threat
\__‘$-’_, An FAA contractor set a fire in the telecommunications room of the Aurora Air Route Traffic Control Center (ARTCC), which
s 2 caused communication issues that cancelled 66% of all flights at O’Hare and Midway that day. Severe delays continued for
two weeks. Using a satellite-based navigation system would have allowed another ARTCC to take over air traffic control.

BOSTON STORM TRANSIT SHUT DOWN

Date: February 2015 « Mode: Mass Transit + Cause: Snowstorm

Record snowfall hampered Boston's public transportation system, causing issues such as power losses, breakdowns,
and fires. The system experienced complete closures and weeks of delays, which affected the state’s economy. A lack of
funding and aging infrastructure affected the system’s performance.

Date: February 16, 2015 - Mode: Freight Rail + Cause: Unknown

During a snowstorm, cars from a freighter carrying crude oil jumped their tracks and caught fire, leaking oil into the
Kanawha River. As many as 2,400 residents were displaced from their homes, and a water plant shutdown affected around
2,000 customers. In May, the U.S. Department of Transportation issued new rules for rail cars carrying crude oil to take
place by 2020.

Date: April 21, 2015 - Mode: Highway and Motor Carrier « Cause: Blizzard
P A heavy blizzard along 1-80 in Wyoming caused three major accidents between passenger and commercial vehicles, which
om0 left two dead and dozens injured. Responders closed 1-80 for several days. Expanding variable speed sections and adding a
third lane may have reduced accidents.

PHILADELPHIA AMTRAK DERAILMENT

Date: May 12, 2015 - Mode: Passenger Rail « Cause: Unknown

An Amtrak train leaving Philadelphia derailed while entering a curve. While there is no official cause for the derailment,
which killed at least seven people and injured over 200 others, the train was travelling over twice the speed limit when it
entered the curve. Amtrak had to suspend or modify service and could face millions of dollars in legal claims. Positive Train
Control would have automatically slowed or stopped the train.

SANTA BARBARA PIPELINE BURST

Date: May 14, 2015 < Mode: Pipeline « Cause: Unknown

A burst pipeline released up to 105,000 gallons of oil along a stretch of beach, spilling up to 21,000 gallons into the
ocean. The oil killed and threatens wildlife, and hurt the area’s billion-dollar tourist economy. The oil company may not have
detected or reported the spill as quickly as possible, and the pipeline did not have an automatic shutoff valve that would
have reduced the amount of oil released.
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A. The Nation’s Transportation System: Enormous, Complex,
and Diverse

The Nation’s transportation system is an extraordinarily complex network of interconnected systems of
airways, roads, tracks, terminals, and conveyances. The sectorincludes seven modes—aviation, freight
rail, highway, maritime, mass transit and passengerrail, pipelines, and postal and shipping—each of
which comprises an extensive system thatis highly interconnected with the other modes.*?

Facts and Figures

The Transportation Statistics Annual Report 2013, compiled by the DOT Bureau of Transportation
Statistics (BTS), provides an excellent overview of the size, complexity, and economicimportance of the
U.S. transportation system:?

o Thetransportation systemhas 4.1 million miles of highways, 140,000 miles of railroads, more
than 12,000 miles of commercially active inland and inter-coastal waterways, 2 million miles of
pipelines, more than 5,000 publicuse airports, more than 8,000 commercial waterway and lock
facilities, 180 maritime ports, and 4,900 transit stations.

e Theestimatedvalue of U.S. transportation assets was $7.7 trillionin 2012. By value, one-half
of the assets (highways and streets, airports, waterways, and transit facilities) were owned by
the publicsector. Private companies owned about 31 percent of transportation assets
(railroads, pipelines, trucks, planes, and ships), and consumer-owned motorvehicles accounted
for the remaining 17.7 percent of asset ownership.

e People, businesses, and governments have about 254 million motor vehicles, which hasrisen
about 2.5 percentsince 2005.

e Transportation accountsfor $1 trillionin purchases and investments, $119 billion of public
expenditures on operations and maintenance, 12 millionjobsin transportation-related
industries, and more than 70 percent of the total petroleum consumptioninthe United States.
In 2012, transportation accounted for nearly 9 percent of total U.S. gross domestic product of
$13.3 trillion.

e The U.S. freight system moved about 19.7 billion tons of goods valued at $17.4 trillionin 2012.
That equatesto 53.9 million tons of goods worth $47.5 billion each day, or 62.6 tons of freight
peryear, forevery man, woman, and child in the United States.

e Exportsand importsaccounted forabout 11 percent of the weightand 20 percent of the value
of freighttransported throughout the United Statesin 2012.

1 DHS, TS-SSP 2010, 1.

2 DOT, Bureau of Transportation Statistics (BTS), Transportation Statistics Annual Report 2013. Congress requires
the Bureau of Transportation Statistics to compiletransportation statistics under Section 52011: Moving Ahead for
Progress inthe 215t Century Act (Public LawNo. 112-141).For a 2014 update in some categories, see DOT, BTS,
Multimodal Transportation Indicators (October 2014).
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Seven separate-but-interconnected transportation modes constitutethe Transportation Systems Sector:
aviation, freightrail, highway and motor carrier, maritime, mass transitand passengerrail, pipeline, and
postal and shipping. The majorassets of the individual modes, as well as theirownership structure,
operations, and cross-modal and cross-sectorinterconnections, are described in AppendixE. A review of
transportation modes and corresponding practices that may contribute to resilience is presentedin

Appendix G.

Boosting the National Economy

Incorporating resilienceinto the national transportation system will not only reduce government
expenditures forrepeated construction and maintenance, but will also ensure and promote astrong
national economy. As President Eisenhower once said, “A modern, efficient highway systemis essential
to meetthe needs of ourgrowing population, ourexpanding economy, and our national security.” Inthe
same mannertoday, resilient characteristics can underpin the 21°*-century transportation systems
neededtocompeteinhighly fluid and competitiveinternational markets. In addition,the Nation’s
military relies on ahealthy and reliable national transportation infrastructure to accomplish its missions.
A 2014 reporton transportationinfrastructure investment from the National Economic Council and the
President’s Council of Economic Advisers stated, “The economicbenefits of smartinfrastructure
investment are long-term competitiveness, productivity, innovation, lower prices, and higherincomes,
while infrastructureinvestment also creates many thousands of American jobsinthe near-term.?” This
view issupported by a wide range of voices, including:

e “Transportationisa critical engine of the Nation’s economy. Investments in ourtransportation
network overthe country’s history have beeninstrumental in developing our Nation into the world’s
largest economy and most mobile society.” (U.S. Department of Transportation. Budget Highlights:
Fiscal Year 2016.)

e “Soundtransportationinvestments lower the costs of moving people and goods. Thisincreases
economicproductivity, which roughly can be measured as the output of goods and services per
dollarof private and publicinvestment. And improved productivity leads to a higher standard of
living...well-chosen transportationinvestments can advance both long-term productivity growth
and short-termjob creation.” (Martin Wachs, “Transportation, Jobs, and Economic Growth,” Access,
Fall 2014.)

e “Because of its intensive use of infrastructures, the transport sectorisanimportant component of
the economy anda commontool used fordevelopment. Thisis even more soin aglobal economy
where economicopportunities are increasingly related to the mobility of people,goods and
information. Arelation between the quantity and quality of transportinfrastructure and the level of
economicdevelopmentis apparent. High density transportinfrastructure and highly connected
networks are commonly associated with high levels of development. When transport systems are

3 National Economic Council and Council of Economic Advisers. “An Economic Analysisof Transportation
Infrastructurelnvestment.” 2014.
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efficient, they provide economicand social opportunities and benefits that resultin positive
multipliers effects such as betteraccessibility to markets, employment and additionalinvestments.
When transport systems are deficientin terms of capacity or reliability, they can have an economic
cost such as reduced or missed opportunities and lower quality of life.” Jean-Paul Rodrigue et al.
“The Economiclmportance of Transportation,” (Hofstra University, The Geography of Transport
Systems, 2013.)

The Council considers economicstrength and security as a predominantdriverforinfusing the Nation’s
transportation system with resilience, which can only be fully realized when the ability to prepare for,

respondto, recoverfrom, and mitigate the impacts of increasingly severe and prevalent disruptionsis
achieved.

B. Status of Federal Policy and Action

Overthe past several years, Federal policy, planning, and program development has shown promising
stridesinincorporating resilience. However, resilience has notyet been broadly supported through
action. Until this occurs—including specificfunding, guidance, and programs for resilient measures—
successinachievingresilience will remain elusive.

Resilience in Federal Law and Policy

Critical infrastructure resilience has become animportant goal in Federal law and policy over the past
few years. The National Security Strategy of May 2010 recognized “the fundamental connection
between our national security, our national competitiveness, resilience, and moral example.” In general,
however, while recent policy actions such asthe oneslisted below have stressed the importance of

resilience, thisemphasis has notyet been broadly translated into the funding, guidance, and other
programmaticactions required forsuccess.

Federal law and policy related to resilience may be found in key documentsincluding:

e The 2012 Moving Ahead forProgressinthe 21st Century Act (MAP-21)

e The 2013 RobertT. Stafford Disaster Relief and Emergency Assistance Act (Stafford Act) as
Amended

e Presidential Policy Directive (PPD) 8: National Preparedness

e Presidential Policy Directive (PPD) 21: Critical Infrastructure Security and Resilience

o Executive Order(EQ) 13636: Improving Critical Infrastructure Cybersecurity

e Executive Order: Promoting Private Sector Cybersecurity Information Sharing

All of these touch on one or more aspects of resilience as defined by the NIACinits 2010 A Framework
forEstablishing Critical Infrastructure Resilience Goals: “Robustnessincludesthe measures that are put
in place prior to an event; resourcefulness includes the measures taken as a crisis unfolds; rapid
recovery includes the measures taken immediately after an event to bring things back to normal; and
adaptability includes the post-incident measures and lessons learned that are absorbed throughout the
system.”
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Signedinto law by President ObamainJuly 2012, MAP-21 (PublicLaw 112-141) was the firstlong-term
highway authorization enacted since 2005. MAP-21 creates a streamlined, performance-based,
multimodal program to address the many challenges facingthe U.S. surface transportation system.
These challenges includeimproving safety, maintaining infrastructure condition, reducing traffic
congestion, and improving efficiency of the system and freight movement. Among other provisions, the
law requires the DOTto develop a National Freight Strategic Plan, originally due inJune 2015, but now
delayed until October 2015.

MAP-21 and the National Strategic Freight Plan

MAP-21 requires DOT to develop, within three years of enactment of MAP-21, a national freight strategic plan in
consultation with states and other stakeholders, and to update the plan everyfive years. The plan must:

e Assessthe condition and performance ofthe national freight network

e |dentify highway bottlenecks that ca use significant freight congestion

e  Forecastfreightvolumes

e |dentifymajortrade gateways and national freight corridors

e Assess barriers to improved freight transportation performance

e Identifyroutes providingaccessto energyareas

e Identifybest practices forimproving the performance ofthe national freight network and mitigating the impacts
of freight movement on communities

e Provide a process foraddressing multistate projects and strategies to improve freight intermodal connectivity

As resilienceis a key component of the law’s intent, the strategic plan will be opportunity—and perhaps a litmus test—for
DOT’s focus ontransportation resilience.

Federal Agencies with Major Transportation Roles

The Sector SpecificAgencies (SSAs) forthe sectorreside in DHS and DOT; among otherduties theylead
the collaborative effort to develop the Sector SpecificPlan (SSP), which details the application of NIPP
conceptsto the unique characteristics and conditions of the transportation sector.

U.S. Department of Transportation

The Security Policy and Plans Division, located within the Office of Intelligence, Security, and Emergency
Response inthe DOT, serves as the designated SSA, and is part of the Office of the Secretary of
Transportation. Inaddition toits SSA responsibilities, the Policy and Plans Division develops DOT policy
and coordinates DOT participation ininteragency policy developmentrelated tointelligence, security,
and all-hazards preparedness. The Division coordinates DOT-wideinteraction with the National Security
Council anditsinteragency policy committees. The Division also serves as the Secretary’s publichealth
advisor, andis the focal pointforboth Departmental and interagency response and recovery planning.*

4 DOT, “Security Policy and Plans Division.”
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In additiontothe SSA, multiple components within DOT are responsibleforensuring afast, safe,
efficient, accessible, and convenient transportation system.® Of particularnote isthe John A. Volpe
National Transportation Systems Center (Volpe) which assists Federal, state, and local governments, as
well asindustry and academia, in areas including human factors research; system design,
implementation, and assessment; globaltracking and situationalawareness of transportation assets and
cargo; and strategicinvestment. Other components are described in AppendixF, Overview of Federal
Transportation Policy and Programs.

U.S. Department of Homeland Security

Within DHS, the Transportation Security Administration (TSA) and the United States Coast Guard (USCG)
share SSA responsibilities forensuring the sector’s security and forensuring freedom of movementfor
people and commerce. The Federal Emergency Management Agency (FEMA) has key transportation
roles during national disasters.

Transportation Security Administration

TSA has a lead role forsecurity of the aviation and surface transportation modes and supports the USCG
as the lead for maritime security. As part of its mission, TSA is responsible for assessingintelligence,
issuing and enforcing security directives, ensuring the adequacy of security measures at transportation
facilities, and ensuring effective and timely distribution of intelligence to sector partners. TSA
collaborates with DOTto manage protection and resilience programs for all hazards. The total TSA
budgetrequestforfiscal year (FY) 2014 was about $7.4 billion. For FY 2015, the requestwas about $7.3
billion.

United States Coast Guard

The USCG isa multi-mission maritime service and one of the Nation’s five Armed Forces. Its missionis to
protect the public, the environment, and U.S. economicinterestsinthe Nation’s ports, on navigable
waterwaysinland, alongthe coast, onthe high seas, and in any maritime region,as required to support
national security. Inthe event of amaritime incident, the USCG will often act as a first responder. The
USCG hasthe primary responsibility for the security of the maritime domain, including coordinating
mitigation measures to expedite the recovery of maritime infrastructure and transportation systems and
supportingincidentresponse with the U.S. Department of Defense (DoD). The total USCG budget
request forFY 2014 was about $9.8 billion. For FY 2015, the requestwas also about $9.8 billion.

In additiontothe SSA organizations, DHS has several other components with roles related to resilience
intransportation systems. These include FEMA, the Science and Technology Directorate, and the
national Cybersecurity and Communications Integration Center. Federalagencies and components are
furtherdescribedin AppendixF.

5 Descriptions of these DOT administrations, TSA, and USCG roles are taken from DHS, TS-SSP 2010, 93 and 18.
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lll. Assessment of Transportation Resilience Today

The Council conducted dozens of interviews with diverse transportation and resilience experts.
Throughoutthese interviews we noted fourrecurring themes:

A. Transportation Risks

B. Infrastructure Investmentand Funding
C. PoliciesandPractices

D. Leadershipand Coordination

Our observations and conclusionsin each areaare summarized below, with more detailed information
providedin Appendix B.

A. Transportation Risks

The scale, scope, and diversity of the Nation’s transportation system create the need for effective risk
managementto successfully confrontabroad range of challenges. Four primary factors contribute to
the complex risk environment faced by the Nation’s transportation systems.

Limited Understanding and Visibility of Risks across Interdependent
Infrastructures

e Transportation assetsare highly

interconnected across modes and other
critical sectors—such as energy, Inthe aftermath of Superstorm Sandy, unforeseen and

Cross-Sector Interdependencies Create Hidden Risks

severe shortages of liquid fuels in New Jersey exposed

communications, and water—creating
the government’s limited understanding of the

hidden risks within regions that operators
. L . intricacies of the supply chain. The shortage cascaded
cannot easily anticipate. Understanding

. to other lifelinesectors and delayed restoration:
how different modes and sectors

without a steady sourceof gasolineand diesel for utility

interconnect s challenging because vehicles, repair crews were slowed in their ability to

operators and stakeholders rarely possess repair downed power lines thatwere needed to pump
the system-wide visibility needed for auals &t leeal sari@sEHens.

managingrisk throughoutthe
transportation system.

e Ownersandoperators oftenlack the tools that draw on real-world experience to model “what if”
scenarios and simulate how cascading disruptions play out within a particularregion. Even with such
tools, however, thereis limited understanding of the complexdecisions made at the local, state,
regional, and national levels as an event unfolds.
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Limited Redundancy and Critical Points of Failure

Optimizing transportation systems often reduces redundancy and creates potential choke points
withinregions. These become single points of failure due to the number of transportation services

that would be incapacitated inadisruption.

“Substitutability,” in which alternative services are used to accomplish the same outcome, can help

improve resilience by providing functional continuity while damaged assets are restored. For
example, the use of “bus bridges” in New York during Superstorm Sandy provided a substitute for

disabled subways.

Lack of Intermodal and Cross-Sector Resilience Coordination for

Regional Systems

Regional coordination isimperative toensure local
actions do notdelay recoveryona regional scale.
For example, schools are often used as shelters for
displaced people following natural disasters, buta
crucial part of the largerregional recoveryincludes
gettingkids back to school as quickly as possible.
Effective, resilient, and rapid recovery requires
strong coordination among highly disparate groups
priorto a disruption. Yet many of the regional
stakeholders needed for this—first responders,
emergency personnel, engineers, system planners,
and capital investors—may not have traditionally
partneredin the past.

“During large-scaledisruptions, localized
actions thatmay be rational can end up causing
globalized disruption because of the inability to
see the forest for the trees. Each actor
independently does what makes sense forit to
do, but without visibility about what other
actors aredoing. They end up with all kinds of
cascades thatareworking againstthe overall
recovery.”

Dr. Stephen Flynn, Professor of Political Science,
Founding Co-Director of the George J. Kostas
Research Institute for Homeland Security,
Northeastern University

Poor Ability to Address Rapidly Changing Risks

B.

The Nationisfacingemergingrisks thatare creatinga “new normal.” Thisrequires amore

aggressive approach to risk managementratherthan one based on extrapolating risks from past

experience. Amongtheserisks are:
0 Aginglnfrastructure
O RisingSealevelsand Extreme Weather
0 CyberThreats
0 Workforce Deficiencies

“Today’s 100-year flood could be 2050’s
annual flood and 2100’s high tide.”

Vivien Li, President, The Boston Harbor Association

Infrastructure Investment and Funding

Our transportation infrastructure has been chronically underfunded. Forexample, experts estimate $13

billion more peryearis needed to maintain highway and transit systems and to reduce the risk posed by
aginginfrastructure. However current funding mechanisms for transportation systems is often biased

againstinvestmentinresilience.
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Inability to Monetize Resilience Benefits Biases Investment Decisions

The inability to quantify the value of resilienceinvestments causes transportation agencies to select
least-cost solutions that lack resilience features. Resilience benefits extend beyond reducing the cost
of repairs. Minimizing disruptions enhances publicsafety and has economicbenefits.

Owners and operators lack the data, tools, and guidance to accurately measure the lifecycle risks of
assets and to assignthe appropriate value to resilience improvements. For example, system
planners are being asked to examine the risks transportation infrastructure will face decadesinto
the future, while the effects of climate change are uncertain.

Reluctance to Invest Today for Future Returns

As a nation, we have consistently lacked the Wie e i ek avay e dhe cldpamninEand

political and social will to make capital
investmentsininfrastructure that may not
pay off fordecades, particularly whenthey
are designed to mitigate risks that may never
materialize. Experts frequently cite an average
four-fold return on capital infrastructure

funding mechanisms that promote short-sighted
decision making. We need to break awayfrom a cost-
benefit process that justifies projects solely based on
what happened inthe pastand ignores real data that
points to a very different future. Taxpayers shouldn’t
be footing the bill for the resurrection of

. .. transportation assets and infrastructurethatarenot
improvements made beforeanticipated

. . . inlinewith the new normal.We should encourage,
dlsasters, yet ourinfrastructure continuesto

not discourage, investments that are planned and

fallinto disrepair. One expert called the designed to sustain this new normal, even when it

reluctance toinvest “the disease of the public
sector.”

costs more money inthe short run.”

) ) ) Peter Rogoff, Undersecretary for Policy, US Department of
States and regions are now workingto design

coordinated long-terminvestments with

Transportation

multiple benefits across the risk spectrumthat generate fargreaterthana 1:4 return. The challenge
isthat decision makersin many cities, states, and regions are not well versedin long-term risk
planning.

Incorporating Resilience into Lifecycle Planning and Design

Itisfar more cost-effective to bake resilience into system designs than to retrofit transportation
systems to meetevolving risks. Transportation assets are planned with 50-year-plus lifecycles;
today’s capital investments greatly influence the resilience of the transportation sectorfor decades
to come. Resilience should asimportant to design decisions as construction and maintenance costs.
Routinelyintegrating resilience into project planning will take a cultural shift, but will prove more
cost-effective overtime. Forexample, transforming our builtenvironmentto be handicapped
accessible once seemed a herculean task, butis now simply another design principle. Developing
resilient design standards and practices will require coordination by engineers, planners, operators,
and emergency responders.

When replacing assets and building new system protections, transportation agencies and companies
lack the data to determine what designs will be sufficient for the next 50 years of risks. This makesit
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difficultforthem to determine effective actions to address the potential effects of climate change
and sealevelrise.

Insurance May Create the Right Incentives for Resilient Infrastructure
Investment

e Combiningpolicy and regulatory tools with “That’s our real challenge:How can policyand

othermarketdrivers, such as disaster regulatory tools generate market-driven tools that

insurance plans, can create the right incentives  yltimately bringabout sustained change behavior?”
to change investmentbehavior. This can be Dr. Stephen Flynn, Professor of Political Science, Founding
accomplished by integrating resilience Co-Director of the George J. Kostas Research Institute for

measuresintothe requirements for Federal Homeland Security, Northeastern University
and state grants, capital investments, and
disasterrelieffunding.

e FollowingSuperstorm Sandy, the Metropolitan Transportation Authority (MTA) in New York found it
difficulttore-insure its assets ata price the agency could afford. To confront this challenge, the MTA
purchased a “catastrophe bond,” an insurance product builtaround a parametrictrigger or storm
surge at a specificlevel. Forinstance, if the storm surge reaches eight feet at Battery Parkin
Manhattan, the insurance bond pays outimmediately. This type of insurance policy encourages a
number of benefits: owners and operators focus on assessing and mitigating real risk, as opposed to
political or otherkinds of risk; insurers almost always compel the use of mitigation measuresto
receive areasonable price; andinsurers are able to make resources available quickly following a
disasterto expediterecovery.

Appendix C provides generalinformation on the current state of infrastructure investment.

C. Policies and Practices

Transportation policy and practices need to evolve from amodel thatfocuses on disasterrelief toone
that emphasizes agile operations and resilient design and repair. While national policies for
infrastructure resilience such as PPD-8and PPD-21 have established a policy framework, resilience must
be integratedinto operational practices that turn conceptsinto concrete action.

Transportation System Resilience Requires an Operational Sea Change
and National Vision

e Achievingresilience requires coordination and innovation across modes and sectors on all
infrastructure management aspects: regulation, planning, engineering, design, operations,

NIAC Transportation Sector Resilience 24



maintenance, and emergency response. Federal
and state agencies lack the organizational
structure, resilience knowledge, and capacity to
put current policy into action. Current Federal
policiesalsodo notcreate a unified national vision
for transportation systemresilience.

Integrating Resilience Concepts into

Asset Management

Transportation system resilience requires notonly
havingthe right assetsin place, but managing
those assets usingresilience concepts.

ASSESSMENT OF TRANSPORTATION RESILIENCE TODAY

“Right now, our national policyis disaster relief
centric. We have a policy of respondingand
repairing specific disasters. When we do this,
we spend our time repairingatgreat cost
because itis under exigent circumstances.The
end resultis thatwe arerepairing whatis often
19t century infrastructure or early 20t century
infrastructureand leavingthem weaker thanit
was before.”

William Golden, Executive Director, National Institute

for Coastal and Harbor Infrastructure, Boston, MA

MAP-21 already requires state DOTs and transit agencies to have a performance-based asset
management system, providing an excellent platform to integrate resilience concepts and practices

developed with Federal leadership.

Disaster Recovery Policy Creates Disincentives to Invest in Resilience

D.

The level of Federal assistance provided to
disaster-affected regions underthe Stafford
Act is not only unsustainable—given the rising
cost and frequency of majorevents—but
creates unintended disincentives to mitigate
infrastructure risks.

Emergency relief funds should only support
recovery fromdisastersabove and beyond
expected risks. Forthisto happen,
transportation agencies—as a matter of due
course—should be assessing theirassetrisk,
assigningavalue tothat risk, and making
insurance orinfrastructure investments to
reasonably mitigate it.

Leadership and
Coordination

“There are actually disincentives for resilience
investment. Everybody is expectingthat inalarge
disruptive event the Federal Government will come
inand make them whole. Why should infrastructure
owners invest their limited resources —already
stretched too thin to support daily maintenanceand
operations—toinvestina “what if” that, if the
“what if” does happen, will ultimately lead to
generous checks being written out of Washington?
This moral hazardis creatinga real barrier to
investingin mitigation.”

Dr. Stephen Flynn, Professor of Political Science, Founding

Co-Director of the George J. Kostas Research Institute for
Homeland Security, Northeastern University

Planningandinvestment decisions are ultimately made by leadersin both the publicand private sectors.

Engagingleadersin coordinating resilience effortsis an essential component thatis often overlooked.

NIAC Transportation Sector Resilience
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Decisive Leadership Must Leverage Public and Private Expertise

e The most comprehensive infrastructure investments our country has seen throughout history have
arisenbecause aprominentleaderchampioned the cause. Political will is needed to generate action.

e Effective collaboration onshared risks requires committed leadership thatfuses resourcesfrom
many sources. Regional consortiaexcelat bringingtogether publicand private leaders to solve
tangible infrastructure problems. When tapped, non-profits, think tanks, and academicinstitutions
focused ontransportation can support expertise-based solutions for policymakers.

Private Sector Leadership Engagement is Critical for Timely Action

e CEO-levelengagement playsamajorroleinsecuringa commitmentto resilience by fostering
constructive dialogue and building partnerships across regions, sectors, and modes. The 2015 NIAC
report Executive Collaboration forthe Nation’s Strategic Infrastructure found that CEOs play key
rolesin “advancing outcomes and unifying action across theirinstitutions and their sectors.”

e From a practical perspective, most CEOs are already championingresilience as acritical part of

business continuity. Corporate leaders have astrong sense of stewardship; they care deeply about
the business conditions they leave behind.

International Collaboration is Essential

e Transportation networks are builtaround geographicregions, and therefore many networks extend
beyond ourborders. Canadaand Mexico serve as two of our Nation’s biggest trading partners.
Effective collaboration can reduce international supply chain disruptions and create coordinated
policiesthat ensure transportation continuity and the publicsafety.
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IV. Findings

As the NIACinitiated this study, seven topics emerged thatframed the research and provided general
contextforthe council’s findings and recommendations. The Council summarizes these seven topics as
follows:

e Current Practices: While there are numerous activities that supportresilientactionsin the
sector, presently there is little coordination or sharing across modes for those aspects thatdo
exist. Indeed, eventhe “language of resilience” differs substantially, with little commonality in
how itisincorporatedinto practice.

e Goals:Thereis nobroad, commonly accepted framework for resilience goals. However, while
not explicitly defined, some resilient characteristics are in fact embedded in othertargets,
though generally notas primary aspects.

e Dependencies: There are widespread, major dependencies—within modes, across modes, and
with otherlifelinesectors. Whilethese dependencies are typically wellknown, they are too
often poorly understood or without defined paths for mitigation. Cross-modal and cross-sector
dependencies are of particular concern.

o Performance Gaps: There are significant gapsinall areas of risk management, including
identification, understanding, and prevention/mitigation of risks. Given that there are already
known and long-standing shortfalls in addressing risks from aging infrastructure, emerging
threats such as cyberintrusions exacerbate these gaps and theirsignificance.

e Risk Mitigation: The extraordinarily complex and highly interconnected nature of the sector
make risk mitigation an extremely broad and difficult challenge. While there are common
constructs and approaches that can be broadly applied, individual modes have substantially
different patterns of assets, ownership, and operation that complicate potential solutions.

e Publicand Private Sector Roles: Ownershipis divided among publicjurisdictions and the private
sector, whichresultsin different patterns of operation, particularly with investment and risk
management. The Federal Government acts primarily as the funder, regulator, and
owner/operator of various systems. It must provide nationalleadership in funding and
incentives forresilient practices, both publicand private.

e ProcessImprovements: With increasing threat recognition, thereis a substantial body of policy
and strategicguidance. However, actual implementation of this guidance is modest, at best. The
adoption of resilient characteristics and activities into operational practice is piecemeal, though
there are significant examples of success stories.

The Council notesthatin a sectorso complexin assets, ownership, and operations, itis notsurprising
that resilience isinanascent state of development. This greatly challenges DOT and its partner agencies,
which must balance the roles of funder, owner, operator, guider, and regulator of the Nation’s
transportationinfrastructure. The Council further notes there are many promising efforts already
underway in DOT and elsewhere; Appendix D presents examples of this progress.
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Finding 1: Understanding Systemic Risk

Transportation risks are not well understood across modes, regions, and critical interdependent
sectors, creating uncertainty about national-level risks resulting from a major system disruption.

11

1.2

1.3

Owners and operators have a limited visibility of risks in adjoining systems, jurisdictions,
modes, and critical dependentinfrastructures. In particular, emerging risks related to cyber
disruptions, extremeweather, rising sealevels, aging assets, and workforce changes are not
well understood across modes and regions.

Currenttransportation data, modeling tools, and exercises are not sufficiently robust to
effectively evaluate transportation system risks and their regional and national implications.

Transportation systems are generally effective in emergency response and surprisingly adaptive
to disruptions. However, this often comes at the expense of investmentin prevention,
resilience, and long-term sustainability.

Finding 2: Incorporating Resilience into Operational Practice

Gaps inleadership, coordination, and workforce capabilities have made it difficultfor organizations to
effectivelyincorporate resilience into operating practice.

2.1

2.2

2.3

24

2.5

Although national resilience
policies are well-established,

“It has become the ‘soup de jour’ for every agency to have a
resiliency and risk mitigation focus. Frankly, what many

they have not yetbeen agencies are doingis justrelabeling their programmatic focus
integrated into comprehensive and utilizinga great deal of funds they sayare committed to
national transportation plans resiliency simply to sustain administrative costs they are trying
and strategies that coordinate to secure—keeping personnel that they would otherwise have
decision making and risk lostifthey really had to refocus things.”

management across modes at William Golden, Executive Director, National Institute for Coastal and
the local, state, regional, and Harbor Infrastructure, Boston, MA

national level.

There is no structured, senior-levelengagement between publicand private sectors partners,
transport modes, and interdependent sectors to address national-level transportation risks.
Thisis compounded by the difficulty of identifying public sector authorities who have decision-
making ability throughout the networks of state, city, and county leaders.

Responsibility for promoting and assuringresilienceis splitamong several key Federal
organizations (DOT, USCG, Transportation Security Agency, USACE), and thereis currently no
unified strategy orplan.

Under the auspices of CIPAC, the cross-modal transportation councils (SCCand GCC) are
dormant, and there is no structure in place to focus on lifelinesectorinterdependencies.

Decision makers and operators lacka common understanding of what resilience is, why itis
critical, and what actionsimprove it. As a result, resilience policies and strategies have not been
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effectively translated into the procurement processes, management procedures, and
operational practices of many publicand private organizations. Resilience will only be effective
whenitbecomesanintrinsiccharacteristic, similar to safety, and when organizations are able
to inspire a “culture of resilience.”

The composition and capabilities of the transportation workforce is changing, creating potential
vulnerabilities. Forexample, much of the publictransportation workforce is not trainedin
systemresilience concepts and modern risk management practices, or may not have the
capabilities to analyze and mitigate emerging risks such as cyber. Atthe same time, the
valuable experience and operational knowledge of the sector’s retiring workforce may be lost
without careful transition and training.

There is limited availability and use of tools, methods, and best practices to support effective
resilience practices. Thisis compounded by pooradherence to existing best practices, such as
performance-based asset management and state-of-good-repair practices. Where performed,
information sharingand best practices for risk managementis challenging. Thisis due to the
diversity and complexity of sector, and sometimes laws that regulatethe sectorand its
institutions.

Finding 3: Investing in Resilient Infrastructure

Underinvestmentin transportation infrastructure and the inability to monetize resilience for
investment decisions have prevented resilience from being integrated into builtinfrastructure.

3.1

3.2

3.3

3.4

3.5

Chronicunderinvestmentin publicly owned and funded transportation infrastructure has
resultedininadequate and decayinginfrastructure with uncertain risks. By contrast, investment
in privately owned infrastructure, such as freightrail, hasincreased overthe past decade.

There is no national consensus on the need forinvestmentin resilient transportation
infrastructure due in partto a limited understanding among the public, political leaders, and
industry leaders aboutthe role and value of resilience.

Federal Government legal authorities and funding streams are widely distributed across
agencies, often resultingin siloed and uncoordinated transportation investments. Thereis also
limited Federal coordination regarding transportation investments made atthe local level and a
lack of clear Federal guidance to help jurisdictions make informed investments that promote
resilience.

Resilience is notbeingfully considered in capital planning for new transportation infrastructure,
particularlyin publicprojects. Thisis due to the difficulty of prioritizing competing
considerations and finding information on the costs and benefits of resilient features.

Uncertainty overthe likelihood, costs, and consequences of emergingrisks, such as aging
infrastructure, cyberthreats, and rising sealevels, makes it difficult forowners and operators to
investinlong-term resilience. This inability to monetize resilience often leads to favoring
investmentin emergency responseatthe expense of longer-terminvestmentinresilient
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infrastructure. This frequently yields least-cost solutions that marginalize resilience featuresin
transportation projects, resultingin lower capital costs today but higher repairand societal
costs inthe future.

3.6 Thereislimited use of tools, such as full lifecycle cost analysis, benefit-cost analysis, and other
best practices, to informinvestment decisionsinthe transportation sector. Thisis compounded
by the lack of adequate resilience metrics and cost data to supportanalysis and decision
making.

3.7 The publicand private sectorrely ondistinct business models, requiring differentincentives to
build resilience into infrastructure across the transportation sector. Forexample, private
railroads have made significantlong-term investments overthe past decade toimprove freight
rail infrastructure, because itensures continuity of operations during catastrophes and
strengthens the bottom line. By contrast, publictransitagenciesrespond to Federal funding
and regulatory requirements, which may not require or prioritize investmentin resilience.
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V. Recommendations

The Transportation Systems Sector exhibits acomplexity unlike any otherthe Council has studied. Its
diverse and interconnected modes, fragmented ownership and authority, and chronicunderinvestment
create challengesforthe sectorto planand achieve resilience. The Nation’s severely aging and
deteriorating transportation infrastructure has adiverse set of emergingrisks that no one Federal entity
has full jurisdictional responsibility to address.

Building resilience into the Nation’s transportation systemis both an enormous undertakingand an
urgenttask. It will ultimately require recognition, investment, and innovation from a multitude of public
and private partners. Since the Council advisesthe Presidentand Federal agencies, it focused on three
recommendations that will enhancethe Nation’s and stakeholders’ ability to take action. The re-
authorization of national transportation appropriations offers an opportunity for Federal leaders to
make resilience a key element of future funding, policy, and programmatic provisions. The Council’s
recommendations lay the foundation forimplementing resilience in governmentinvestments.

In short, the sectorneedsto 1) baseline currentrisks and establish a Federal vision fortransportation
resilience; 2) develop the analytictools, models, and exercises to better understand and plan for
emergingrisks and interdependencies; and 3) use the results of these efforts to operationalizeresilience
by increasing funding and implementing effective Federal practices, procedures, and procurement
processes. These actions are designed to increase the ability and opportunity for all stakeholders to
make decisions and investments that support resilience. Our recommendations strongly align with NIAC
recommendations from prior studies.

In developingits recommendations, the NIAC ascertained five overarching themes that will determine
the success or failure of achievingaresilient national transportation infrastructure:

e Long-Term Commitment: Achievingresilience is along-term process, and resilience must be
appliedtoall stages of assetlife cycles, from defining requirements through operations and
maintenance. This willrequire instilling a “culture of resilience,” similarto the safety culture that
has guided much of our presentinfrastructure systems.

e Investment: Resilience is much more than response to a disaster. Itrequires early investment—
inresourcesand in sustained dedication to overcome obstacles—to plan and build improved,
more robust systems ratherthan simply repairing and restoring failed systems. Without this,
disasterresponse will become increasingly expensive and less effective. Itis critical that current
investments incorporate resilient features.

e Partnership and Champions: Sustained collaboration across governmentand the private
sector—starting at the executive level—is crucial. Given the number of owners, operators, and
users of the Nation’s transportation system, ashared vision and buy-in fromthose in leadership
positionsisrequired fortransportation resilience to be achieved and sustained.

e A Systems Approach: Today’s transportationinfrastructure, while highly interconnected, isan
agglomeration of modal components. A “whole of systems” approach must tie together modes,
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regions, jurisdictions, and the otherlifeline sectors with acommonly accepted framework for
resilience risk management.

o The Federal Role: The Federal Government playsa prominentrole inthe transportation sector.
It acts as a funder, regulator, and sometimes ownerand operator. The Federal commitment to
resilience must put policy into action, and create successful standards and incentives that
integrate grants, programs, and projects with guidance.

These themes permeated the Council’s interviews and analysis, and provide context for the
recommendations that follow.

Recommendation 1: Conduct a Quadrennial Review of
Transportation Infrastructure

The President should direct the Secretary of Transportation and the Domestic Policy Council, working
with the Secretary of Homeland Security, to conduct a quadrennial review (QR) within 18 months
that assesses systemicrisks and prioritizes a path forward for the national transportation
infrastructure, similarin scope to the Quadrennial Energy Review conducted by the Department of
Energy and the Domestic Policy Council. The QR should establish acomprehensive and persuasive
Federal vision and related goals for achievingresilient transportation systems, consistent with the
policies and strategicimperatives contained in PPD-21, Presidential Policy Directive—Critical
Infrastructure Security and Resilience. The QR should include quantitative estimates of the
likelihood and magnitude of differenttypes of risk, drawing upon the best scientific, intelligence,
and actuarial data available —enabling stakeholders to build a business case forinvestment and
develop new design standards and best practices.

The firsttransportation sector Quadrennial Reviewshould be conducted to establish afoundational
visionforthe resilience of the U.S. transportation system. The QR process will enable Federal agencies,
as well asowners and operatorsinthe publicand private sectors, to acknowledge, address, and be
accountable forkeyresilience needs. The QR should assess the entirerange of risks that the
transportationinfrastructure must manage, determine the status of the sectorin managingthose risks,
and establish aunified path forward forimplementing priorities over the next fouryears. The Council
also believes establishinga Quadrennial Review process foreach of the critical sectors—in addition to
the transportation sector—would be useful foridentifying cross-sector risks that may otherwise remain

hidden. The Transportation Quadrennial Review should take relevant recommendations from other
sectorreviewsintoaccount.

The Quadrennial Review should include the following:

e Avisionandgoalsthatemphasize the management of modal, intermodal, and cross-sector risks
intransportation assets and systems of potential national significance.

e An assessment of the condition of the transportation infrastructure, determining the funding
requirementsto bringitto a state of good repair, measuringthe risks of underfundingrepairs
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and resilience investmentsin the sector, and identifying and quantifying transportation research
and developmentneeds.

e Astrategyforoperationalizingthis vision through guidance and fundingto state, local, and
regional partners. This would ensurethe security and resilience of the U.S. transportation
infrastructure isaddressedin anintegrated, holisticmanner; accounts for key
interdependencies; and makes resiliencea fundamental cultural characteristic, similar to safety.
For example, in developing the National Freight StrategicPlan, called for by MAP-21, the
Department of Transportation should explicitly include resilience attributes and metrics,
coveringall modesaswell asinter-modal considerations. These should encompass the
recommendations from the National Freight Advisory Council, provided to the Department of
Transportationin April 2014. For context, the United Kingdom’s National Infrastructure Plan
2014 exemplifies the size and scope of this type of national cross-sector strategy.

e Anassessmentof the currentand future transportation sector workforce to determine where
gaps may existin capabilities, training, and tools needed to manage infrastructure risks. This
should support Transportation Research Board funding on efforts such as the workforce
initiativesin MAP-21.

o Theidentification of key datasets and tools, such as full lifecycle analysis, could betterinform
investment decisions and business case determinations.

e Articulation of the business case forinvestmentin resilient risk mitigation measures, including
the costs and consequences of doing nothing. Working with the Council of EconomicAdvisers,
this should considerthe criticality of long-term transportation planningand investment to
national economicgrowth, including the value of full lifecycle maintenance cost estimates to
sustain resilience in transportation systems.

Recommendation 2: Develop Tools, Models, and Standards to
Mitigate Risks

To support the Quadrennial Review and its updates, the President should direct the Secretary of
Transportation, in coordination with the Secretary of Homeland Security, to fund the development
of regional, national, and cross-modal transportation system models using the best available data
sets to simulate transportation disruption scenarios. These would help to furtheridentify modal,
intermodal, and cross-sector risks and evaluate mitigation options. In parallel, the White House
should urge Congress to increase funding, lead an effortto heighten awareness, and promote the
development and implementation of Federal standards and mitigation measures to address
emerging physical and cyberrisksinthe transportation sector.

Federally developed standards and mitigation measures should be voluntary forthe private sectorif no
Federal funds are required, unless strong evidence shows there are majorrisksto transportation
infrastructure thatare not beingaddressed by market mechanisms. Specificactions required to
implement Recommendation 2include the following:
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Recommendation 2.1: The Sector-SpecificAgenciesfor Transportation should fullyimplement
Executive Order 13636 by issuing specific cyber risk-management guidance fortransportation
cyber-physical systems using NIST’s Framework for Improving Critical Infrastructure Cybersecurity.
This guidance should build on the industry’s standards and best practices, such as the
implementation guidance developed by the Department of Energy for the Energy Sector (Energy
Sector Cybersecurity Framework Implementation Guidance).

Recommendation 2.2: The Department of Transportation should fund the developmentofa
transportation-specificenterprise risk management framework that explicitlyincorporates
resilience aspects. The framework should build on existing processes and be tailored to each mode
to provide guidance to state, local, and regional transportation authorities. This guidance would tie
directly to Federal fundingfortransportation infrastructure to encourage longer-term investments
inresilientinfrastructure.

Recommendation 2.3: The Secretary of Transportation, in coordination with the Secretary of Homeland
Security, should develop transportation system models that can accurately simulate regional
transportation disruption scenarios to help identify and understand cascading disruptions across
adjoining systems, supply chains, and interdependent infrastructures. Development should
incorporate the real-world decision-making of infrastructure owners and operators, through a
series of regional, national and cross-modal exercises, toimprove the models’ accuracy and
enhance system-level visibility of risks. Private sector engagement should emphasize the business
continuity benefits of building enterprise resilience, allowing participating organizations to use the
models to stress-test systems and build the business case forresilience investments.

Recommendation 2.4: The Secretary of Transportation, working with the National Institute of Standards
and Technology, the American Society of Civil Engineers, and the Transportation Research Board,
shouldrevise design standards and identify best practices that incorporate resilience attributes
into the planning, construction, and operation of transportation assets to anticipate and mitigate
future risks. This effort should build on the NIST Community Resilience Planning Guide and the
Compendium of Codes, Standards and Guidance that Support Community Resilience.

Recommendation 3: Operationalize Resilience

The President should direct the Secretary of Transportation, working with the White House and the
Secretary of Homeland Security, to “operationalize” national resilience policies throughout all
Department programs and activities by translating them into guidance, programmatic practices and
procedures, funding criteria, and procurement processes to help cultivate a “culture of resilience.”
The Department shouldincorporate resilience, as a high-level performance factor, into all aspects of
transportation systems programs, including research and development, training and exercises, and
major capital projects.

Putting national resilience policies into operational practice will require awhole-of-Nation approach that
recognizes the complexity, diversity, and fractured ownership and responsibility of the transportation
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sector. The Federal Government can lead by facilitating executive-level, cross-modal coordination and
incorporating resilience into funding mechanisms and decisions, Federal program actions, and Federal
guidance thatbuilds the business case for resilience investments. Here are key actions forimplementing
Recommendation 3:

Recommendation 3.1: The White House and the Secretary of Transportation should work with Congress
to provide definitive resilience criteriafor Federal funding actions and to remedy shortfallsin
Federal infrastructure investment. Broader use of loan programs, such as the Transportation
Infrastructure Finance and Innovation Act (TIFIA) and Railroad Rehabilitation and Improvement
Financing (RRIF), could enhance publictransportation infrastructure and supportresilience in public
and private systems. The White House should also explore the use of pilot programs for innovative
project financing that would enable state and local agencies to partnerwith private entities on joint
public-private transportation projects that advance resilience. Congressional supportforpublic-
private partnerships not only broadens funding for partnerships, but also enhances the relationship
betweenthe publicand private sectors. For example, Congress could provide substantial funding for
a competitive multi-modalfreightinfrastructure grant program, designed to mitigate resilience gaps
between modes, for projects of national or regional significance. Prioritization of projects that meet
resilience performance criteriacould provide important publicbenefits while supporting private-
sector competitiveness.

Recommendation 3.2: The Secretary of Homeland Security and the Secretary of Transportation should
implement a cross-modal Transportation Sector Coordinating Council as a senior executive body
for addressing strategic cross-modal risks that could cause catastrophicinfrastructure disruptions.
Participants might consider adopting the model used by the Electricity Sub-Sector Coordinating
Council, which consists of CEO members who meet with their senior executive government
counterparts fromthe Sector SpecificAgency (e.g., Deputy Secretary of Energy or higher) and other
senioragency executives. Inestablishing one cross-modal SCC, the agencies should also re-examine
the effectiveness of each existing transportation modal sector council to determine how to more
actively engage owners and operators, particularly executives. To address cross-sector priorities,
representatives fromthe Transportation SCCshould also be encouraged to participate inthe
StrategicInfrastructure Executive Council, a council of CEOs and senior executive decision-makers
proposed by the NIACinits 2015 report, Executive Collaboration forthe Nation’s Strategic
Infrastructure. Recognizing the key roles of state and local owners and operators, the agencies
should work with groups such as the National Governors Association, the National League of Cities,
and the National Association of Counties to promote and strengthen transportation systems
resilience, particularly on cross-jurisdictional risk issues. An examination of the collaboration model
established by the Committee on Marine Transportation Systems (CMTS) could provide best
practices for strengthening cross-agency and cross-modal collaboration and coordination.

Recommendation 3.3: The Department of Transportation should fund the National Academy of Public
Administration to assess government and industry best practices for implementing resilience
policies within organizations and to propose appropriate actions for the Department of
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Transportation to implement this recommendation. This would help quantify resilience and
establish performance metrics in administrativeand executive practices.

Recommendation 3.4: The Department of Transportation should require state, local, and regional
partners to conduct a simple “resilienceimpact assessment” as a prerequisite forreceiving
Federal funding for major capital investment projects. The assessment should identify how the
proposed project will mitigate current and future infrastructure risks and advance resilience
objectives. The assessment should analyze the benefits and cost of the project’s resilience features,
includingan analysis of the “cost and risks of doing nothing.” Such an assessment willhelp embed
resilient featuresinto builtinfrastructure and encourage organizations to considerresiliencein
business decisions.

Recommendation 3.5: The Department of Transportation, in coordination with the General Services
Administration, should conduct a study of public procurement practices for Federally funded
transportation projects to identify best practices for making resilience as a criteriafor awarding
grants and contracts. The study should examine how cybersecurity and cyber resilience are
reflected in the procurement process.

Recommendation 3.6: The Department of Transportation should fund the Transportation Research
Board to work with the insurance industry and the academic community to build, test, and
validate models to accurately price insurance coverage based on resilience practices and
mitigation taken by owners and operators to prepare foranticipated risks. These models could
serve as planningand decision tools for guiding resilient actions by insurance companies; Federal,
state, and local jurisdictions; and private-sector companies.

Recommendation 3.7: The Department of Transportation and Environmental Protection Agency should
identify safety and environmental quality regulations that could be temporarily waived to
facilitate recovery following disruptions, and ensure that recovery incorporates resilience best
practices. This effort should include an examination of appropriate waivers to the Jones Actand the
Hours of Service requirements within the Federal Motor Carrier Safety Regulations.
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| The Council also references and reaffirms its previous recommendations in these areas:

Identifying and Understanding Emerging Risks

» The President should task the NIAC to identify the highest-priority cross-sector risks affecting
national security and resilience and produce a written report to the President within 18 months
recommending potential executive-level, cross-sector action. (Regional Resilience, 2013)

» The President should establish the goal for all critical infrastructure sectors: No later than 2015,
control systems for critical applications will be designed, installed, operated, and maintained to
survive an intentional cyber assault with no loss of critical function. (Physical and Cyber
Convergence 2007)

> Develop real-time cybersecurity risk analysis and management tools. Establish new architectures
to “bake in” self-healing and self-protected cyber systems. Develop automated security analysis
and data collection tools and methods. Understand cross-sector connections that could cause
cascading effects. Measure the effectiveness of security. (R&D Study 2014)

Federal Standards and Guidance to Address Risks

» Determine design standards and best practices for replacing, upgrading, and maintaining critical
infrastructure systems. (R&D Study 2014)

» The Federal Government should work with owners and operators to clarify agency roles and
responsibilities for cyber security in the electricity sector, including those for cyber emergencies
and highly sophisticated threats (Resilience Goals Framework 2010).

Modeling, Data, Tools, and Exercises

» Department of Homeland Security should support modeling and analysis studies of the cross-

sector economic impacts of CIKR failures using tools such as input-output analysis. (Resilience
Goals Framework 2010)

> Develop and integrate modeling and simulation tools. Develop, scale, and integrate
interdependency and consequence modeling, and simulations to support operational decisions to
predict and prevent cascading failures. (R&D Study 2014)

Strengthening Public-Private Leadership and Coordination

» The Department of Homeland Security should facilitate the development of cross-sector
partnerships within selected regions to improve the region’s resilience to very-large scale events
that could impact national security, resilience, and economic stability. (Regional Resilience, 2013)

» The President should direct the Secretary of Homeland Security to work with the Sector Specific
Agency heads for the Electricity Sub-Sector, Water, Transportation, Communications and Financial
Services to establish a Strategic Infrastructure Executive Council under CIPAC, composed of CEO or
Senior Executive Decision-Makers from the sectors and their counterpart agencies, to identify
national priorities and develop joint or coordinated action plans and agreements to implement
them. (CEO Engagement Study, 2015)
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The Council also references and reaffirms its previous recommendations in these areas:

Integrating Resilience into Government Practices and Procedures

> The President should require that Federal agencies: (a) explicitly consider and address the
differences among regions when promulgating security and resilience rules, programs, or
guidance; and (b) expressly state how they have customized implementation to each region if
there is not generic applicability. (Regional Resilience, 2013)

Promoting a Skilled Workforce to Manage Critical Infrastructure Risks

> Identify and apply best practices. ldentify innovative, cost-efficient and acceleratedapproaches to
develop a skilled workforce. (R&D Study 2014)

Building a Case for Infrastructure Investment and Resilience

> Identify and apply best practices. Identify and establish the elements for business and public
justification for investments from lessons learned. (R&D Study 2014)

> Address role and impact of regulation, public policy, and consolidation within sectors on
resilience and innovation. ldentify essential elements of enabling policies and regulations that
would encourage and facilitate owner and operator investment and gain public acceptance of
such investments. (R&D Study 2014)

> The Council of Economic Advisors and OSTP should help to create a strong and enduring value
proposition for investment in resilient lifeline infrastructures. (Regional Resilience 2013)

> For critical infrastructure owners and operators, the value proposition [for senior-level
engagement with the government] would be to assure business and sector assets function
sustainably. (CEO Engagement, 2015)

> Address role and impact of regulation, public policy, and consolidation within sectors on
resilience and innovation. Research and analyze the labyrinth of regulations and policies across
all levels of government that impedes and dis-incents investments in security and resilience.
(R&D Study 2014)

> Identify and apply best practices. Develop an effective model of shared industry funding. (R&D
Study 2014)

> Identify and apply best practices. Establish resilience metrics. (R&D Study 2014)

Moving Forward: A Sense of Urgency for Action

Urgent actionis needed now to provide the necessary publicfunding to rebuild ourtransportation
infrastructure that has suffered from decades of neglect. The need s stark—frequent reports highlight
the vulnerability of the Nation’s aginginfrastructure to majordisruptions. Achieving transportation
resilience will require along-term, systematicapproach that must be embedded into transportation
assets, structures, and operating cultures. The Federal Government needs to act now to implement the
standards, tools, planning, and investment decisions that will ensure the resilience of systems decades

NIAC Transportation Sector Resilience 38



V. RECOMMENDATIONS

into the future. Importantinvestment decisions are currently being made in the Administrationandin
Congress. These represent opportunities to begin and sustain the long and difficultjourney ahead of us.

We believe ourfindings and recommendations will help guide the fundamental decisions and actions to
make the Nation’s transportation system efficient, safe, and resilient. The Council also notes that with
spendingon publicinfrastructurein steady decline, resilienceis just part of the greater challenge to
build and maintain a competitive, 21°*-century infrastructure. Our recommendations lay the foundation
for resilience to be addressed as afundamental part of this greater challenge.

Finally, we strongly believe that support atthe highest levels of government, including the Executive
Office of the President, and the private sectoris needed. Unless there is ashared political will across
parties and partners to sustain a policy of resilience and back it with resources, the Nation’s
transportation system willremain vulnerableto a spiral of increasing disruption and continuing
deterioration.
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Appendix B: The Resilience Challenge: Key Aspects
of the Problem

The NIACengaged a variety of transportation experts for the purpose of this study, conducting dozens of
interviews with nationalleadersin transportation resilience and regional, state, and local subject matter
expertsintransportation systems, state and local cross-jurisdictional coordination, cross-modal
integration and management,andthe planning and operation of infrastructure assets. The sections
below presentan analysis of recurring themes. The information collected from the interviews and open-
source research were synthesized into four categories:

l. Transportation Risks

. Infrastructure Investmentand Funding
lll.  Policiesand Practices

IV. Leadershipand Coordination

I.  Transportation Risks

The scale, scope, and diversity of the Nation’s transportation system creates the need for effectiverisk
managementto successfully confrontthe broad range of challengesitfaces. Fourfactors contribute to
the complexrisk environment faced by the Nation’s transportation systems:

e Limited understanding of the risks created by sectorinterdependencies in tightly integrated and
networked regional systems

e Limited redundancy and critical points of failure

e Limitedintermodal, cross-sector, and cross-jurisdictional coordination of regional systems

e Poorabilitytoaddress emergingrisks such as aginginfrastructure, extreme weatherandrising
sealevels, workforce deficiencies, and cyber attacks

Limited Understanding of Risks Present in Interdependent
Infrastructures

As regional transportation systems and global supply chains have becometightly optimized for
efficiencies, they have wrung out much of the excess capacity and ended up weaving together new
interdependencies and vulnerabilities that are not well mapped. The components of ourtransportation
networks are highly interconnected across modes, but also with other critical sectors within each region.
Lifeline sectors—transportation, energy, communications, and water—provide indispensable services to
nearly all otherinfrastructures, butin particularto each other, creating dependencies and risks that
individual operators cannot clearly anticipate.

The growing complexity of cross-sectorinterdependencies creates hidden risks within regional and
national infrastructures that may not be revealed until amajordisaster hits. Inthe aftermath of
Superstorm Sandy, unforeseen and severe shortages of liquid fuelsin New Jersey exposed the
government’s limited understanding of the intricacies of the supply chain. The shortage cascaded to
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otherlifeline sectors and delayed restoration: without a steady source of gasoline and diesel for utility
vehicles, repair crews were slowed in theirability to repairdowned power lines that were needed to
pump fuels atlocal service stations. These types of hidden risks were highlighted in our 2013 NIAC
report Strengthening Regional Resilience.

Interdependencies with other lifeline infrastructures are inherently regional, requiring aregion-wide
approach to understanding how different modes and sectors interconnect, and planning how individual
operatorsreact duringdisruptions. This creates achallenge for operators and stakeholders that are
organizedalonglocal, state, and Federal jurisdictions. System-wide visibility is crucial for accurately
measuring and managingrisk throughout the transportation system.

Examples of dependencies and interdependencies with the Transportation Systems Sectorare:

e Major ports such as the Port of Los Angeles and Port of Long Beach. These gateway portsrely on
smoothinterdependent relationships between the energy sector (fuel and electricity), the water
sector (flood control, sewage, and drinking water), the rail and highway modes (moving cargo
into and out of the ports), the maritime mode (bringing and taking cargo across the ocean),
commercial facilities (terminal buildings and warehousing), financial services (banking
transactionsandinsurance), ITand communications (coordination and data processing), food
and agriculture (produce to export), and othersectors. Also, port operations themselves are
dependentuponagreement between laborunionsand port managementso that work can
progress smoothly on the docks.

e Pipelines, natural gas, and electricity. The aging of coal generation units, the retirement of
certain nuclear units, and the increased availability and low price of natural gas for electric
generationin many parts of the United Statesis presenting operational challengesin that
pipeline congestion canresultininterruptions of gas deliveries.

e Railroadsand crude oil. With the openingup of new reservesin North America, the shipment of
crude oil by rails has increased dramatically overthe pastfew years. In large measure, thisis due
to the lack of crude oil pipelines running north to south across the Midwest: one of the drivers
for consideration of the Keystone XL Pipeline project. However, the increased use of rails for
crude oil shipmenthasresulted in fewer opportunities for northern plains grain producers to
ship theircrops by rail and in greater expense forthemto ship grain to bargeson inland
waterways. Moreover, datafrom the Pipeline and Hazardous Materials Safety Administration
has shown that,in 2013, more oil was spilled from trainsthaninthe previousfourdecades
combined.®

e Fuelandelectricity. The 2013 NIACstudy Strengthening Regional Resilience uncovered many
examples of interdependency that surfaced in the aftermath of Superstorm Sandy. Power
outagesto pipeline pumps and fuel terminals that could then nolongeracceptfuel forced the
northern part of the Colonial Pipeline to shut down, effectively cutting the region off froma2.4
million-barrel-per-day supply of petroleum. Without power, several refineries were unable to

6 Curtis Tate, “More oil spilled fromtrainsin 2013 thanin previous 4 decades, federal data show,” McClatchy
Washington Bureau (January 20,2014).
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refine fuel forthe region, receive fuel, oraccess theirexisting supply of fuelfor supply and
distribution. Also, without commercial power, even well-stocked gasoline service stations were
unable to pump fuel to customers. Service stations with power quickly depleted resources as
demandrose, and suppliers experiencing power outages or infrastructure damage could not
refuel them.

e Some dependencies, such asonliquid-fuelsupplies, have repeatedly been shown to be major
barriersto response and recovery. Despite this, thereappearsto be little progressin risk
reduction, dueinlarge partto underlying complications. Forexample, evenif potential fuel
supplies seemto be available, factors such as fuel specifications, taxation issues and other
jurisdiction-related conditions may inhibit fuel delivery.

In general, while thesedependent orinterdependent relationships are increasingly recognized, there
appearsto be a comparative lack of understanding of the underlying dynamics. System-wide analysis —
based on reliable data sets of sufficient depth and breadth —is needed to elucidate the root causes of
weakness and identify risk-management actions to mitigate them.

Owners and operators often lack the tools that draw upon real-world experience to model “what if”
scenarios and simulate how cascading disruptions play out within a particular region. One of the
challengesin mitigating disruptive riskis not just understanding the systems themselves, but also the
many forces that can act on those systems. Practitioners need models that are geographically and
functionally accurate from a systems engineering standpoint, yet also protect proprietary dataand
sensitiveinformation about system operations. While input-output models can help us to understand
the national economicimpacts of certain types of disruptions, regional models lack the granularity to
accurately simulate the flow of people and passengers that can reveal hidden risksand gapsin
resilience. Even with such tools, however, there is limited understanding of the complex decisions made
at the local, state, regional, and national levels as an event unfolds. Creating effective models and tools
requires acoordinated effortto collect regional systems datafrom owners and operators, manyinthe
private sector.

As aresult, today’s models often lack the ability to account for behavioral, regulatory, and human
factors that affect decision making atthe local level, where mapping of supply chains and cascadesis
incomplete. Because of the potential consequences to communities, Achieving system-wide visibility
should be a governmentactivity. The publicsectorwill need to drive model development and
engagement with owners and operators to acquire the necessary datafor regional models. Even without
detailedregional data, we can use modelsto analyze impacts at the national level to assess the effects
of long-term, disruptive risks.

Limited Redundancy and Critical Points of Failure

Transportation system optimization reduces redundancy and may create critical choke points within
regions. Risk mitigation efforts need to prioritize the maintenance of service continuityatintermodal
transportation hubs, particularly in major metropolitan areas. Theselocales have the potential to
become single points of failure due to the number of transportation services that would be
incapacitatedina disruption. These can be large, multi-modal transportation hubs, such as coastal ports,
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but also key bridges ortunnelsin high-trafficregions, such as the North River Tunnels beneath the
Hudson Riverthat Amtrak and New Jersey transit trains use between NewJersey and Manhattan. For
the firsttime ina hundred years, one of the tunnels flooded during Superstorm Sandy, and last year,
Amtrak CEO Joe Boardman indicated thatthe tunnels had less than 20 years before one or both would
needtobe shutdown.

Otherexamples of possiblesingle points of failure within the Transportation Systems Sectorare:

o The Federal GPSsatellite navigation system, which —if it were substantially disrupted —could
have seriousimpacts across all modes of transportation. As noted in testimony to Congressin
February 2014: “In 2009, authorities at Newark International Airport noticed thatanewly
installed landing system would periodically malfunction, but were ata loss to explain why. After
twoyears of effort by the airport, the FAAand the FCC, they finally traced the problemtoaman
with a GPS jammerregularly driving past the airport on I-95. The driver had purchased the
inexpensive andillegal jammeronline and was usingitto keep hisemployer from tracking his
movements each day.””]

e The Portal Bridge crossesthe Hackensack River halfway between Manhattan and Newark. Some
450 trains carrying more than 150,000 riders a day pass overthe century-old bridge, whichisin
desperate need of replacement at the cost of an estimated $900 million. Amtrak Presidentand
CEO Joe Boardman says the bridge is the busiestin the Western Hemisphere and is critical to the
U.S. economy, yetitisthe “Achilles heelthat we have on the Northeast Corridor....whenatrain
stacks up here, it can stack up all the way down to Washington and all the way back up to
Boston. Thisis a single point of failure.®”

e Forthe Ports of Los Angeles and Long Beach, the Henry Ford/Badger Avenue Bridge across the
Cerritos Channel provides the only railroad link to Terminal Island from the mainland, feeding
directlyintothe Alameda Corridor. It runs parallel to the Commodore Schuyler F. Heim Lift
Bridge, which carries trucks and automobilesinto and from the ports.° Should this bridge be
closed and freight rail trafficbe denied access to the ports, an essential linkinthe intermodal
transportation and delivery of transcontinental freight loaded into marine cargo containers
would be disrupted.

o The Ambassador Bridge across the Detroit Riveris part of the Detroit-Windsor Corridor. More
than 10,000 vehicles traversethe family-owned bridge every weekday. Itis North America’s
busiestinternationalbordercrossinginterms of both trafficand trade volume. With the two
countries beingeach other’s largest trade partner, aquarter of all trade betweenthe U.S. and
Canada passes through this border crossing. In February 2015, the United States, Canada, and

7U.S. Congress, House of Representatives. Testimony by Dana A. Goward to House Transportation Committee,
Subcommittee on Coast Guard and MarineTransportation, Hearing on “Finding Your Way — the Future of Federal
Aids to Navigation,” (February 4, 2014).

8 Joe Boardman, interview on CBS News, 60 Minutes (November 23,2014).

9 Port of Los Angeles (POLA), “CA-103 Commodore Schuyler F. Heim/Henry Ford Bridge.”
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the State of Michigan signed an arrangementregarding a proposed New International Trade
Crossing (NITC) linking the two cities.®

While many potential single points of failure are well known, the actions required to mitigate the
associatedrisk may not be well understood. Until thisis addressed, both the potential loss of service and
the likely extensive time frame for restoring service will remain critical shortfallsin resilience.

Resilience strategies take many forms. In addition to building redundancy, “substitutability,” in which
alternative services are used to accomplish the same outcome, can help prevent disruptions from
cascadingto other parts of the transportation system. The degree that one facility orasset can be
substituted foranotheris a key factor when examining dependencies in the transportation sector. For
example, when flooded subway tunnels forced the suspension of trains between Brooklyn and
Manhattan during Sandy, the MTA ran “bus bridges” as a replacement service along this key route.
Substituted services offer functional redundancy and enable transit continuity while damaged assets are
restored. Cross-modal substitution must considerall functions, however. In the event of amajor
disruption of the San Francisco Bay Bridge, for example, publictransit can provide an effective substitute
for the movement of people, but not the shipment of goods.

Limited Intermodal, Cross-Sector, and Cross-Jurisdictional
Coordination of Regional Systems

Regional coordination isimperative as control overthe transportation systemis highly fractured.
Without effective coordination, logical decisions made by independent system components or
jurisdictions could ultimately exacerbate aninitialdisruption ordelay recovery onaregional scale. For
example, schools often serveas shelters fordisplaced peoplefollowing natural disasters, butacrucial
part of the largerregional recoveryincludes getting kids back to school as quickly as possible.

Planningforresilient strategies and rapid recovery ata regional scale requires pre-disruption
coordination among highly disparate groups that may not have traditionally partneredin the past.
Regional stakeholders must work not only across modal, sector, and jurisdictional divisions, but also
across fields of study. Engineers, long-range system planners, and capital investors must now coordinate
withfirstresponders and emergency operations personnelto determine the requirements of aresilient
infrastructure and bake resilience capabilitiesinto the builtinfrastructureand into operationsand
management strategies.

FEMA Administrator William Craig Fugate emphasizes a “whole community” approach to planning. Our
interviews echoed this sentiment. Intermodal and cross-sector planning and coordination are crucial in
respondingto and mitigating disruptions. When the San Francisco Bay Bridge was closed forrepairs, for
example, transportation officials developed multimodal contingency plans that were widely publicized
well before the closure, successfully preventing an extended period of confusion and traffic congestion.
Even withoutthe benefit of foresight, the transportation sector effectively uses advance coordination

10 Detroit Historical Society, “Ambassador Bridge,” in Encyclopedia of Detroit; and DHS, “DHS Announces New
International Trade Crossing” (February 18,2015).
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within modesto enable resilient responseto multiple hazards. Forexample, the speed with which the
FAA handled the fire setas an intended suicide at a control center outside of Chicagoin September 2014
reflected efficiency, adaptability, and quick response on the part of the air trafficcontrollers, who
evacuated the affected facility and issued a ground stop on all flights bound for Chicago airports,
including O’Hare and Midway. 1%:12

Poor Ability to Address Emerging Risks

One expertasserted thatourinfrastructure was built for a different reality to safeguard against high-
risk, low-probability events that have now evolved into high-risk, inevitable events. The Nationis facing
a set of emergingrisks that one expertcalled the “triple threat:” rising sealevels, extreme storms, and
aginginfrastructure. The greater frequency by which these events and otherrisks are occurring
necessitates the incorporation of resilience into design standards, long-term planning, and planned
investments. Yetinthe lastdecade, several risk factors have outpaced the abilities of the transportation
systems workforce and builtinfrastructure to respond.

Il. Aging Infrastructure

Following World War ll, the United States jumped ahead of the world in creating advanced
infrastructure, but much of that infrastructure has since deteriorated overtime with insufficient will to
re-invest, particularly in transportation. A majority of the Nation’s roads are in less than good condition,
and a quarterof our Nation’s bridges are in need of repair.'3 The Federal gas tax is no longer sufficient
to sustain the Highway Trust Fund, and as a result, surface transportation needsalong-term
commitment from Congressto sustain infrastructure for the future. The risks posed by aging
infrastructure are not limited to the transportation systems sector: the U.S. electricgrid loses power 285
percent more oftenthanit didin 1984, accordingto DOE data.!* Blackouts can cause up to billions of
dollarsineconomiclosses'®, including debilitating transportation networks dependent on electricity.

Rising Sea Levels and Extreme Weather

Coastal floodingis both asecurity and economicthreatto our transportation system. There are atleast
12 U.S. international airports at risk for coastal flooding®, in addition to several chokepointsinthe
Northeast Corridor where flooding could disrupt multiple modes of transportation simultaneously. In

11 Alex Davies, “A Single Fire Can Cripple America’s Aging Air-Traffic System. Here’s Why,” Wired (September 30,
2014).

12 Chandrika Narayan, Ted Rowlands, and Ralph Ellis, “Air travel still hobbled after Chicago fire,” CNN (September
29,2014).

13 DOT. Beyond Traffic (2015).

14 Meagan Clark, “Aging US Power Grid Blacks Out More Than Any Other Developed Nation,” International Business
Times (July 17, 2014).

15 DOE. The Smart Grid: An Introduction (2008).

16 Andrew Freedman, “U.S. Airports Face Increasing Threatfrom Rising Seas,” Climate Central (June 18,2013).
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2010, 39 percentof our Nation’s populationresided in counties directly on the shoreline, with that
numberexpectedtorise by 8 percent by 2020.%’

Cybersecurity and Cyber Mechanical Systems

Cybersecurity has become aforemostarea of concern across all modes of the transportation sector.
Especially worrisome has beenthe growing role of industrial control systems that are used to remotely
monitorand/or control critical, sensitive processes and physical functions. Inthe sector, these systems
include supervisory control and data acquisition (SCADA) systems, distributed control systems,
programmable logiccontrollers, and general-purpose controllers that are increasingly becoming
interconnected. These computer-based systems monitor the system environment and control physical
objectsand devices such as switchgears, message signs, and valves. If they are disrupted or fail, lives,
property, and services are at risk.'® One exampleis ports, where networked systems undergird port
operations, but no cybersecurity standards for U.S. ports have been promulgated.*®

The Nation’s transportation networks—while highly varied in form, assets, and operations—none-the-
lessallrely oncybersystemstovarying degrees. While some modal assets and operators are highly
sophisticated with respecttoidentifyingand managing cyberthreats, it appears that the majority are
unprepared to function effectively and safely in aworld of proliferating cyberthreats. In all too many
cases, these systems were not originally designed to work in a connected environment, as they may be
decades old, employ common and open-source sets of coding and structure, and may have originally
operated as stand-alone systems. In addition, the operating personnel responsible forthem may not
have the requisite cyber expertise. While today most people are familiar with the threats to “enterprise”
systems, those that mange money, personaldata, and consumertransactions, few are aware of the
potential threats to control systems. Where the threats are recognized, the resources—humanand
capital— donot appearto be available toaddress them.

The transportation systems sectoris keenly aware of cyber threats to the system, yet generally lacks the
knowledge, experience, and workforce to foster cyber resilience. Asin many other sectors, cybersecurity
expertiseis not withinthe core competency of atypical transportation agency, makingthe field a new
territory for operators. In many cases, the transportation workforce does not have the cyber systems
expertiseand capability to design secure systems and mitigate cyber attacks.

Workforce Deficiencies

Resilience is an emergingfield, and creating the cultural shift willrequireinvesting in aworkforce thatis
aware of resilience principles and practices. Atthe same time, employees who have worked in the
transportationindustry for decades are retiring, leaving behind a knowledge and experience gap that
the new workforce is unable to account forwithout propertraining. Finally, the transportation systemis

17DOC, NOAA, National Ocean Service, “What percentage of the American population lives near the coast?”

18 Transportation Sector Working Group, Roadmap to Secure Control Systems in the Transportation Sector (2012).
19 Joseph Kramek, The Critical Infrastructure Gap: U.S. Port Facilities and Cyber Vulnerabilities (2013).
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becomingincreasingly dependenton digital operations and control, requiring a highly skilled workforce
of system operators and cybersecurity professionals who understand cyberthreats.

Transportation system are accelerating, and there is aconsiderable amount of uncertainty associated
with the risk evolution. Without good datathat allows practitioners to understand disruptiverisk going
forward, itis difficult forentities to devise market tools forcreatingincentives, anditisincreasingly
difficultto develop the mitigation measures themselves. The government can play animportantrolein
developing analytical tools that allow us to project risks against real infrastructure so that owners and
operators can make informed decisions and develop accurate cost-benefit analyses forinvestment.

lll. Infrastructure Investment and Funding

Transportation infrastructure has been chronically underfunded. Experts estimate $13 billion more per
yearis needed to maintain highway and transit systems and reduce the risk posed by aging
infrastructure.?® Peter Rogoff, Under Secretary for Policy at the Department of Transportation (DOT),
has said we are facinga “new normal” of risks forour transportation system, and we need to adjust our
currentfunding mechanisms accordingly. However, several key factors have biased investment decisions
againstresilience:

e Disasterrecovery policy creates disincentives toinvestin resilience.

e Aginginfrastructure and gapsininvestment

e Theinability to monetizethe benefits of resilience leads to least-cost investment decisions.

o Alackof political willtoinvest now for future returns postpones publicspending untilaftera
disaster.

e Insurance may create the rightincentivesforinfrastructure investment.

Disaster Recovery Policy Creates Disincentives to Invest in Resilience

There are no effective publicfunding mechanisms to encourage orrequire resilientinfrastructure
designs;infact, the opposite may be true. The level of Federal assistance provided to disaster-affected
regions underthe Stafford Actis not only unsustainable, given the rising cost and frequency of major
events, but creates unintended disincentives to mitigate infrastructure risks. Title IV of the Stafford Act
allows Federal administrators to coverup to 75% of the restoration bills for eligiblefacilities, provided
that the community implements measures that will address future disasters of asimilarnature. Inthe
eventthat State and local governments fail to implement sufficient hazard mitigation measures, the
Federal Governmentstill has provisions to pay for up to 25% of restoration costs. Why should
communitiesinvestininfrastructure improvementsif the Federal Government has appropriated funds
for communities that do not prioritize resilience?

Emergency relief funds should be only supporting recovery from disasters above and beyond expected
risks. For thisto happen, transportation agencies—as a matter of due course —should be assessing their
assetrisk, assigningavalue to that risk, and makinginsurance orinfrastructure investments to

20 Ken Orski, “Needed: A Fresh Approachto Funding America's Infrastructure,” GovTech, (February 20, 2015).
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reasonably mitigate it. There is an opportunity for the Federal Government to create incentives for risk
mitigation by awarding alower percentage of disaster relief funds unless the community can
demonstrate it has taken reasonable steps toimprove resilience based on expected risks. Yet many
jurisdictions often mustinventory and value their publicassetsinahurry aftera disasterto derive an
accurate cost estimate and request forrecovery funds—which indicates an inability to monetize the cost
of riskand benefits of resilience.

Aging Infrastructure and Gaps in Investment

An undeniable challenge isthe gradual aging of the national infrastructure, anissue highlighted every
fouryears by ASCE inits Report Card series. The 2013 Report Card for America’s Infrastructure gave
America’sinfrastructure an overall grade of D+and estimated that it would cost $3.6 trillionin
investments by 2020 to keep up with expanding needs forinfrastructurerepairand improvement.2! In
its analysis, ASCE found that majorinvestments are requiredin all the transportation modes, especially
aviation, bridges, inland waterways, urban highways, and mass transit.

Infrastructure Investment: Public vs. Private Contributions

The two major U.S. infrastructure booms of the 20th ce ntury—throughout the Great Depression and during the 1950s
and '60s —saw significant publicinvestmentininfrastructure, exemplified by projects as sizable as the Hoover Dam and as
extensive as the Eisenhower Interstate Highway System.

In the periodsince, publicinfrastructure investment as a share of GDP has declined, and the United States is now spending
less oninfrastructure than atanypointin the last 20 years, with this drop in investment generating a $1.7 trillion deficit in
transportationinfrastructure investment.

In contrast, private infrastructure investment has steadilyincreasedinthe U.S. since the 1980s, when transportation,
energy, and otherinfrastructure industries were largely deregulated after it became increasingly difficult for governments
to provide funding. Today, transportation modes such as rail and pipelines are almost entirely privately funded. As of 2012,
privateinfrastructure investmentinthe U.S. is five times larger than non-defense publicinfrastructure investment. That
year, private i nfrastructure investment was $2 trillion, compared to Federal, state, and | ocal government i nvestment of
$367 billion (excluding defense).

While President Obama’s FY 2016 Budget calls for $478 billionin infrastructure investment over sixyears , the American
Societyof Civil Engineers estimatesthat $3.6 trillion dollars is needed by 2020 to sustain America’s i nfrastructure , and even
with current spendinglevels, the Nation’s surface transportation systems face a funding gap of about $94 billion a year.

Sources: “America’s transportinfrastructure: Lifein the slowlane,” The Economist (April 28,2011); “America’s crumbling infrastructure:
Bridging the gap,” The Economist (June 28, 2014); ASCE, 2013 Report Card for America’s Infrastructure; ASCE, Authorization of the Nation’s
Surface Transportation Program: A Blueprint for Success, (2013); Rodrigue et al., “The Financing of Transportation Infrastructure,” (2013);
Schwartz, “Remarks Prepared for Delivery at Third Way & The Atlantic’s Infrastructure 2.0 Panel,” (2013); U.S. Congress, Testimony by
Chris Edwards to the Committee on Finance (July 24, 2013); U.S. Congress, Testimony by Jayan Dhru to the Committee on Finance, (May 6,
2014); U.S. OMB, “Fiscal Year 2016 Budget Overview.” The Budget.

The gap between transportation expenditures (e.g., building, operating, and maintaining publicly owned
transportation facilities, as well asimplementing public policy in such areas as safety and security) and
revenues (primarily usertaxesand tolls) has widened from around $50 billion in 1995 to more than $87

21 ASCE, 2013 Report Card for America’s Infrastructure.
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billionin 2009. In 2009, transportation revenues covered only about 64 percent of expenditures—agap
that can be filled only by general tax receipts (sales and property taxes) and by borrowing. The
President’s FY 2015 request forthe Department of Transportation is $90.9 billion. Itincludes the
President’s plan fora four-year $302 billion surface transportation reauthorization proposal.??

Compared to our international counterparts, the U.S. isinvesting significantly less in transportation
infrastructure. Currently, the U.S. allocates 2.4 percent of GDP to infrastructure (transportand water)
spending, comparedto Europe at5 percentand Chinaat 9 percent of GDP. While the U.S.invested
approximately the same amount of money onroads as Sweden, nations such as Australiaand Canada
spent approximately two and half times more moneythanthe U.S.on roadsin 2011. Also, thereisa
distinct divergence inthe investment patterns of privately owned and operated systems versus their
publicanalogs. Overthe past decades, in contrast to publicinvestment that has steadily declined,
private investment has steadily increased, as seeninthe rail and pipelines modes.

Inability to Monetize Resilience Benefits Leads to Least-Cost
Investment Decisions

Without the ability to appropriately monetize or quantify the value of resilience investments,
transportation agencies have littlechoice but to approve the least-cost solution, which likely removes
resilience features fromthe project. One expertrecalled a state that was in the early stages of
redesigningaroad ina coastal area. Duringthe value engineering portion of development, resilience
improvements to better prevent future flooding were taken out due to cost. In this case, the cost-
benefitanalysis likely did not assign an accurate costto the threat of flooding, givenits likelihood over
the life of the road, nor did it assign an accurate value to the benefits of the resilient features. Resilience
benefits extend beyond the avoided cost of repairs toinclude the publicsafetyand economic benefits of
reduced disruptions.

Owners and operators lack the data, tools, and guidance to accurately measure the lifecycle risks of
theirexistingand planned assets and assign an appropriate value to the benefits of resilience
improvements. System planners are being asked to examinerisks the transportation infrastructure will
face decadesinto the future, where the effects of climate change are uncertain. While transportation
agencies may adoptresilience policies in name, they struggle to make the business case to follow
through.

Lack of Political Will to Invest Today for Future Returns

As a nation, we have consistently lacked the political and social will to make capital investmentsin
infrastructure that may not pay off for decades, particularly when they are designed to mitigate risks
that may never materialize. Experts frequentlycite an average four-fold return on capital infrastructure
improvements made beforeanticipated disasters, yet ourinfrastructure continues tofall into disrepair.
One expert called the reluctance toinvest without short-termreturns “the disease of the publicsector.”

22 DOT, Budget Highlights: Fiscal Year 2015, 3.
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States and regions are now working to design coordinated long-terminvestments with multiple benefits
across the risk spectrumthat generate fargreaterthana 1:4 return. For example, the Metropolitan
Transportation Commission (MTC) in San Francisco has been planningfor earthquakes, performing
seismicretrofitting, and protecting the rail infrastructure for decades, as the city was born of disaster.
Considering San Francisco International Airportis one of the twelve U.S. airports vulnerable torising sea
levels, itwould notbe astretch to examine what could be done as part of the same infrastructure
projects to reduce the risk of flooding. The challenge intensifies, however, when in cities, states, and
regionsthatare not as familiar with long-termrisk planning.

The business case for resilientinfrastructure may grow as risks emerge and intensify. One resilience
expertpointedtothe surge barrier constructed onthe ThamesRiverin London as a model for coastal
citiesinthe United States. Since itsinception, the London surge barrier has been used roughly 140
times, and over40 of those cases have beenin the lasttwo years. Following Sandy, Mayor Bloomberg
suggested asurge barrierfor New York, though the ideawas ultimately discarded due to feasibility and
cost.

Resilience investments may also become more attractive when communities can successfully design
projects to reap multiple economicbenefits. Following aSuperstormin Holland, the country put
togethera “Waterworks Commission,” asingle agency to examine potential efforts to prevent further
damage from similar storms. The constructed surge barrier was converted into a highway and connected
two underdeveloped areas of the country, creating tremendous economicdevelopment. Framing
infrastructure investments as positive economicand community developments could foster consensus
around spending more money toinvest forthe future.

Insurance May Create the Right Incentives for Resilient Infrastructure
Investment

Combining policy and regulatory tools with other market drivers, such as disasterinsurance plans, can
create the right incentives to change investment behavior. Many experts we interviewed identified the
opportunity tointegrate resilience measures into the requirements for Federal and state grants, capital
investments, and disaster relief funding. Requiring agencies and companies to obtain catastrophic
insurance on a portion of theirassets before receiving government funds may create economic
incentives forresilience improvements.

Before Superstorm Sandy, the Metropolitan Transportation Authority (MTA) in New York had a
substantial amount of insurance that aided recovery. Following the storm, the MTA found it difficult to
re-insure its assets at a price the agency could afford. To confront this challenge, the MTA purchased a
“catastrophe bond,” an insurance product builtaround a parametrictrigger or storm surge at a specific
level. Forinstance, if the storm surge reaches 8 feet at Battery Park in Manhattan, the insurance bond
pays out immediately. This coverage not only supports rapid recovery, it provides strong financial
incentivesforthe transitagencytoinvestin measuresthat mitigate the threat up to that threshold. This
type of insurance policy encourages anumber of benefits:
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1) It helpsownersandoperatorsfocuson assessing and mitigatingreal risk, as opposed to political
or otherkinds of risk.

2) Insurersalmostalways compel the use of mitigation measures to receive areasonable price.
3) Insurersare able to make resources available quickly following a disasterto expedite recovery.

IV. Policies and Practices

Transportation policy and practices need to evolve from a disaster-relief centricmodel to one that
emphasizes agile operations and resilient design and repair. The national shiftin thinking overthe last
decade frominfrastructure protection against specificthreats to infrastructure resilience for evolving
risks has been agradual processdriven by policy changes and national plans. While national policies for
infrastructure resilience such as PPD-8and PPD-21 have framed the need, achievingresilience requires
significant changesin asset managementand inthe organization and operations of transportation
agencies atthe Federal, state, and local levels. Thisis no small feat. Yet key revisionsin policies and
operational practices could acceleratethe integration of resilience and help put concepts into practice:

o A comprehensive national vision for resiliencein the transportation systems sector could
accelerate the operational seachange in transportation management thatresiliencerequires.

e Long-term, lifecycle planningand a strong business case for pre-event spendingare required.

e Resilientdesignand engineering practices must be determined in advance of adverse eventsto
enable strong rehabilitation.

e Policiescanhelpincorporate resilience conceptsinto existing asset management practices.

e Regionsneedtoidentify and address regulations that unintentionally hamperresilience efforts
following adisruption.

A Comprehensive National Vision

National policies such as PPD-21 and EO 13636, and frameworks such as the National Freight Strategic
Plan and DOT'S Beyond Traffic, created the high-level guidance and concepts to make resilience atop
priority fortransportation agencies and owners and operators. Yet these policies do not create a unified
national vision for what resilience looks like in the transportation systems sector. What constitutes
resilience in aviation may differ greatly from what resilience means forfreightand passenger rail. A
national vision for cross-modal incorporation of resilience inthe sectoris needed.

Achievingresilience requires thoughtful coordination and innovation across modes and sectors on all
infrastructure management aspects: regulation, planning, engineering, design, operations, maintenance,
and emergency response. Responsibility for the transportation systemis divided across multiple
agencies; there are 30 Federal agencies and offices engaged with marine transportation alone. Federal
and state agencieslack the organizational structure, resilience knowledge, and capacity to put current
policyinto action.

Overthe past few years, many recommendations have been made without aspecificplanfor
implementation, noralead agency to provide guidance across the board. One transportation expert
suggested thatthe Department of Transportation (DOT) should be the lead entity on transportation
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resilience, with designated groups within DOT handling long-termissues and providing focus forall
agencieswithinthe department.

Incorporating Resilience into Lifecycle Planning and Design

There are far more cost-effective opportunities to bake resilience into system designs than to retrofit
transportation systemsto meetevolvingrisks. Transportation assets are planned with 50-year lifecycles
or more, makingtoday’s capital investments a key determining factorin the resilience of the
transportation sectorfor decades to come. The benefits of more resilient designs overthe lifecycle of a
transportation asset should be an equally important element during engineering and design decisions as
construction and maintenance costs. The lifecycle risks of extreme weather, rising sealevels, and storm
surge need to be factoredinto a cost-benefit analysis of the transportationinfrastructure built today.

Integrating resilience considerations as a routine part of project planning willtake a cultural shift, but
will prove more cost-effective overtime. Achieving ahandicapped accessible built environment once
seemed aherculean task; nowitis simply another design principle. Developing resilient design
standards and practices will require coordination by engineers, planners, operators, and emergency
responders. Forexample, as adirectresult of subway flooding, the transportation sector rapidly
designed rudimentary covers forsubway grates to minimize flooding during astorm. The larger
challenge will be tointegrate that need back into future system design. As the Community Resilience
Planning Guide from the National Institute of Standards and Technology (NIST) states, “resiliency
solutionsfornew and future construction should startinthe project planning phase.”

Identifying Resilient Design and Engineering Practices in Advance of
Funding

State agenciesthatreceived Federal disaster relief funding after Sandy began questioning the logic of
restoring damaged assets to the pre-existing design and condition, as the Stafford Actlegislation
required. (Following Hurricane Katrinain 2005, FEMA even instructed the New Orleans Regional Transit
Authority to purchase twelve-year-old buses to meet this rule. Afterthe rule was changed, FEMA
provided the RTA with $44 million for new buses.?3) Infrastructure planners recognized the unique if
unfortunate opportunity the disaster provided to build in more resilient technologies and designs during
rehabilitation. “Rebuild stronger” became acultural catchphrase. Itled to the passage of the Sandy
Recovery Improvement Act of 2013, a significantlegislative change to the way FEMA delivers disaster
relief funds and how they can be used.

Disasters, however, provide an extremelyshort window of opportunity. System planners need to
understand what a resilient design looks like long before they are in the position to rebuild. They will
miss opportunities toinvest smartly if resilient design standards, engineering practices, and long-term
system assetimprovementplans are notalreadyin place.

23 “New Orleans Getting New Biodiesel Buses,” Automotive Fleet (October 11,2008).
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Individual transit agencies find it difficult to determine effective actions to address the potential effects
of climate change and sealevel rise. When replacing assets and building new system protections,
transportation agencies and companies lack the datato determine what designs will be sufficient for the
next 50 years of risks. Thisis an opportunity for the Federal Governmentto stepinand provide the
scientificand engineering data, analysis, and guidance to help owners and operators understand and
manage emergingrisks.

Integrating Resilience Concepts into Asset Management

Transportation systemresilience is not merely about having the right assetsin place;itis how those
assets are managed. While publicinfrastructure improvements primarily focus on capital projects, asset
operations and management play an equal role in determining system continuity and recovery from
disruptions. Building decisions and actions into asset management that cultivate resilience requires
fundamental operationaland cultural changes for system operators.

State DOTs and transitagencies are required through MAP-21to have a performance-based asset
management system. This requirement provides an excellent platform to integrate resilience concepts
and practicesintothe transportation systemin a meaningful way without requiring drastic changes.
Effective risk assessmentand managementis the bedrock of resilient asset management. Risk
managementis something many organizations attemptto do, butit requiresrigorous scienceand
analysis. Inreality, effectiverisk managementis still the exception. The Federal Government can play a
roleinrequiringrisk assessmentin asset managementand developingthe risk management training and
guidance practitioners will need.

Identifying Regulations that Create Resilience Barriers

There are a series of transportation and trade regulations that, when disaster strikes, consistently create
immediate barriers to agile responseand may severely exacerbate cascading disruptions if not quickly
waived. Multiple NIACstudies overthe past decade include recommendations to revise regulations or
waiver processes, yetthese problems persistin regional disasters of many kinds. Transportation
regulationissues often arise because disaster response requires the rapid movement of resources across
large geographical regions, where fleets may encounter new jurisdictional requirements at every city,
county, state, and national border. The following examples illustrate how these regulations can hinder
recovery efforts:

e Inthe aftermath of Hurricane Irene, utility trucks bringingin generators were stopped at some
state borders because they did not have the state transportation approval to bringin the
generators.

e Containerized cargo bound for New York during Hurricane Sandy was unloaded in Norfolk, VA, in
an attemptto keep shipping schedulesin place. However, the Jones Act prevented the cargo
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from being picked up again by othervessels because no waiverwas issued ahead of time to
allow foreign flagged carriers toreload the cargo on theirway to New York.2*

While some regulations are automatically waived by emergency declarations, others are not, and those
declarations may not come until daysinto a disaster. With advance coordination, governments within
regions have an opportunity to identify consistently problematic regulations and develop rapid waiver
processes ahead of time to remove regulatory barriers and expediterecovery efforts.

V. Leadership and Coordination

While financial investmentis a crucial component of resilience implementation in the transportation
system, decisions are ultimately made by leadersin both the publicand private sectors. Engaging
leadersin coordinating resilience effortsis an essential component thatis often overlooked. Three
things are needed to guide the transportation systems sector toward aresilient future:

1) Decisive leadershipinthe form of a “resilience champion” to leverage transportation resilience
expertisefrom non-profits, think tanks, and academicinstitutions.

2) CEO and non-profitleadership engagementto enhance dialogue and build partnerships.

3) International collaboration to confrontemerging, sharedrisks and generate new ideas for
resilience.

Decisive Leadership in the Form of “Resilience Champions”

The United States needs a “resilience champion” to galvanize support across modes and bolster national
consensusinthe way former political leaders have, such as President Eisenhower, who pushed forthe
development of the Interstate Highway System when he saw the security and economicrisks the
country would face without a sound transportation infrastructure. The most comprehensive
infrastructure investments our country has seen throughout history have arisen becausea prominent
leaderchampionedthe cause. Political will is needed to generate action.

Leaders can better broaden awareness, devise policy solutions, and educate public officials on resilience
by leveraging expertise from non-profits like the Transportation Research Board and The National
Institute for Coastal and Harbor Infrastructure, as well as academicinstitutions and think tanks such as
the Mineta Transportation Institute and the Eno Centerfor Transportation.

In addition, non-profits are particularly suited forassembling the publicand private sectorsfor
collaborationin emergency planning. Forexample, the All Hazards Consortium and the Pacific
Northwest EconomicRegion both excelat bringingtogetherthe private sector with government
stakeholdersto plan forscenarios from disasters such as power outages to special events such asthe
Olympics. We heard from multipletransportation and resilience experts that political disagreements at
the Federal and state levels caused delays and debilitated efforts to agree on a best path forward for
incorporating resilience and investingin transportation infrastructure.

24 Kurt J. Nagle, “Letter to David V. Aguilar, Thomas S. Winkowski,and David Matsuda,” American Association of
Port Authorities, (March 25, 2013).
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CEO and Non-Profit Leadership Engagement

CEO-levelengagement plays a majorrole in securinga commitmentto resilience by fostering
constructive dialogue and building partnerships across sectors. The 2015 NIACreport Executive
Collaboration forthe Nation’s Strategic Infrastructure found that CEOs play key rolesin “advancing
outcomes and unifyingaction across theirinstitutions and theirsectors.” Froma practical perspective,
most CEOs are already championingresilience interms of business continuity.

Transportation infrastructure resilience requires coordination with otherlifeline sectors to address
sectordependencies. Executives are best suited to build working relationships across modes and sectors
to create and sustain long-term communication and coordination planning mechanisms.

Public-private partnerships can be a successful tool forincorporating resilience into transportation
infrastructure. The challengeis devising good projects that motivate active engagement from both sides.
The government can most effectively engage expertise and resources from the private sector on efforts
that emphasize a unified approach to continuity of operations and rapid service restoration. In
Pennsylvania, the state government and private sector recently joined togetherin orderto replace over
500 bridges throughoutthe state, with the private sectortaking ownership of the bridges following
completion. Corporate leaders have a strong sense of stewardship—they care deeply about the business
conditionstheyleavebehind.

International Collaboration

There is no “national” transportation system in the United States. Rather, transportation networks are
builtaround geographicregions, and many extend beyond our borders. As aresult, our neighbors
Canada and Mexico serve as two of our Nation’s three biggest trading partners. Supply chain disruptions
can not only directly affect the movement of goods to other nations, but they can affect the safety of
residents as well. Recently, the U.S. and Canada came togetherto establish new rules foroil transport
afterthe 2013 Lac-Mégantic rail disaster and other oil rail crashesin both countries compelled action.?®

25 David Schaper, “U.S., Canada Announce New Safety Standards for Oil Trains,” NPR (May 1, 2015).
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Appendix C: Infrastructure Investment in Decline

This appendix highlights declining trends in the nation’s infrastructure spending, including
transportationinvestments, and further compares U.S. investments in infrastructure with those of our
global trading partners. Italso provides an overview of the Federal Highway Trust Fund (FHTF) as a case
studyintransportationinfrastructure spending.

1. Investment Trends

Transportation

Our nation has been chronically underspending on transportation infrastructure, especially when
compared to our global counterparts. Accordingto the Council on Foreign Relations, the United States
spends 1.6 percent of its GDP on transportationinfrastructure. By way of comparison, among countries
inthe Organization for Economic Cooperation and Development (OECD), the U.S. consistently ranks last
or second-to-lastin transportation infrastructure spending as a percentage of GDP. Since 1970, OECD
countries have, onaverage, spent52.7 percent more of their GDP on transportation infrastructure than
the U.S.2% Figure C-1displays the decline of publictransportation infrastructure spendingas a
percentage of GDP overthe last fifty years.?’

Figure C-1: Transportation Fundingas a Share of GDP
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26 Council on Foreign Relations, Road to Nowhere: Federal Transportation Infrastructure Policy (2012).
27 Markovich, Steven J. “Transportation Infrastructure: Moving America.” 2014.
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In 2015, the American Association of State Highway and Transportation Officials (AASHTO) released a
study on the status of the Nation’s transportation system. The study reported that the World Economic
Forum’s Global Competitiveness Report found that the United States ranked 15" inthe world in terms
of transportation infrastructure, with the quality of its roads, railroad infrastructure, portinfrastructure,
and air transportinfrastructure ranking 16-18%" globally. The AASHTO study noted: “Inadequate supply
of infrastructure is listed among the most problematicfactors for doing businessin the United States. All
US transportation infrastructure quality elements are uniformly poor ranging from 16th to 19th inthe
world. The only service-level statistic, available airline seat miles, stands outin terms of its top rank.”

All Infrastructure

Countries such as China, Japan, and India are significantly outspending the U.S. oninfrastructure. The
McKinsey Global Institute found that the US is investing at a rate of 2.6 percent of GDP in infrastructure;
whereas, based on theirestimate of needs derived frominternational norms and expected national
economicgrowth rates, the US should be investing 3.6 percent of GDP. 28 Figure C-2 illustrates the
various levels of infrastructure investment across countries.?°

Figure C-2. Infrastructure Investment
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28 American Association of State Highway and Transportation Officials, 2015 AASHTO Bottom Line Report, 2015.
2% McKinsey Global Institute, Infrastructure Productivity (2013).
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Most of our largest trading partners are investing two to five times more thanthe U.S., while we are at
our lowestlevel of infrastructureinvestment since World War1.3°

Table C-1: Global Infrastructure Spending

Country Percentage of GDP

India3* 10%
China*? 9%
Europe 33 5%
Mexico3* 4.5-5%
Canada*® 2.5-3%
United States 2.6%

Overall, U.S. infrastructure ranked 12" globally. However, its standingin transportation infrastructureis
generallylesscompetitive.

e The U.S. ranks 16th in quality of overall infrastructure and quality of roads.
e The U.S. ranks 15th on railroad infrastructure.

e The U.S. portinfrastructure isranked 12th globally.

e The U.S. ranks Sth in quality of airtransportinfrastructure.

Overall, U.S. spending on publicinfrastructure dropped 10.5 percent between 2003 and 2012.3¢

Il. Casein Point: The Federal Highway Trust Fund

With the uncertainties surrounding replenishing the Federal Highway Trust Fund (FHTF), many states are
finding theirown solutions to the deficitin transportation infrastructure investment. Governors, state
legislatures and local governments are taking steps to free themselves from Federal aid dependency.
Examples of such effortsinclude increasing fuel taxes, passinglocal bond referenda, financing large-
scale construction projects with long term credit, and enteringinto investment partnerships with the
private sector. However, atan estimated $34 billion ayear, Federal fuel taxes provide the states with
vital aid in maintaining and modernizing the Interstate Highway System.3’

30 Financial Times, US public investment falls to lowest level since war, November 2013.

31 Urban Land Institute, Infrastructure 2013: Global Priorities, Global Insights.

32 World Economic Forum, Competitiveness Rankings: 2014-2015,2014.

33 The Economist, America’s TransportInfrastructure: Life in the Slow Lane, April 2011.

34 Bloomberg, ICA CEO Sees Mexico Infrastructure Spending Rising 56%, September 2012.

35 Canadian Chamber of Commerce, The Foundations of a Competitive Canada, December 2013.

36 National Association of Manufacturers, Testimony from 2/25/15 Hearing from Tom Riordan, 2015.
37 Ken Orski, The Changing Nature of State-Federal Relations in Transportation, 2014.
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In regards to the FHTF, a recentanalysis by the Pew Charitable Trusts found:32

“Revenue forthe highway trust fund, the source of most Federal funding for roads and transit
systems, has fallen short of expenditures for more than 10 years. These gaps are expected to
continue to grow. The Federal Government has made up the differencethrough acombination
of drawdowns from trustfund balances and, since 2008, transfersfromthe general fund.”

Figure C-3. Trust Fund Shortfalls

Federal Highway Trust Fund Faces Growing Shortfalls
Actual and projected revenue and outlays, 2000-25
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The Pew study attributed the lack of transportation funding to the gas tax revenue, stating, “A major
reason for the Federal and state governments’ difficulty in maintaining fundingis declining gas tax
revenue, on which they rely heavily to pay fortransportation. This revenue has fallen substantially in
real terms overthe pastdecade as a result of changing driving habits and increased fuel efficiency. In
addition, the Federal and many state gas taxes remain at fixed per-gallon amounts, even as
transportation construction costsincrease.”

As explained by the FHWA, “Receiptsinto the Federal Highway Trust Fund (FHTF) comes from a variety
of taxes on highway fuel, tires, heavy vehicle use tax, and truck/trailer sales taxes. The motorfuel excise
tax, currently 18.4 cents per gallon forgasoline/gasohol, and 24.4 cents for special fuel (primarily diesel)

38The Pew Charitable Trusts, Funding Challenges in Highway and Transit, 2015.
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raises the majority of the revenue. Thisrevenue isthen placed into the Highway Trust fund by the US
Treasury Department, after collection by the Internal Revenue Service. These funds are then distributed
to the States based on formulas provided in Federal legislation.”3° Shortfallsin funding are financed
from a variety of methods authorized by Congress, including transfers from the General Fund and the
Leaking Underground Storage Tank Trust Fund.*®

Currently, the FHTF is being temporarily funded through an extension of Moving Ahead for Progressin
the 215 Century (MAP-21) authorization through July 31, 2015, signed by President Obama atthe end of
May 2015. The FHTF is estimated to be solvent through the end of August 2015.4!

As of mid-June 2015, both Houses of Congress were holding hearings to try and find some way to come
up with long-term cash flow to keep the FHTF trust fund afloat. Key congressional committees involved
inthis discussionincluded the House Ways and Means Committee (hearing scheduled forJune 17 on the
feasibility of various ideas to provide a sustainablelong-term solution to the highway trust fund
shortfall), and the Senate Finance Committee (hearing scheduled forJune 18 on challenges to the future
of highway funding). One of the majorstumbling blocksin resolvingthe fundingissueis whethertotie
the FHTF into a comprehensive tax reform package.

POLITICOreportedinitsJune 15, 2015 Morning Transportation brief that highway and transit policy
expiresin 47 days, while DOT appropriations run outin 108 days.*?

3% U.S. Department of Transportation, Federal Highway Administration, Motor Fuel Data and the Highway Trust
Fund.

40 U.S. Department of Transportation, Federal Highway Administration, Status of the Highway Trust Fund.

41 Don Orseno, “Metra memo.”

42 POLITICO, Morning Transportation, 2015.
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Appendix D: Indicators of Progress

Althoughtransportation resilience is still a‘workin progress,’ itisimportant to demonstrate the value of
currentefforts. Forexample, FEMA’s implementation of PPD-8and the National Preparedness
Framework expands the traditional focus on emergency response by adding requirements and plans for
prevention, protection, mitigation, and recovery. In addition, this framework has strong parallels with
NIAC’s resilience framework.

Othersuccess storiesintransportation underscore the progress made through programsin specific
organizations. As such, these efforts may serve as effective models for promoting resilience. They are:

l. Lessons from Implementation: PPD-8and the National Preparedness Framework:
Perspectives and insights on building resilience

II.  TRB Transportation Resilience Projects and Studies: Providing project funding and
managementforchallengesintransportation resilience

lll.  Beyond Bouncing Back: Volpe forum exploringresilience in the Nation’s transportation
system

IV. FEMA Disaster Mitigation Funding: Support of mitigation activities to break the cycle of
disaster damage

V.  NIST Cybersecurity Framework: Widely accepted model for cybersecurity standards,
guidelines, and practices

VI. IncidentCommand System: system designed to enable effective and efficient domestic
incident management

VII. The All Hazards Consortium Multi-State Fleet Response Working Group: Workingto develop
processes to expedite cross-jurisdictional resource sharing

VIII. USACE North Atlantic Coast Comprehensive Study: Designed to identify and promote
resilience strategies and providearisk-reduction framework

. Lessonsfrom Implementation: PPD-8 and the National
Preparedness Framework

As communities and the infrastructures that support them are inextricably linked, the FEMA experience
inimplementing policy, specifically PPD-8, National Preparedness, will likely provide valuable
perspectives andinsights on the process of building resilience intoinfrastructureas well asissues
specifically related to freight transportation.

PPD-8definesaNational Planning Framework with five preparedness mission areas—Prevention,
Protection, Mitigation, Response, and Recovery. These planning frameworks refocus government
resources on mitigation and resilience — how communities can reduce the extent of disasters and
improve the response and recovery from adisaster. Together, they describe how communities work
with FEMA and othersto achieve the National Preparedness Goal: “A secure and resilient nation with
the capabilities required across the whole community to prevent, protect against, mitigate, respond to,
and recoverfromthe threats and hazards that pose the greatestrisk.” FEMA, Protection and National

I'”
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Preparedness (PNP) is responsible forthe coordination of preparedness and protection related activities
throughout FEMA, including the implementation of PPD-8and its component plans.

The NIACmethodology to help ‘lifeline’ sectors (energy, transportation, water, and communications)
identify resilience goals stresses the importance of “building-in” resilience across the life cycles of
systems and assets, and encompasses fouraspects: robustnessin preparingforan event;
resourcefulness through training, exercises, and drills; rapid recovery; and adaptability through
incorporatinglessonslearned.

There are strong parallels between the intent and structure of these two frameworks, and areas for
convergence include:

e How the resilience needs of critical infrastructures are incorporated into planning through the
‘whole of community’ approach of the National Planning Framework.

e TheFEMA roleinenablingand encouraging resilience in the nation’s transportation
infrastructures.

e How FEMA worksto ensure that owners and operators take full advantage of opportunitiesto
buildinresilience during the restoration of damaged infrastructure

Substantive lessons learned from community resilience may be derived and applied improving
infrastructure resilience. These mightinclude practices and procedures that have emerged thatare
particularly critical to success, gaps or particularly difficult aspects that have emerged, and specific
insights with respecttoresilience intransportation infrastructure. All of these could proveto be
valuable contributorsto the Federal effortto enable transportation resilience.

Il. TRB Transportation Resilience Projects and Studies

The TRB is active in conductingand funding projects that explorethe resilience challengesin
transportation. Many TRB resilience projects are newly active, and seek to address both the existingand
emergingtransportation resilience challenges. Select TRB transportation resilience projectsinclude:*?

Transportation System Resilience

e FloodCast: A Framework for Enhanced Flood Event Decision Making for Transportation
Resilience: Integrates available weatherand climate technologies into a suite of tools and
methods forenhanced flood event decision making, enabling state DOTs to manage risks,
mitigate hazards, and respond to cascading and escalatingimpacts. Link:
http://rip.trb.org/view/2014/P/1331583

43 For more information, see TRB, “TRB Projects and Studies,” http://www.trb.org/Projects/Projects2.aspx.
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Intermodal Resilience

e Traffic Capacity, Intermodal Transportation, Freight Transportation: Builds a systematic model
to define and measure the links and nodes of three major surface freight modes—highway, rail,
and maritime—and their connections at the macro level. Link:
http://rip.trb.org/view/2013/P/1264094

e Making U.S. Ports Resilient as Part of Extended Intermodal Supply Chains: Develops high level
guidelines—illustrated by example studies—to coordinate port freight movements to withstand
and bounce back from internal and external port disruptions. Link:
http://rip.trb.org/view/2012/P/1331847

e Methodologies to Estimate the EconomicImpacts of Disruptions to the Goods Movement
System: Describes the impact of interruptions to goods movementthrough the Nation’s freight
corridors, capturing the full economicimpact beyond the immediate disruption. Link:
http://www.trb.org/Main/Blurbs/167969.aspx

Modal Resilience

e lessons from Hurricane Sandy for Port Resilience: Discusses lessons learned by publicand private
stakeholders from the Port of New York and New Jersey and associated supply chainin how to
quickly returnthe Portto full service infuture disruptions. Link:
http://rip.trb.org/view/2013/P/1234681

e (limate Change Risk Assessment and Adaptation Planning at Airports: Develops aguidebook
that identifies potential climate change impacts, assesses related airportrisks, and provides
guidance to manage uncertainty and prioritize and implement actions. Link:
http://rip.trb.org/view/2014/P/1335321

lll. Beyond Bouncing Back

In 2013, the Volpe National Transportation Systems Center hosted aroundtable to explore resilience in
the Nation’s transportation system. The forum consisted of six national experts who each articulated
theirvision of resilience issues in the context of challenges facing the Nation’s transportation system.
Experttopicsincluded the fracture-critical nature of the transportation system, the State and local
perspective, and preparing transportation for extreme weather occurrences.

The roundtable of experts also conferred on the beginnings of arisk-based resiliency framework. The
Volpe Centerdoes notview the framework as amechanism for preserving the status-quo but one that
strategically builds orrebuilds amuch less vulnerable transportation system that is betterthan the
currentsystem. The framework enables progress through the three foundations of aresilient
transportation system: robustness, adaptation, and consequence mitigation. Resilience isnotjusta
buzzword to characterize a system thatrecovers rapidly and resumes normal functions—itis beyond
bouncingback. It is an overarching concept that includes physical, technical, social, and institutional
elements and characterizes acomplex systemthatis able to better withstand disruptions.
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IV. FEMA Disaster Mitigation Funding

Mitigation efforts seek to break the cycle of disaster damage. In addition to Federal disaster recovery
fundsforindividuals, FEMA maintains two additional primary funding areas for disaster mitigation:

e The PublicAssistance Grant Program (PAGP) provides assistance to state, local, tribal, and
territorial governments to repairand restore damaged publicinfrastructure. Forexample, the
New Jersey PassaicValley Sewerage Commission was awarded $260 million from FEMA after
Superstorm Sandy to incorporate microgrid technology in their wastewater treatment facility to
enable continued operations when the largerelectricgrid fails.

e Hazard Mitigation Assistance is primarily provided through the Hazard Mitigation Grant Program
(HMGP), which aims to reduce the impact of and increase the resistance to future natural
hazard disasters, and the Pre-Disaster Mitigation (PDM) grant program, which funds
implementation of hazard reduction measures priorto a disaster.

Mitigation activities underthe HMGP and PDM couldinclude: structural retrofitting of existing buildings
and infrastructure, installation of apermanent generatorfora critical facility, orenforcement of
stringent building codes and hazard-specificrequirements and design standards in the new construction
or repairing of facilities. With the exception of the PAGP, mitigation fundingisavailable toimprove the
infrastructure resilience of both the publicand private sectors—if governments apply on behalf of the
private entity.**

V. NIST Cybersecurity Framework

In February 2013, President Barack Obamaissued Executive Order 13636, Improving Critical
Infrastructure Cybersecurity, directing the National Institute of Standards and Technology (NIST) to work
with stakeholders to develop avoluntary framework for reducing cyberrisks to critical infrastructure.
The goal wasto improve ITand SCADA networks deployed in sensitive industries.

NIST released the first version of the Framework for Improving Critical Infrastructure Cybersecurity on
February 12, 2014. Created through collaboration between industry and government, the framework
consists of standards, guidelines, and practices to promote the protection of critical infrastructure. By
beingflexible, repeatable, and cost-effective, the framework is designed to help owners and operators
of critical infrastructure to manage cybersecurity-related riskin a prioritized approach. The framework is
based on existing standards, guidelines, and practices andis continually being updated. Figure D-1
illustrates the connection between the various levels of risk management within an organization. The
first version of the framework can be accessed on NIST's website at the following link:
http://www.nist.gov/cyberframework/.

4% For more information, see FEMA, “Federal Insurance & Mitigation Administration Programs,”

https://www.fema.gov/what-mitigation/federal-insurance-mitigation-administration#4.
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Figure D-1. Notional information and Decision Flows withinan Organization
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VI. Incident Command System

Incident Command System (ICS) is astandardized on-sceneincident management concept applicable to
multiple incidents across all levels of jurisdiction. Importantly, it promulgates acommon organizational
and operatingapproach that participating jurisdictions mustemploy to receive appropriate Federal
support. Asapplied by FEMA, ICS enables effective and efficient domesticincident management by
integrating acombination of facilities, equipment, personnel, procedures, and communications
operating withinacommon organizational structure. ICSis structured to facilitate the functions of
command, operations, planning, logistics, intelligence and investigations, finance and administration.
The purpose of ICS is to enable incident managers to identify the key concerns associated with the
incident—often under urgent conditions—without sacrificing attention to any component of the
command system.

ICS isan essential tool used within FEMA’s National Incident Management System (NIMS).** The
systematic, proactive approach of NIMS guides departments and agencies at all levels of government,
nongovernmental organizations, and the private sectorto work togetherseamlessly for the

45 For more information, see DHS, FEMA, “National Incident Management System,”
https://www.fema.gov/national-incident-management-system; and “Incident Command System Resources,”
https://www.fema.gov/national-incident-management-system/incident-command-system-resources.
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management of incidentsinvolving all threats and hazards—regardless of cause, size, location, or
complexity—inordertoreduce loss of life and property and harm to the environment.

NIMS and the ICS are whole-of-community approaches to managingincidents. The advantage of using
ICS isthat it provides standardization through consistent terminology and established organizational
structures, thereby facilitating response and recovery operations anywhere in the country. FEMA makes
available online many resources to helpimplement ICS procedures, including ways in which torequest
mutual aid.*®

VIIl. All Hazards Consortium Multi-State Fleet Response
Working Group

The Multi-State Fleet Response Working Group is a public-private working group thataids in effective
critical infrastructure restoration by identifying processes and technologies that support expediting
private sector fleetand resource movementacross state linesin adisaster. Thisis accomplished through
integrated planning, education and training, annual exercises, data sharingand situational awareness,
and joint operational solution development. Of particular note are the following operational tools and
services:*’

e FLEET-MOVE: A data sharing system which centralizes necessary information (e.g. roadway
usage/conditions, permits) across the Nation to support the coordination of multi-state
commercial fleet movement.

e FLEET OPEN/CLOSED Service: A near-real timeweb application designed to locate open
businesses providing essential services (e.g. fuel, food) during adisaster or prolonged power
outage. It was developed during Superstorm Sandy in 2012, when the information was
regionally circulated via Excel Spreadsheet through daily All Hazards Consortium e-mails.

e E-ZPass Commercial Account Guide: Helps private sector fleets expedite vehicle movement
through the E-ZPass regional collection systems during disasters.

VIIl. USACE North Atlantic Coast Comprehensive Study

As part of the Congressional response to increase coastal resiliency in the wake of Superstorm Sandy,
the USACE is conducting the North Atlantic Coast Comprehensive Study to evaluate existing and planned
measures toreduce floodingrisk from future storm damages. The study covers 31,000 miles of
Northeast coastline and will provide arisk reduction framework and promote coastal resilience
strategies considering futuresealevel rise and climate change scenarios. The main study outcomes will

46 See, for example, DHS, FEMA, National Incident Management System (NIMS) Incident Command System (ICS)
Forms Booklet, FEMA 502-2, http://www.fema.gov/media-library-data/20130726-1922-25045-
7047/ics forms 12 7 10.pdf.

47 For more information, see All Hazards Consortium, Multi-State Fleet Response Working Group,
http://www.fleetresponse.org/
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be supplemented by ageodatabase of collected data, identification of policy and institutional barriers to
risk reduction implementation, and development of risk reduction measures and parametric costs by
state. In addition, the USACE will validate the analysis through interagency collaboration sessions that
connect Federal, state, local, and non-governmental organizations and private sectorinterests to coastal
resilience.*®

48 For more information, see USACE, North Atlantic Coast Comprehensive Study Report and Related Documents
(2015).
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Appendix E: Overview of the National

Transportation System

This appendix provides an overview of the freightand passenger components of the nation’s

transportation system.

I. The Freight Transportation System

Primary means of freight transportinthe U.S. include air cargo, commercial trucks, pipelines, freight rail
cars, and maritime vessels. Specificassets and movement of freight transport are shownin Table E-1

below.

Table E-1. Freight Transportation System Conveyance Statistics for 2012

| MEANS OF TRANSPORT NUMBER OF ASSETS
Air Cargo
Aircarrier passenger/cargo aircraft 6,911
Freight ton-miles 12.3 billion

All-cargo operations airports (top 25)

Handled 76% of landed weight of all cargo

Commercial Trucking

Trucks, combination units

2.5 million

Trucks, single-unit

8.2 million

Pipelines

Pipelines, oil and hazardous liquid

185,626 miles

Pipelines, natural gas gatheringand transportation

320,031 miles

Pipelines, natural gas distribution

1,246,463 miles

Freight Rail

Freightrail cars inservice, Class |

364,025

Miles of rail operated, Class | freight railroads

95,394 miles

Ton-miles of freight moved by Class | railroads

1.7 trillion ton-miles

Maritime Vessels

Non-self-propelled vessels (e.g., barges) 31,550
Self-propelled vessels (non-recreational) 8,927
U.S.-flag oceangoing privatelyowned fleet 198

Vessels calling at cargo-handling marine facilities

62,000 (two-thirds were tankers & containerships)

Freight Movement Facts

o Nearlythree-fourths of all freight by weightis moved within 250 miles of where the shipment

originated.

e Trucks carry the largest share of shipments moving 750 miles or fewerfrom their point of origin.
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e Railroadsand pipelines, combined, carry over half the tonnage shipped between 750 and 1,000
miles.

e Aircargo and shipments by multiple modes (e.g., shipments transferred from rail to truck)
account forabout half of the value of freight moving more than 2,000 miles.

e Intermsofthe value of transported goods, air transport carries high-value products such as
electronics and precisioninstruments and quick-delivery products such as pharmaceuticals.

e Aircargo isexpensive, valued at nearly $70,000 perton. This comparesto around $900 per ton
for all modes combined.

e Trucks carry the highest percentage of tonnage and value of goods in the United States.

e Railand watercombined account for more than 15 percent of the total volume and nearly 5
percent of the total value of freight moved in the United States. The water mode, especially,
carries low-value, bulk products.

e Pipelinesmoveabout 1.5 billion tons of goods valued at $768 billion (or $512 perton) while rail
moves about 2 billion tons values at $551 billion (or $275 perton).

Figure E-1. Freight Flows by Highway, Railroad, Air,and Waterway: 2010
Source: DOT, BTS, “Figure 3-2,” in Transportation Statistics Annual Report2012,38
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NOTES: Air gateways include a low level (generally less than 3% of the total value) of freight shipped through small user-fee
airports located in the same area as the gateways listed. Air gateways not identified by airport name (e.g., Chicago, IL) include
major airport(s) in that area and small regional airports. Due to Census Bureau confidentiality regulations, courier operations are
included in airport totals for only New York (JFK), Los Angeles, Chicago, and Anchorage.

SOURCES: Air—U_S. Department of Commerce, U.S. Census Bureau, Foreign Trade Division, USA Trade Online, Land—U S.
Department of Transportation, Research and Innovative Technology Administration, Bureau of Transportation Statistics, TransBorder
Freight Data, Water— U.S. Army Corps of Engineers, Navigation Data Center, personal communication, as cited in U.S. Department
of Transportation, Research and Innovative Technology Administration, Bureau of Transportation Statistics, National Transportation
Statistics, table 1-51, available at http://www.bts gov/publications/national_transportation_statistics/ as of October 2012.
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Intermodal Freight

The Nation’s transportation system has increasingly become intermodal, in large part driven by global
supply chain requirements to move freight quickly, cost effectively, and reliably. In 2012, intermodal
services accounted forabout 10 percent of total freighttonnage in the United States, and nearly 20
percentofitsvalue.

Rail has especially benefited fromintermodal transport; its trailerand container trafficincreased by 82
percentbetween 1990 and 2010. In 2011, intermodal trafficaccounted forabout 13 percent of Class|
railroad revenue. However, coal, chemicals, and allied products accountfora larger percentage of Class |
revenuesthan dointermodal traffic.

Commodities

In 2012, bulk products (e.g., grain, natural gas, coke, asphalt, gravel, coal, waste/scrap, nonmetallic
products, gasoline, fuel oils, crude petroleum, and natural sands) composed about 65 percent of freight
by tonnage, but 16 percent of freight value. Top commodities by value included time-sensitive goods
(e.g., electronics, pharmaceuticals, and textiles) and other high-value products such as machinery,
motorized vehicles, and plastics/rubber. In 2012, these high-value commodities accounted forless than
15 percent of total tonnage, but nearly 60 percent of total value.

In terms of hazardous materials, trucks moved more than half of HAZMAT shipments, followed by
pipelines (less than 30 percent), water (less than 7 percent), and rail (about 6 percent). Trucks and rail
carried about the same amount (30 percent) of HAZMAT when measured by distance carried.

International Trade

International trade hasincreasingly becomeavital component of the U.S. economy. The main drivers of
thistrendinclude, in part, a shift from manufacturing to a service economy, globalization of trade made
possible by advancesininformation technologyand supply-chain management, and the liberalization of
trade practices around the world. The top five U.S. trading partners are Canada, China, Mexico, Japan,
and Germany. Combined, Canadaand Mexico account forabout 30 percentof U.S. trade, most of which
travels by truck and rail. Michiganis the leading state fortrade with Canada, and Texas s the leading
state for trade with Mexico.

Trade with other countries mostly passes through afew freight gateways—principally, for water: the
Port of Los Angelesand the Port of New Yorkand New Jersey, and forair:John F. Kennedy International
Airport. Figure E-2shows the top 25 U.S. foreign trade gateways by value in 2011.
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Figure E-2. Top 25 U.S. Foreign-Trade Gateways by Value: 2011
Source:DOT, BTS, “Figure4-4,” in Transportation Statistics Annual Report 2013, 73.
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Ships account for more than three-fourths of trade tonnage and nearly half of trade value. Air handles

SOURCE: Air: U.S. Department of Commerce, Census Bureau, Foreign Trade Division, special tabulation, October 2012; Water:
U.S. Army Corps of Engineers, Navigation Data Center, special tabulation, October 2012; Land: U.S. Department of Transporta-
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gov/programs/international/transborder/ as of October 2012; as cited in USDOT/BTS, National Transportation Statistics, available
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about 1 percentof trade tonnage but nearly a quarter of trade value. Trucks carry more than 10 percent

of the tonnage and less than 20 percent of the value of U.S. trade between international gateways and
inland locations. The use of containersininternationaltrade hasincreased substantially, with the

greatest concentration of U.S. container ports located on the West and East Coasts. Figure E-3 reflects

the top 20 U.S. water ports by containerized cargoin 2011.
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Figure E-3. Top 25 Water Ports by Containerized Cargo: 2011
Source: DOT, BTS, “Figure 4-6,”in Transportation Statistics Annual Report 2013, 76
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Il. The Passenger Transportation System
Freight and passengertransportation are inextricably linked within and across modes. Accordingly, the
following section presents an overview of passenger system assets and theiruse. The U.S. passenger
transportation systemis aninterconnected network of highways, railroads, airports, publictransit
systems, and waterways that serves over300 million U.S. residents and foreign visitors.*° The total

vehicle and passenger miles travelledin 2012 are shownin Table E-2.°°

4% Unless otherwise cited, the informationin this section comes from DOT, BTS, Passenger Travel Facts and Figures

(2014).

50 DOT, BTS, “Figure 2-1” and “Figure 2-3” in 2015 Pocket Guide to Transportation, 6, 8; and American Public
Transportation Association, “Table 35,” in 2014 Public Transportation Fact Book, 37.
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TableE-2. Vehicle- and Passenger-Miles Traveled (millions) by Mode
| MODE 2012 VEHICLE MILES 2012 PASSENGER MILES

Aviation

U.S. Air Carrier, Domestic | 5,956 | 580,501

Highway

Light-Duty Vehicles (passengercars, light | 2,664,445 3,669,821

trucks, vans, and sport utility vehicles)

Motorcycles 21,298 22,940

Trucks 268,318 268,318

Buses 14,755 312,797

Passenger Rail

Amtrak 319 6,804

Commuter Rail 318 11,121

Heavy Rail 638 17,516

Light Rail 91 2,316

Waterway

Ferry Boats 4 431
Aviation

Airtravelisan importantcomponent of the U.S. passengertransportation system, primarily forlong
distance travel. In 2012, there were slightly more than 642 million domesticairline passenger boardings
inthe United States, and about 170 millioninternational boardings. New York City was the top market
for domesticboardings at46.5 million, followed closely by Atlantaat45.1 million, and then Chicago at
39.3 million, Los Angles at 35 million, and Dallas/Fort Worth at 31.4 million.
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Transit

Transittrips by mode in 2012 are illustrated in Figure E-4. The New York metropolitan arearegistered
4.2 billiontransittripsin 2012, far more than any otherU.S. metropolitan area. The rail system
(commuterrail, subway, or light rail) accounted for more than 70 percent of New York area transit trips,
while the bus system accounted for nearly 29 percent. The Los Angeles metropolitan area had the
second mosttransittripsin 2012, approximately 671 million, with alittle more than 81 percent
travelling by bus.

Figure E-4. TransitTrips by Mode
Source:DOT, BTS, “Figure 3-8,” in Passenger Travel Facts and Figures 2014, 47.
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The Amtrak networkis shown below in Figure E-5. The busiest stationinthe Nationis New York City’s
Penn Station, and 12 of the Nation’s busiest Amtrak stations serve the Northeast Regional route.

Figure E-5. The Amtrak Network
Source: DOT, BTS, “Figure 3-7,” in Passenger Travel Facts and Figures 2014, 45.
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Ferry-Boats

As shownin Figure E-6, ferry-boats in Washington State, New York, and Californiahad the greatest
numberof boardingsin 2010, accountingfor 15 percent, 6.8 percent, and 7.7 percent, respectively, of
the Nation’s total of nearly 53.5 million passengers.
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Figure E-6. Ferry Passengers and Vehicles
Source: DOT, BTS, “Figure 3-9,” in Passenger Travel Facts and Figures 2014, 51.

T

- .-'} =
N
P =
Canada / ]
Pacific WA
Ocean .
& = b
MT ND : ME
e >
OR o MN E
D . ¥ ‘) it
e
o | /' Ny MA
wi / R
wy = RI
Mi
o (-]
CA NV NE 1A i PA CT
- IN
uT . oH & wy NJ
co - Atlantic
ks o o VA g Ocean
KY'
NC
o ™
. i Py MD
° @
AR Average Number
. . of Ferry Passengers
MS and Vehicles
AL GA
LA 15 Mil.
X FL 5 Mil.
1 Mil.
in.
<100,000|
. Passengers
Gulf of Mexico
v e Vehicles
HI @
e ;\ — e || ;\ Miles:
o ) 0 T T
[Pl A ! = o

SOURCE: U.S. Department of Transportation, Bureau of Transportation Statistics, National Census of Ferry Operators, as of September 2013.

Passenger Terminals
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There are 7,200 passengertransportation terminalsin the United States, 56 percent of which offer
travelersthe optionto connectamongthe scheduled passenger transportation modes. The types of

passengertransportation terminals include:

e Scheduledairline service airports

e Intercity bus stations (includes stations served by regular scheduled intercity bus service such as
Greyhound and Trailways, code sharing buses such as “Amtrak Thruway” feeder buses,
supplemental buses that provide additional frequencies alongrail routes, and airport bus
servicesfromlocations that are outside of the airport Metropolitan Area)

e Intercityandtransitferry terminals
e Llightrail transitstations
e Heavyrail transit stations

e Passengerrail stations on the national rail network serving both commuter rail and intercity rail

services
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Appendix F: Federal Transportation Policy and
Programs

I. Federal Policy and Programs

This appendix identifies examples of Federal law and policy thatincorporate various aspects of
resilience. Itdescribes Federal groups with Sector Specific Agency (SSA) roles and responsibilities, as well
as those that provide otherforms of Federal action, including research, funding, and regulation. It
highlights Federal research centers, programs, and projects related to transportation and resilience and
identifies somesignificant areas of planning. Overall, whilerecent policy actions have stressed the
importance of resilience, this emphasis has not yet been broadly translated into the funding, guidance,
and other programmaticactions required for success.

Resilience in Federal Law and Policy

Critical infrastructure resilience has become animportant goal in Federal law and policy over the past
fewyears. In May 2010, the White House NationalSecurity Strategy (p. 1) recognized “the fundamental
connection between our national security, our national competitiveness, resilience, and moral
example.”

The importance of critical infrastructure resilience is reflected in the evolving versions of the National
Infrastructure Protection Plan (NIPP), developed by the U.S. Department of Homeland Security (DHS) to
guide the national effortto manage risk to the Nation’s critical infrastructure.

e The 2006 NIPP (p. 10) stated: “The great diversity and redundancy of the Nation’s CI/KR [critical
infrastructure/key resources] provide for significant physical and economicresilience in the face
of terrorist attacks, natural disasters, orotheremergencies, and contributeto the
unprecedented strength of the Nation’s economy.”

e The2009 NIPP (p.28) elevated resilience to the level of protection: “nationally, the overall goal
of CIKR-related risk managementis an enhanced state of protection and resilience achieved
through the implementation of focused risk-reduction strategies within and across sectors and
levels of government.”

e The 2013 NIPP (p. 15) established security and resilience of critical infrastructure as the primary
aimin homeland security planning efforts: “The national effort to strengthen critical
infrastructure security and resilience depends on the ability of publicand private sector critical
infrastructure owners and operators to make risk-informed decisions on the most effective
solutions available when allocating limited resources in both steady-state and crisis operations.”

Federal law and policy related to resilience may be found in key documentsincluding:

e The 2012 Moving Ahead forProgressinthe 21st Century Act (MAP-21)

e The 2013 RobertT. Stafford Disaster Relief and Emergency Assistance Act (Stafford Act) as
Amended
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e The 2013 Disaster Relief Appropriations Act and Sandy Recovery Improvement Act (SRIA)
e Presidential Policy Directive (PPD) 8: National Preparedness

e Presidential Policy Directive (PPD) 21: Critical Infrastructure Security and Resilience

e Executive Order(EQ) 13636: Improving Critical Infrastructure Cybersecurity

e Executive Order: Promoting Private Sector Cybersecurity Information Sharing

All of these touch upon one or more aspects of resilience as defined by the NIAC (p. 16): “Robustness
includesthe measuresthatare putinplace prior to an event; resourcefulness includes the measures
taken as a crisis unfolds; rapid recovery includes the measures taken immediately afteran eventto bring
things back to normal; and adaptability includes the post-incident measures and lessons learned that are
absorbed throughoutthe system.”>!

The Moving Ahead for Progress in the 21st Century Act (MAP -21)32

Signedinto law by President ObamainJuly 2012, MAP-21 (Public Law 112-141) was the firstlong-term
highway authorization enacted since 2005. MAP-21 creates a streamlined, performance-based,
multimodal program to address the many challenges facing the U.S. surface transportation system.
These challengesincludeimproving safety, maintaining infrastructure condition, reducing traffic
congestion, and improving efficiency of the system and freight movement. The U.S. Department of
Transportation (DOT) maintains fact sheets explaining these and other provisions of the law. Among
other provisions, the law requires the DOT to develop a National Freight Strategic Plan, due August
2015.

The Robert T. Stafford Disaster Relief and Emergency Assistance Act, as Amended

The Stafford Act (PublicLaw 93-288, as amended in April 2013, 42 U.S.C. 5121 et seq.) was enacted by
Congressto provide an orderly and continuing means of assistance from the Federal Government to
state and local governmentsin carrying out their responsibilities to alleviate the sufferingand damage
that resultfrom disasters. Interms of resilience, three areas of assistance stand out:

e Encouragingthe development of comprehensive disaster preparedness and assistance plans,
programs, capabilities, and organizations by the states and by local governments;

e Achievinggreatercoordination and responsiveness of disaster preparedness and relief
programs;and

e Encouraging hazard mitigation measures toreduce losses from disasters, including development
of land use and construction regulations.

Following the severe damage inthe Northeast resulting from Hurricane Sandy in 2012, the Stafford Act
was amended toinclude provisions from the Disaster Relief Appropriations Actand the Sandy Recovery
Improvement Act (SRIA). Disaster reliefappropriationsinclude up to $14.6 million forthe Federal

51 NIAC, A Framework for Establishing Critical Infrastructure Resilience Goals (2010).

52 Moving Ahead For Progress inthe 21stCentury Act. Pub. L. No. 112-141,126 Stat. 405.(2012); U.S. Department
of Transportation, Federal Highway Administration, Moving Ahead for Progress in the 21st Century Act (MAP-21): A
Summary of Highway Provisions (2012).
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Aviation Administration (FAA), $32 million forthe Federal Railway Administration (FRA), and $5.4 billion
for the Federal Transit Administration (FTA). The Sandy Recovery Improvement Act, signedintolawin
January 2013, amends the Stafford Act with the aim to improve how FEMA delivers disaster assistance
to governments and communitiesin need.

Several procedures and policies in the SRIA change how FEMA delivers Federal assistance to disaster
survivors and theircommunities. In orderforthe Federal Transit Administration to receive the full
appropriation of $5.4 billion, the SRIA requires the FTA to execute a Memorandum of Agreement with
FEMA that outlines and defines the roles and responsibilities that each agency has inthe repairand
restoration of publictransportation systems affected by a majordisaster or emergency. Section 1111 of
the Sandy Improvement Recovery act also tasked FEMA to make recommendations®3 that can be used
to develop anational strategy to reduce the costs of future disasters and emergencies, particularlyin
the areas of addressing gaps and duplications of emergency preparedness and response at all levels of
government; addressing vulnerabilities to damage from natural disasters oremergencies; and improving
resilience of states, local, and tribal communities. The SRIA also includes a provision which allows
governments and communities to use all or part of excess Federal relief funds toward activities that
mitigate future risks.

Presidential Policy Directive (PPD) 8: National Preparedness

PPD-8of March 30, 2011, strengthensthe security and resilience of the United States by mandating
systematic preparation forthe threats that pose the greatestrisk to the Nation’s security, including acts
of terrorism, cyber attacks, pandemics, and catastrophicnatural disasters. The Directive calls forthe
development of a national preparedness goal thatidentifies the core capabilities necessary for
preparedness, aswell as a national preparedness system to guide activities that willenablethe Nation
to achieve the goal.

Presidential Policy Directive (PPD) 21: Critical Infrastructure Security and Resilience

PPD-21 of February 12, 2013, aimsto strengthen and maintain secure, functioning, resilient critical
infrastructure. It calls fora national effort to share threatinformation, reduce vulnerabilities, minimize
consequences, and hasten response and recovery efforts related to critical infrastructure. It also
identifies 16 critical infrastructure sectors. The PPD specifies that the Federal Government shall work
with critical infrastructure owners and operators and state, local, tribal, and territorial entities to take
proactive stepsto manage risk and strengthen the security and resilience of the Nation’s critical
infrastructure, considering all hazards that could have a debilitatingimpact on national security,
economicstability, or publichealth and safety. PPD-21sets forth three strategicimperatives to drive the
Federal approach to strengthening critical infrastructure security and resilience:

1. Refine andclarify functionalrelationships across the Federal Government to advance the
national unity of effort to strengthen critical infrastructure security and resilience

53 DHS, FEMA, National Strategy for Recommendations: Future Disaster Preparedness (2013).

NIAC Transportation Sector Resilience 83



APPENDIX

2. Enable effective information exchange by identifying baseline dataand systems requirements
for the Federal Government

3. Implementanintegration and analysis function toinform planning and operations decisions
regarding critical infrastructure

Executive Order (EO) 13636: Improving Critical Infrastructure Cybersecurity

EO 13636 of February 12, 2013, calls forthe Federal Governmentto closely coordinate with critical
infrastructure owners and operators toimprove cybersecurity information sharing and collaboratively
develop and implement risk-based approaches to cybersecurity. The EO directs the Federal Government
to develop atechnology-neutral cybersecurity framework to reduce cyberrisk to critical infrastructure;
promote and incentivizethe adoption of strong cybersecurity practices; increase the volume, timeliness,
and quality of information sharing related to cyberthreats; and incorporate protection for privacy and
civil liberties into critical infrastructure security and resilience initiatives.

Executive Order — Promoting Private Sector Cybersecurity Information Sharing

The Executive Order of February 13, 2015, builds upon EO 13636 of February 12, 2013 (Improving
Critical Infrastructure Cybersecurity) and PPD-21 of February 12, 2013 (Critical Infrastructure Security
and Resilience). Its purpose is to encourage the formation of organizations engaged in the sharing of
information related to cybersecurity risks and incidents, to establish mechanisms to continually improve
the capabilities and functions of these organizations, and to betterallow these organizations to partner
with the Federal Government on a voluntary basis. The Information Sharing and Analysis organizations
are intended to work closely with the DHS National Cybersecurity and Communications Integration
Center.

Federal Agencies with Major Transportation Roles

The Sector SpecificAgencies (SSAs) forthe sectorreside in DHS and DOT; among otherduties theylead
the collaborative effort to develop the Sector SpecificPlan (SSP), which details the application of NIPP
conceptsto the unique characteristics and conditions of the sector. The SSAs are establishing
Transportation Systems Sector goals, some of which relate to resilience, in an updated Transportation
Systems SSP, as required by the 2013 NIPP.

The most currentavailable document, the 2010 SSP (p. 25-26), specified four sector goals:

1. Preventanddeteracts of terrorism using, oragainst, the transportation system.

2. Enhance the all-hazard preparedness and resilience of the global transportation systemto
safeguard U.S. national interests.

3. Improve the effective use of resources fortransportation security.

4. Improve sectorsituational awareness, understanding, and collaboration.

U.S. Department of Homeland Security
Within DHS, and outlined inthe SSP (p. 18), the Transportation Security Administration (TSA)and the
United States Coast Guard (USCG) share SSA responsibilities for ensuring the sector’s security and for
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ensuring freedom of movement for people and commerce. The Federal Emergency Management Agency
(FEMA) has key transportation roles during national disasters.

Transportation Security Administration

TSA hasa leadrole forsecurity of the aviation and surface transportation modes and supports the USCG
as the lead for maritime security. As part of its mission, TSAis responsible forassessingintelligence,
issuingand enforcing security directives, ensuring the adequacy of security measures at transportation
facilities, and ensuring effective and timely distribution of intelligence to sector partners. TSA
collaborates with DOTto manage protection and resilience programs for all hazards. The total TSA
budgetrequestforfiscal year (FY) 2014 was about $7.4 billion. For FY 2015, the request was about $7.3
billion.

United States Coast Guard

The USCG isa multi-mission maritime service and one of the Nation’s five Armed Forces. Its missionis to
protect the public, the environment, and U.S. economicinterestsinthe Nation’s ports, on navigable
waterwaysinland, alongthe coast, onthe high seas, and in any maritime region,as required to support
national security. Inthe event of amaritime incident, the USCG will often actin a first-responder
capacity. The USCG has the primary responsibility for the security of the maritime domain, including
coordinating mitigation measures to expedite the recovery of maritimeinfrastructure and
transportation systems and to supportincidentresponsein coordination with the U.S. Department of
Defense (DoD). The total USCG budgetrequest for FY 2014 was about $9.8 billion. For FY 2015, the
request was also about $9.8 billion.

In additiontothe SSA organizations, DHS has several other components that have roles that are
generally related toresilience in transportation systems.

Federal Emergency Management Agency

FEMA’s missionis to support efforts to prepare for, protect against, respond to, recoverfrom, and
mitigate all hazards. Part of that effortinvolves the coordination of transportation services to ensure
Federal aid movesintoanarea before an event occurs and continuesto arrive in a timely and efficient
mannerto assistinrapid response and recovery during and after the event. FEMA coordinates and
communicates across all levels of government and private-sector partners to achieve the 2011 National
Preparedness Goal: “A secure and resilient Nation with the capabilities required across the whole
community to prevent, protect against, mitigate, respond to, and recover from the threats and hazards
that pose the greatestrisk.” FEMA has developed extensive documentation to advance this goal,
including five National Planning Frameworks:

e National Prevention Framework

e National Protection Framework

e National Mitigation Framework

e National Response Framework

e National Disaster Recovery Framework
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In addition, FEMA proactively plans for response to future disasters with afocus on strengthening
community resilience.>* FEMA does much of this work through its Strategic Foresight Initiative project.
The total FEMA budgetrequestforFY 2014 was about $13.45 billion. The request for FY 2015 was about
$12.5 billion.

Science and Technology Directorate

The mission of the Science and Technology Directorate (S&T) isto help strengthen America’s security
and resiliency by providing assessments, analysis and reports, and by developinginnovative technology
solutions forthe Homeland Security Enterprise. One of S&T’s visionary goalsisto build resilient
communities:

“Critical infrastructure of the future will be designed, built, and maintained to withstand naturally
occurring and man-made disasters. Decision makers willknow when a disasteris coming, anticipatethe
effects, and use already-in-place or rapidly deployed countermeasures to shield communities from
negative consequences. Resilient communities struck by disasters will not only bounce back, but bounce
forward.”5>

S&Tis home to the DHS Centers of Excellence, which work collaboratively to develop multidisciplinary,
customer-driven, science and technology solutions and to train the next generation of homeland
security experts. The S&T Resilient Systems Division (RSD) has as its mission to rapidly develop and
deliverinnovative solutionsto enhance the resilience of individuals, communities, and systems. Focus
areas of RSD include resilience in communities, critical infrastructure, and cyber-physical systems. The
Centers of Excellence program, also known as University Programs, has had several accomplishments.
These include:>®

e Pilotedthe Disaster Recovery Tracking Tool in four communitiesinthe New York City area
impacted by Superstorm Sandy, led by the University of North Carolina, ChapelHill

e Pilotedtheresiliency planning scorecard, designed to evaluate the effectiveness of local plans
(hazard mitigation, land use, climateaction) in supporting reduction of the vulnerability of
populations and urban development, led by Texas A&M University

e Developedanddemonstrated acell-phone signalbased GPS-denied navigation system capable
of generatinga Position, Navigation and Time (PNT) solution in GPS-denied environments, led by
the University of Arizona.

National Cybersecurity and Communications Integration Center

The National Cybersecurity and Communications Integration Center (NCCIC) is a 24x7 cybersituational
awareness, incident response, and management center thatis a national nexus of cyberand
communicationsintegration forthe Federal Government, intelligence community, and law

54 DHS, FEMA, Crisis Response and Disaster Resilience 2030: Forging Strategic Action in an Age of Uncertainty
(2012).

55 DHS, Science and Technology Directorate, “Visionary Goals.”

56 DHS, Results of Fiscal Year 2014 Research and Development. Fiscal Year 2015 Report to Congress (2015). 34-40.
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enforcement.>” The NCCICsharesinformation amongthe publicand private sectors to provide greater
understanding of cybersecurity and communications situation awareness of vulnerabilities, intrusions,
incidents, mitigation, and recovery actions. The NCCICis comprised of four branches:

e NCCICOperationsand Integration

e United States Computer Emergency Readiness Team

e Industrial Control Systems Cyber Emergency Response Team
e National Coordinating Center for Communications

These integrated brancheslead awhole-of-Nation approach to addressing cybersecurity and
communicationsissues at the operational level.

U.S. Department of Transportation

With DOT, the componentresponsible forservingasthe designated SSA forthe Departmentisthe
Security Policy and Plans Division, located within the Office of Intelligence, Security, and Emergency
Response, whichis part of the Office of the Secretary of Transportation. Inaddition toits SSA
responsibilities, the Policy and Plans Division develops DOT policy and coordinates DOT participationin
interagency policy development related to intelligence, security, and all-hazards preparedness. The
Division coordinates DOT-wide interaction with the National Security Council and its interagency policy
committees. The Division also serves as the Secretary’s publichealth advisor, and is focal point for both
Departmental and interagency response and recovery planning.>®

In additionto the SSA, there are multiple components within DOT—outlined in the 2010 SSP (p. 93)—
with responsibilities for ensuring a fast, safe, efficient, accessible, convenient transportation system:

Federal Aviation Administration

The Federal Aviation Administration (FAA) is charged with safelyand efficiently operatingand
maintainingthe Nation’s aviation system. The FAA’s major rolesincluderegulating civil aviation to
promote safety; encouraging and developing civil aeronautics, including new aviation technology;
developingand operating a system of air trafficcontrol and navigation for both civil and military aircraft;
researching and developing the National Airspace System; developing and conducting programs to
control aircraft noise and otherenvironmental effects of civil aviation; and regulating U.S. commercial
space transportation.

Federal Highway Administration

The Federal Highway Administration (FHWA) is responsiblefor ensuring that the Nation’s roads and
highways continue to be safe and technologically up-to-date. Although state, local, and tribal
governments own most of the Nation’s highways, FHWA provides financial and technical support for
constructing, improving, and preserving the U.S. highway system through administration of the Federal
Aid and Federal Lands Highway Programs.

57 DHS, “About the National Cybersecurity and Communications Integration Center.”
58 DOT, “Security Policy and Plans Division.”
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Federal Motor Carrier Safety Administration

The primary mission of the Federal Motor Carrier Safety Administration (FMCSA) is to reduce crashes,
injuries, and fatalities involving large trucks and buses. FMCSA also has responsibility for overseeing safe
and secure highway transportation of hazardous materials and compliance of movement of household
goods. FMCSA accomplishesits mission through a strong partnership with U.S. law enforcement.

Federal Railroad Administration

The Federal Railroad Administration (FRA) promulgates and enforces railroad safety regulations,
administers railroad assistance programs, conducts research and development (R&D) in support of
improved railroad safety and national railroad transportation policy, provides for the rehabilitation of
Northeast Corridor railroad passenger service, and consolidates government support of railroad
transportation activities.

Federal Transit Administration

The Federal Transit Administration (FTA) works to secure the Nation’s transit infrastructure. FTA has
undertaken an aggressive nationwide security program in cooperation with every transitagency. FTA
conducts risk and vulnerability assessments and deploys technical assistance teams to help strengthen
security and emergency preparedness plans. Italso funds emergency response drills conducted in
conjunction with local fire, police, and emergency responders. FTA has also implemented programs to
improve publictransit by trainingall transitemployees and supervisors, improving emergency
preparedness, and increasing publicawareness of security issues.

Maritime Administration

The Maritime Administration (MARAD) promotes development and maintenance of a Marine
Transportation System (MTS) sufficient to move the Nation’s waterborne commerce and capable of
servingthe deploymentrequirements of DoD. It engagesin outreach and coordination activitiesin order
to assistthe maritime industry in emergency preparedness and response and recovery efforts related to
maritime transportation security incidents and natural disasters. Outreach and coordination activities
include interaction with MTS stakeholdersin planning and training forums, conferences, workshops,
exercises, and real-world response and recovery efforts. MARAD provides arange of MTS information
and emergency coordination capabilities.

National Highway Traffic Safety Administration

The National Highway Traffic Safety Administration’s (NHTSA’s) mission is to save lives, preventinjuries,
and reduce economic costs due to road trafficcrashes through education, research, safety standards,
and enforcement activity. NHTSA also serves as the lead Federal agency for Emergency Medical Services
coordination and houses the National 9-1-1Implementation Coordination Office.

Pipeline and Hazardous Materials Safety Administration

The Pipeline and Hazardous Materials Safety Administration (PHMSA) oversees the safety of more than
1.2 million daily shipments of hazardous materials in the United States and 2.3 million miles of pipeline,
through which two-thirds of the Nation’s energy supplyis transported. PHMSA works toward the
elimination of transportation-related deaths and injuries in hazardous materials and pipeline
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transportation, as well as promotes transportation solutions that enhance the resilience of communities
and protect the natural environment.

Saint Lawrence Seaway Development Corporation

The Saint Lawrence Seaway Development Corporation (SLSDC),awholly owned government corporation
and an operatingadministration of DOT, is responsible for the operations and maintenance of the U.S.
portion of the St. Lawrence Seaway between Montreal and Lake Erie. The SLSDC coordinatesiits
activities with its Canadian counterpart, the St. Lawrence Seaway Management Corporation, to ensure
that the U.S. portion of the St. Lawrence Seaway is available for commercial transit during the navigation
season (usually late March to late December of each year). In addition, the SLSDC performs trade
development activities designed to enhance the utilization of the Great Lakes St. Lawrence Seaway
System.

DOT Research and Innovative Technologies Administration (RITA)

RITA coordinates DOT research programs and is charged with advancing the deployment of crosscutting
technologies toimprove the Nation’s transportation system. RITA leads DOTin coordinating, facilitating,
and reviewingthe Department’s R&D programs and activities; advancinginnovative technologies,
includingintelligent transportation systems; performing comprehensive transportation statistics
research, analysis, and reporting; and providing education and trainingin transportation and
transportation-related fields.

Other Federal Agencies

In additionto the SSAs and othercomponentsin DHS and DOT, there are otherentities within the
Federal Government that play important roles that may affect the resilience of the transportation
sector.®® A brief description of some of these entities follows:

Surface Transportation Board

The Surface Transportation Board (STB) is an economicregulatory agency that Congress has charged
with resolvingrailroad rate and service disputes and reviewing proposed railroad mergers. The STB
makes independent decisions, although itis administratively affiliated with DOT. The STB may, for up to
270 days, direct the handling, routing, and movement of the traffic of a rail carrierand its distribution
overitsown or otherrailroad lines, as well as give directions for preference or priority in the
transportation of traffic. One such situationis when STB determines that there is a shortage of
equipment, trafficcongestion, unauthorized cessation of operations, or other failures of traffic
managementthat create an emergency situation of such magnitude as to have substantial adverse
effects onshippersoronrail service in a region of the United States.

59 DHS, Transportation Systems Sector-Specific Plan: An Annex to the National Infrastructure Protection Plan (2010).
91-98.
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National Institute of Standards and Technology

The National Institute of Standards and Technology (NIST) is anon-regulatory Federal agency within the
U.S. Department of Commerce. NIST’s mission is to promote U.S. innovation and industrial
competitiveness by advancing measurement science, standards, and technology in ways thatenhance
economicsecurity and improve quality of life. NIST has developed numerous minimum performance
standards related to homeland security, participates in standards-setting bodies related to homeland
security, has extensive experience in designingand developing test and evaluation programs, provides
nationally recognized accreditation of testing laboratories, and maintains memoranda of agreement
with other nations regarding reciprocity of accreditation acceptance. NIST guidance aids inimproving
information systems security by raising awareness of information technology risks, vulnerabilities, and
protection requirements, as well asinforms measures and metrics that can be included in afull risk
management framework.

Environmental Protection Agency

The Environmental Protection Agency (EPA)’s Office of Transportation and Air Quality plays an
importantroleinthe NTS because it regulates GHG emissions and isinstrumental inimplementing
climate change adaptation strategies. The transportation sectoris one of the largest sources of U.S. GHG
emissions, representing approximately 27 percent of total U.S. GHG emissions. EPA enforces a host of
regulations related to clear air, clean water, hazardous waste, and runoff pollution.

United States Army Corps of Engineers

The United States Army Corps of Engineers (USACE) oversees maintenance of inland waterways and
dredgesthe Nation’s ports. Part of the U.S. Department of the Army, USACE shares oversight, permit,
and approval of offshore renewable energyinstallations. USACE oversees several research programs
that develop engineering resilience strategies and plans for coastal systems.

Federal Research Centers, Programs, and Projects

Academic Centers, Research Centers, and Think Tanks

Several notable academicand research centers play importantrolesinidentifying technologies,
methodologies, and processes that canincrease resilience in the transportation sector. Theseinclude
the following:®°

The John A. Volpe National Transportation Systems Center

The John A.Volpe National Transportation Systems Center (Volpe) assists Federal, state, and local
governments, aswell asindustry and academia, in areas including human factors research; system
design, implementation, and assessment; global tracking and situational awareness of transportation
assets and cargo; and strategicinvestment. Volpe’s Federal staff, supplemented by a cadre of support
contractors, provides technical expertise on conducting assessments of transportation systems, related

60 DHS, Transportation Systems Sector-Specific Plan: An Annex to the National Infrastructure Protection Plan (2010).
97.
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critical infrastructure, and government facilities on behalf of DOT, DHS, DoD, and othertransportation
sector partners.

U.S. Coast Guard Research and Development Center

The Research and Development Center of the USCG is theirsole facility for performing research,
development, test, and evaluation efforts in support of the USCG’s missions, including homeland
security.

National Laboratories and Technology Centers

National laboratories and technology centers including the U.S Department of Energy’s (DOE) National
Infrastructure Simulation and Analysis Center, at Los Alamos National Laboratory, provides advanced
modeling and simulation capabilities foranalyzing critical infrastructureanditsinterdependencies,
vulnerabilities, and complexities.

Homeland Security Centers of Excellence

Homeland Security Centers of Excellence, HS-Centers, under DHS S&T, enable DHS to investin
university-based partnerships to develop centers of multidisciplinary research whereimportantfields of
inquiry can be analyzed and best practices can be developed, debated, and shared. HS-Centers bring
togetherthe Nation’s best experts and focus its most talented researchers on a variety of threats,
includingthose related to the transportation network.

Turner Fairbank Highway Research Center

The Turner Fairbank Highway Research Center (TFHRC) is the research arm of FHWA on all aspects of
highways, including safety appurtenances, intelligent transportation systems, bridges and other highway
structures, pavements, and human factors. Researchis conducted through TFHRC’s 22 laboratories and
through contract and cooperative research programs. TFHRC assists individual state departments of
transportation and provides products to develop asaferand more reliable highway transportation
systemforthe general public.

National Research Council, Transportation Research Board

The National Research Council of the Transportation Research Board (TRB) facilitates the sharing of
information on transportation practices and policy by researchers and practitioners, providing expert
advice ontransportation policy and programs, including security and infrastructure protection policy
and program development. TRB, while not a Federal organization, works very closely with many Federal
groups.

In additionto TRB, other non-Federal research centersincludethe following:

Mineta Transportation Institute

The Mineta Transportation Institute (MTI), based at California’s San José State University, conducts
research, education, and information and technology transfer, focusing on multimodal surface
transportation policy and managementissues. It was established by Congressin 1991 as part of the
Intermodal Surface Transportation Efficiency Act.
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The Intermodal Transportation Institute

The Intermodal Transportation Institute, located at the University of Denverin Colorado, focuses on
educatingfuture leaders and executives in managingintermodal transportation systems that integrate
all modes.

The Eno Center for Transportation

The Eno Centerfor Transportation (Eno), in Washington, DC, is anon-partisan think-tank seeking
continuousimprovementintransportation andits publicand private leadershipin ordertoincrease the
system’s mobility, safety, and sustainability. A non-profit charitable foundation, Eno often worksin
partnership with government agencies, professional organizations, and other private organizations.
Ongoing projectsinclude working groups focused on the Next Generation Air Transportation System
(NextGen) and on public-private partnerships as an alternative to direct publicinvestmentin
transportation systems. Inaddition, Eno’s Freight Working Group brings together truckers, railroads,
ports, and shippers to discuss proposals for funding a multimodal freight program.

Programs and Projects
A significant number of Federal programs, projects, and publications related to resilience are produced
by the aforementioned entities and othercenters.®! The programs of Volpe and TRB are examples.

Volpe National Transportation Center

Volpe’s missionistoimprove transportation by anticipating and addressing emergingissues and
advancingtechnical, operational, and institutionalinnovations across all modes. Volpe has seven
technical centersthatfocus on a particular facet of transportation. Within each technical center, there
are multiple divisions that specialize in a particularfacet or discipline of that center’s focus. The centers
and theirfocus areas are the following:

e Advanced Transportation Technologies: Exploresinnovative applications of advanced
communications, navigation, and information technologies to enhance transportation safety,
mobility, and energy/environmental performance. Divisions: Advanced Vehicle Technology;
Technology Innovation & Policy.

e Air Traffic Systems and Operations: Develops aviation systems and procedures toimprove the
efficiency and safety of aviation. Divisions: Air Navigation and Surveillance; Air Traffic
Management Systems; Aircraft Wakes and Weather; Aviation Facilities and Business Service;
Aviation Systems Engineering; NextGen Systems Development Program Office.

e Environmental and Energy Systems: Specializes in the analysis and measurement of climate
variability, air quality, and noise, and focuses on environmental engineering and sustainability.

61 Among the best transportation-related libraries and databases are (1) DOT, Research and Innovative Technology
Administration (RITA), “National Transportation Library,” http://ntl.bts.gov/; (2) DOT, John A. Volpe National
Transportation Systems Center (Volpe), “Volpe Library,” http://www.volpe.dot.gov/library; and (3) National
Research Council, Transportation Research Board (TRB), “Transportation Research International Documentation,”
http://trid.trb.org/.
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Divisions: Corporate Average Fuel Economy; Energy Analysis & Sustainability; Environmental
Measurement & Modeling; Environmental Science & Engineering.

Infrastructure Systems and Engineering: Applies technical knowledge of surface, ground-based
aviation, as well as marine transportation systems, to enhance safety, operational efficiency,
and sustainability. Divisions: Infrastructure Engineering & Deployment; Structures & Dynamics;
Systems Safety & Engineering.

Safety Managementand Human Factors: Improves transportation safetyby developingand
applyinginnovative safety management and human factors processes and principles. Divisions:
Aviation Human Factors; Aviation Safety Management Systems; Safety Information Systems;
Safety Measurement & Analysis; Surface Transportation Human Factors.

Transportation Logistics and Security: Specializes in physical and cybersecurity issues,
emergency management, logistics, and situational awareness systems from an all-hazards
approach. Divisions: Security & Emergency Management; Situational Awareness & Logistics.
Transportation Policy and Planning: Focuses on providing transportation information to make
smart investments in the planning, development, management, operations, and financing of
transportation systems and agencies. Divisions: Economic Analysis; Organizational Performance;
Transportation Planning.

Volpe makes available to the publicthousands of documents dealing with transportation issues. These

documents can be accessed through the following sources:

Volpe Library: A library of more than 40 years of Volpe-authored reports, journal articles, and
conference papers and presentations. Includes more than 4,000 Volpe-authored publications,
27,000 books, technical reports, and 150 journal subscriptions. Volpe-authored reports, journal
articles, and conference presentations and papers are accessible online:
http://www.volpe.dot.gov/library.

Special Collections: Accessible onlineand within the Volpe Library, Volpe has atotal of 11
special collections thatinclude publication listings, collected publications, annotated
bibliographies, and searchable reference libraries.

Featured Works: Current work and projects by the seventechnical centers can be accessed at
http://www.volpe.dot.gov/featured-work.

Transportation Research Board
TRB'’s missionisto promote innovation and progress in transportation through research. Major divisions

within TRBinclude the following:

Technical Activities: Supports standing committees and task forces; organizes the TRB Annual
Meetingand otherconferences and workshops; and conducts field visits to transportation
agencies, organizations, and research institutions. The Marine Board, which provides aforum for
the exchange of information on maritimetransportation and related issues, is administratively
housed within the Technical Activities Division.

Studies and Special Programs: Convenes expert committees to conduct policy studies and
program reviews, maintains TRB’s extensive databases, provides library services, prepares
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synthesis reports on behalf of the Cooperative Research Programs, and manages the
Innovations Deserving Exploratory Analysis programs. The division conducts policy studies
requested by Congress, executive branch agencies, states, and othersponsors.

Cooperative Research Programs: Manages the National Cooperative Highway Research Program
(NCHRP), the Transit Cooperative Research Program (TCRP), the Airport Cooperative Research
Program (ACRP), the National Cooperative Freight Research Program (NCFRP),and the
Hazardous Materials Cooperative Research Program (HMCRP).

Similarto Volpe, TRB has thousands of documents available to the public. Most of these can be accessed
through the extensive TRB databasesand otherinformation-collection and information-sharing

mechanisms, which include the following:

TRB Transportation Research E-Newsletter: A weekly electronicnewsletter designed to keep
individuals up-to-date on TRB activities, as well as highlight selected transportation research
taking place at the Federal and state levels and within the academicand international
transportation communities. Links to articles from 2009 to the presentare available here:
http://www.trb.org/Publications/PubsTRBENewsletter.aspx.

Cooperative Research Programs Division: Administers anumber of majorresearch programs

sponsored by otherorganizations. Links to the programs can be found here:
http://www.trb.org/AboutTRB/Public/AboutCooperativeResearchPrograms.aspx. Current

programs and theirresearch focusinclude the following:

0 NCHRP:Acute problems that affect highway planning, design, construction, operation,
and maintenance nationwide.

0 TCRP: All aspects of publictransportation, including planning, service configuration,
equipment, facilities, operations, human resources, maintenance, policy, and
administrative practices.

O ACRP:Near-term, practical solutions to problems faced by airport operators.

0 National Cooperative Rail Research Program: Problems shared by freight, intercity

passenger (including high-speed rail), and commuter rail operators, including design,
construction, maintenance, operations, safety, security, policy, planning, human
resources, and administration.

0 NCFRP:Improvementsto the efficiency, reliability, safety, and security of the Nation’s
freighttransportation system. (No longer funded, but will complete existing projects.)

0 HMCRP: Researches day-to-day operational issues in hazardous materials transportation
with near-to mid-termtime frames. (No longer funded, but willcomplete existing
projects.)

TRB typically has more than 200 active research projects and studies underway at any given
time. Links to most of the projects can be found here:
http://www.trb.org/Projects/Projects2.aspx. The majority of these are contract research
projects administered by TRB’s Cooperative Research Programs Division. Smaller-scale projects
include synthesizing current practices in the NCHRP, TCRP, and ACRP, as well as a separately
administered Commercial Truck and Bus Safety Synthesis Program. Links to the contacts
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responsible forthe synthesis and theirdeliverables can be found here:
http://www.trb.org/SynthesisPrograms/SynthesisProgram.aspx.

While there are scattered efforts that either directly address resilience or may have an ancillary
relationship, there appears to be no broad, focused effort to understand, assess, and mitigate the risk
associated with system vulnerabilities to service recovery after disruption. With the current policy
emphasis as a solid foundation, the implementation process requires significant work before resilience
can become an engrained aspect of transportation planning and execution. While this delay between
policy and fundingand program action is not unusual in Federal processes, asustained, high-priority
focusis neededto ensure that progressto date is not lostand resilience does not simply become the
“flavor of the month” within the Federal bureaucracy.

Research and Development

Both DHS and DOT have sponsored R&D programs to address NTS challenges and strengthen overall
resilience intransportation systems.

For example, the DHS Science & Technology Directorate’s Centers of Excellence (COE) programincludes
the National Transportation Security COE, featuring participation by the Connecticut Transportation
Institute, which studies bridge structures and new materials design, and the Mack Blackwell Natural
Rural Technologies Study Centerin Arkansas, which focuses on highway design, construction, and health
monitoring.®2 The FAA sponsors the NextGen Test Bed forthe NAS at Embry-Riddle Aeronautical
University’s Daytona Beach campus.®3 USCG also actively promotes resilience in the maritime domain
throughits own programs.

DOT supports extensive R&D programs, many of which are part of DOT’s RITA. In addition, the FAA,
FHWA, Federal Transit Administration, Federal Railroad Administration, and Maritime Administration all
have ongoing projects designed toimprove the safety and performance of their respective modes. Links
to the various DOT academicand researchinstitutes can be foundin Appendix M, References and
Research Resources.

Both Argonne National Laboratory and Oak Ridge National Laboratory, under DOE, have transportation
R&D programs. The national laboratories have been especiallyimportantin developing various models
showingthe interdependencies of critical infrastructure, including transportation and its modes. ®* Also,
the USACE, which has many responsibilities for port and waterway maintenance, has focused
considerable attention onresilienceinrecentyears.®

62 DHS, “Science & Technology Directorate Centers of Excellence” (2014).

63 Embry-Riddle Aeronautical University, Next Generation ERAU Applied Research (2014).

64 |, Carlson, Resilience: Theory and Applications (2012);1daho National Laboratory, Critical Infrastructure
Interdependency Modeling: A Survey of U.S. and International Research (2006); and F. D. Petit, Resilience
Measurement Index: An Indicator of Critical Infrastructure Resilience (2013).

65 For example, Julie Dean Rosati, Method to Assess Resilience of the Marine Transportation System (2014),
PowerPoint presentation provided to the NIAC; and Martin T. Schultz, The Quantification and Evolution of
Resilience in Integrated Coastal Systems (2012).
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Il. Planning for the Future

The SSAs forthe Transportation Systems Sectorare using multipleapproaches to address the resilience
challenge to ensure that the Nation’s transportation system is safe, efficient, and resilient over the next
several decades. Inview of emerging challenges, DOTis updatingits strategicplan as well as developing
a National Freight Strategic Plan fordelivery in October 2015 as required by MAP-21. Examples of
modernization efforts within the transportation sectorinclude MAP-21, targeted investmentin key
infrastructure, the Next Generation Air Transport System, and efforts by state and local governments to
upgrade and improve theirown transportation systems.

MAP-21 and the National Freight Strategic Plan

OnJuly 6, 2012, President Barack Obama signedintolaw P.L. 112-141, MAP-21, which transformsthe
policy and programmaticframework forinvestments to guide the growth and development of the
country’svital transportation infrastructure. MAP-21 creates astreamlined, performance-based,
multimodal program to address the many challenges facing the U.S. highway system by establishing
national performance goals for Federal highway programs. Goals to meet these challengesinclude the
following:

e Safety:To achieve asignificantreduction in trafficfatalities and serious injuries onall public
roads

o Infrastructure condition: To maintain the highway infrastructure asset systemin astate of good
repair

e Congestionreduction: To achieve asignificant reduction in congestion on the National Highway
System

e Systemreliability: To improve the efficiency of the surface transportation system

o Freight movementand economicvitality: To improve the national freight network, strengthen
the ability of rural communities to access national and international trade markets, and support
regional economicdevelopment

e Environmental sustainability: To enhance the performance of the transportation system while
protectingand enhancingthe natural environment

e Reduced project delivery delays: To reduce project costs, promote jobs and the economy, and
expeditethe movement of people and goods by accelerating project completion through
eliminating delaysinthe project developmentand delivery process, including reducing
regulatory burdens and improving agencies’ work practices®®

MAP-21 includesanumber of provisions toimprove the condition and performance of the national
freight network and supportinvestmentin freight-related surface transportation projects. It establishes
a policy to improve the condition and performance of the national freight network to provide the
foundation forthe United States to compete inthe global economy and achieve goals related to

66 DOT, FHWA, Moving Ahead for Progress in the 21st Century Act (MAP-21): A Summary of Highway Provisions
(2012).
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economiccompetitiveness and efficiency; congestion; productivity; safety, security, and resilience of
freight movement; infrastructure condition; use of advanced technology; performance, innovation,
competition, and accountability in the operation and maintenance of the network; and environmental
impacts.

It directs DOT to, within three years of enactment of MAP-21, develop anational freight strategicplanin
consultation with states and other stakeholders, and to update the plan every five years. The plan must:

e Assessthe conditionand performance of the national freight network

e Identify highway bottlenecks that cause significant freight congestion

e Forecastfreightvolumes

e |dentify majortrade gateways and national freight corridors

e Assessbarrierstoimproved freight transportation performance

e |dentifyroutes providingaccessto energy areas

e Identify best practices forimproving the performance of the national freight network and
mitigating the impacts of freight movement on communities

e Provide aprocessfor addressing multistate projects and strategies toimprove freight
intermodal connectivity

As resilience isakey component of the law’s intent, the strategicplan will be opportunity—and perhaps
a litmus test—for DOT’s focus on transportation resilience.

Identifying Key Areas for Investment

One of the inherent complexities of the Nation’s transportation systemis the impact funding sources
have on the incorporation of resilience. Understanding patterns of investment from the publicand
private sectorisa crucial first step forunderstanding the challenges of integrating resilience throughout
the entire sector. The following section describes representative areas of governmentinvestment.

The Federal Government seeks to targetinvestmentin transportation infrastructure projects through
studies and grants. One example of atargeted study is the FHWA’s report on national gateways and
freight corridors. Thisreportidentified multimodal corridors and gateway needs, trends, and
opportunities with aview toward betteraligning U.S. economic competitive interests with new
infrastructure.®’

An example of the use of grants to improve resilience in new transportation infrastructure is DOT’s
Transportation Investment Generating Economic Recovery (TIGER) discretionary grant program. Since
2009, Congress has dedicated more than $4 billion to fund projects that have a significantimpact on the
nation, a region, or a metropolitan area. Many applicants compete forthe grants to help build and
repaircritical pieces of freightand passengertransportation networks in five outcome categories:
safety, economiccompetitiveness, state of good repair, livability, and environmental sustainability.®®

67 DOT, FHWA, FHWA National Gateways and Corridors Concepts (2013).
68 DOT, “About TIGER Grants” (2014).
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Anotherkeyto properinvestmentininfrastructure resilience is the identification of specificneeds and
requirements. One cabinet-level effortalongthese linesis the U.S. Committee on the Maritime
Transportation System (CMTS). Established forthe purpose of assessing the maritimetransportation
systemas a whole, CMTS draws togetherthe mostimportant Federal agencies concerned with the
system to address strategic, long-term issues such as climate change andresilience. It also has
developed ahandbook on Federal funding sources for MTS-related infrastructure.

Another Federal effort toidentify and quantify the cost of infrastructure repairand improvementis the
2014 NationalRisk Estimate: Aging and Failing Critical Infrastructure Systems, developed by the DHS
Office of Cyberand Infrastructure Analysis (OCIA). The OCIA analysisincludes specificassets such as
navigation locks, highway bridges, railway bridges, commercial aviation, and natural gas and hazardous
liquid pipelines.

Next Generation Air Transport System

The Next Generation Air Transport System (NextGen)is a major systemic modernization of the National
Airspace System (NAS) that utilizes satellite-based technologyand procedures as well as new air traffic
managementtools. Key components of NextGen include Performance Based Navigation capability—
such as Required Navigation Performance procedures that ensure specificlevels of aircraft navigation
accuracy—and Automatic Dependent Surveillance-Broadcast, which determines an aircraft’s location.
New operational tools forair controllersinclude the Terminal Flight Data Managerand Time Based Flow
Management, both of which help controllers and airports stage arrivals and departures more
efficiently.”®

State and Local Efforts

State and local governments have also been activein upgrading theirtransportation systems, oftenasa
result of some devastating natural event, such as a hurricane, orlarge-scale exercises based on realistic
scenariosfora particularregion, such as a large earthquake alongthe southern portion of the San
Andreas Faultin California. Amongthe best examples of state and local plans are those developed by
the State of New York and New York City afterthe cripplingimpact of Superstorm Sandy in October
2012.

These and otherstate and local plans often place great emphasis on buildingresilience into
transportation upgradesand new construction projects.” Nonetheless, these plans are highly

65 CMTS, Federal Funding Handbook for MTS Infrastructure (2013).

70 DOT, FAA, “NextGen Update 2014” (2014).

71 New York State 2100 Commission, Recommendations to Improve the Strength and Resilience of the Empire
State’s Infrastructure (2013); and City of New York, A Stronger, More Resilient New York (2013). Examples of other
state and local plans designed to enhance resiliencein transportationinfrastructureare California Maritime
Security Council, Port Recovery and Business Continuity Planning Considerations Guide (2010);and Gulf Coast
Research Center for Evacuationand Transportation Resiliency, Resilient Transportation Systems in a Post-Disaster
Environment: A Case Study of Opportunities Realized and Missed in the Greater New Orleans Region (2010).
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dependenton Federal leadership and resources. Theseinclude governance structuresto align Federal
and jurisdictional approaches and capabilities, funding and funding guidance to develop resiliencein
programs and projects, and associated guidance, lessons learned, and best practices. In 2013-2014, the
FHWA partnered with State Departments of Transportation (DOTs), Metropolitan Planning
Organizations (MPOs), and Federal Land Management Agencies (FLMAS) to pilot approachesto conduct
climate change and extreme weather vulnerability assessments of transportationinfrastructure and to
analyze options foradaptingand improving resiliency.”?

72 DOT, FHWA, “Climate Change Resilience Pilots” (2015).
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Appendix G: Overview of Transportation Modes
and Resilience Practices

Resilience is best achieved through effective risk management. Risk management has evolved as an
importantelementto the overall transportation system, with each transportation mode displaying
unique resilience practicesin furtherance of risk management. The NIAC Resilience Framework
incorporates various aspects of risk managementandincludes the following:

e Robustnessin preparingforanevent
o Resourcefulnessthrough training, exercises, and drills
e Rapidrecovery

e Adaptability throughincorporating lessons learned

While there isno commonly used definition of resilience in the transportation sector, as both the
contentof resilienceandits lexicon varies, resilience attributes and actions are slowly emerging. Each
transportation mode approaches resilience differently based onits construct and current practices. The
followinginformation presents an overview of each transportation mode, in additiontoa compendium
of practices that may contribute to resilience, organized by components of the NIACResilience
Framework. It presentsasample list of practices, and information was extracted from subject matter
expertinterviews, paneldiscussions, and approximately 50 open source resources.

I. Freight Rail Mode

The following overview describes the assets, ownership structure, funding sources, regulation,
interdependencies, and resilience status of the mode.

Table G-1. Freight Rail Mode Overview

| Freight Rail Mode

ASSETS AND INFRASTRUCTURE

® Physical Assets: 1,335,639 freight carsinserviceas of 2014:373,838 (Class | freightcars); 88,122 (Non-Class
| freight cars);and 873,679 (freight cars owned by car companies and shippers).Over 25,000 Class |

locomotives inservice.574 freight railroads: 7 Class | railroad systems; 23 regional railroad systems; and
over 500 local railroad systems. Generally, Class lll carriers arereferred to as shortlines,and Class|l carriers
are referred to as regional railroads. Class |l and ClassIlIrailroads accountfor 31% of U.S. freight rail
mileage and 10 percent of employees. The more than 550 shortlineand regional railroads operatein every
U.S. state except Hawaii.

e System Assets: Centralized Traffic Control networks, electronically controlled brakes, on-board computers
and network systems, automated equipment identifiers, global positioning system (GPS) tracking, car
schedulingandtrain order systems, locomotiveremote controls,and communications systems (e.g. two-
way wireless connections, commercial communications cables for signal control).

® More than 138,500 freight railroad mileage, with about 52,300 miles of primaryrail corridor

® DoD has more than 35,000 miles of rail linedesigned as partof the Strategic Rail Corridor Network
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| Freight Rail Mode

® Hazardous materials (HAZMAT) traverse more than 72 billion ton-miles onrail

® Information systems and communication technologies, such as onboard computers, local area networks,
automated equipment identifiers,and global positioning system (GPS) tracking

® Top 5commodities transported: intermodal, coal, chemicals, farmproducts,and food products

OWNERSHIP AND OPERATION STRUCTURE

® Freightrail system (assets, facilities, services) is primarily privately owned, operated, and maintained

® Primarycorridor miles areowned and operated by the 7 Class | freightrailroads: BNSF Railway, Canadian
National (Grand Trunk Corporation), Canadian Pacific (Soo Line), CSX Transportation, Kansas City Southern,
Norfolk Southern, and Union Pacific. As of 2008, 94,000 miles of rail were owned by justthe 7 Class I rail
companies, with the primaryrail corridor nearly owned entirely by the Class I rail.

® 69%of all railroad mileageis operated by the 7 Class | rail companies, with a minority operated by non-
Class I rail companies.

e Ofthe freight carsinservice, approximately 63%areowned by privatecar companies and shippers,30%are
owned by the private Class | railroad companies,and 7.5% are owned by non-Class | railroads.

® Freightrail systemisinalong-term process of consolidation amongthe major Class | freightrailroads.
FUNDING SOURCES

e Funded almostentirely by income from privatesector operations (e.g. BNSF announced a $S5B program,
including positivetrain control, intermodal expansion,intermodal expansion, and acquisition)

® Federal freightrail fundingis discretionary and awarded on a competitive, nationwidebasis through DOT
grants (55B devoted to FRA from President’s FY2015 budget)

® Some states providefreight infrastructureinvestment funding (e.g. WA provides $52 millioninfundingand

PA provides $10.5 million)
REGULATION

® DHS (focus on security); key divisionis theTransportation Security Administration, esp. the Freight Rail
Security Division with key mission areas of vulnerability reduction and attack consequences

e DOT (focus on safety, standards, coordination of systems, and regulation); key divisionsincludethe Federal
Railroad Administration, Pipelineand Hazardous Materials Safety Administration,and Surface
Transportation Board

KEY INTERMODAL DEPENDENCIES

There are approximately 2,270 rail facilities in the U.S. performing some intermodal functions, with only 20%
handlingsignificantintermodal volume. Most of the freight rail intermodal movement is associated with trucks
(highway mode). However, most intermodal terminals arelocated near major maritime gateways (Los Angeles,
New York) and inland ports (Chicago, Kansas City); suggesting a strong maritime mode interdependency.
Passenger rail (mass transit mode) operates on some track owned by freight rail and both sharebridges and

tunnels.

CROSS-SECTOR INTERDEPENDENCIES

Freight rail is dependent on the Energy Sector for fuel and this sector also depends on freight rail.ln 2013, U.S.
Class | railroads originated 407,761 carloads of crude oil (up from 9,500in 2008). The Defense Industrial Base
requires 30,000 miles of rail.Rail has becomeincreasingly reliant on information technology systems and
communications technologies. A combined total of almost5 million carloads of chemicals and food and
agriculture products were transported by railin2011.
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| Freight Rail Mode

CYBERSECURITY AND RESILIENCY STATUS

Cybersecurity mechanisms and efforts are lackingin the freight rail mode. The freight rail industry has not

created a cybersecurity standard or cyber evaluation metrics, which may be related to Federal regulation views

andthe density of private ownership/operation of assets. However, ina 2013 DHS report, one of the major
Class I railroad companies stressed itwas willing to formulate cyber evaluation metrics, whichcanbe used as a

baselinefor anindustry standard. Aging equipment, economic pressures, operational efficiencies, operator

downsizing,andinstallation of train control systems translateto the freight rail industry increasingly looking to
technological solutions.

Practices Contributing to Freight Rail Resilience

Robustness

Develop astrategicsecurity planforfreight rail

Conductongoingtoxicinhalation hazardous (TIH) material rail tank car vulnerability assessments
Continue the Transportation Security Administration (TSA) TIH Rail Risk Reduction Program to
assess potential risk of TIH shipments in high-threat urban areas

Develop annual freightrail threat assessments

Conductvulnerability and consequence assessments of 13 specific TIH materials
ConductregularRail Corridor Reviews to determine vulnerabilities and consequences of TIH cars
Carry out Corporate Security Reviews to analyze freight rail company security plans and
procedures

Develop acritical infrastructure risk assessment tool for freight rail bridges

Maintain prioritized critical infrastructurelists, including freight rail assets

Address, viathe Federal Government and private industry, cybersecurity challenges through
conferences and security briefings

Promote the development of new technology to improve system performance and resilience
Initiate and continue arail investment planning effort for the Northeast Corridor, including the
development of resilientand redundant systems

Develop strategicplans to assess statewide freight system resilience

Use railsthemselves as communication channels foralerts from signal controllers and trackside
signals

Ensure locomotivesandrail cars are tagged with automaticidentification transponders to
automatically record locations

Lead peer-to-peer-based safety programs for private industry

Provide programs to mitigate fatigue-caused accidents

Improve rail inspection procedures using new state-of-the-artinspection techniques

Support Confidential Close Call Reporting System (C3RS), pilot programs with freight railroads
Conduct gap analysis and determine present modeling capabilities for tank car consequence
analysisand plume modeling
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Resourcefulness

Host specialized training and hands-on field exercises foremergency responders on how to
manage crude oil train accidents

Develop multiplescenarios involving freight train derailing

Conducta scenariodrive tabletop exercisefocusing oninformation flow during afreight rail
securityincident

Regularly conduct Intermodal Security Training Exercise Program (I-STEP) activities
Sponsorand administer full-scalerail tank car exercises for fire departments

Conduct a multi-jurisdictional functional exercise simulating ahazardous material derailmentin
Texas

Routinely commission social engineer hackers to try to hack network systems and determine
network strength

Provide CD-ROM-based training onimprovised explosive devices (IEDs) at railroads

Develop, enable the customization of, and disseminate the TSA freight rail security brochure to
companies

Provide onlineemergency respondertrainingforfreight rail companies

Rapid Recovery

Utilize the TSATIH material tank car consequence analysis/validation project, which predicts the
behaviorof TIH material release afteran attack on rail tank cars

Develop, in collaboration with TSA and railroad associations, the Transit and Rail Intelligence
Awareness Daily (TRIAD) Report— providing near-real-time information

Putin place preparedness measures, forextreme weather events and initiatea coordinated
response, enabling rapid recovery

Host a Chemical Release Emergency Responseand Preparedness Strategy Session toimprove
local emergency responseand preparedness

Obtainregional command vehicles to provide command and communications integration
response capabilities

Utilize railroad industry security threat level alert systems

Maintain and use the freight rail portal on the Homeland Security Information Network for
Critical Infrastructure (HSIN-Cl)

Ensure a regional primary and alternate point of contact for intelligence and security
information forfreightrail carriersin High Threat Urban Areas

Provide 24/7 threat warningand incident reporting through the American Railroads Security
Operations Center

Harden rail cars through the ongoing U.S. Department of Homeland Security (DHS) Science and
Technology Directorate (S&T) efforts

Developrailroad emergency plans for states and agencies to coverresponse and recovery
Conduct major city roundtables with the emergency response community to enhance planning
and response procedures fora catastrophicrelease of toxic materials
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Adaptability

Update the General Code of Operating Rules based on lessons learned from a 2004 derailment
of a chemical-carrying railcar

2

Facilitate network strength by incorporating companies’ “ethical hackers’ effortsinto the
companies’ network security practices

Constructequipmentto better withstand destructive forces through the Next Generation Rail
Tank Car Effort

Collaboratively engage in tank car safety and security research associated with TIH material
transportthrough the Advanced Tank Car Collaborative Research Program

Conducttesting of large quantities of TIHreleases to better understand TIHimpact through the
DHS S&T Chemical Security Analysis Center

Adoptand implement security actionitems by freight railroads through TSA’s Best Practices and
Security Action Items Implementation Surveys

Conductan Ammonium Nitrate Detonability Study to assess outcomes of aterrorist attack on
rail car with agricultural-gradeammonium nitrate and address gaps

Conduct dispersion modeling analysis and validate dispersion modeling results through
information from DHS S&T TIH material exercises

Mass Transit and Passenger Rail Mode

The following overview describes the assets, ownership structure, funding sources, regulation,
interdependencies, and resilience status of the mode.

Table G-2. Mass Transitand Passenger Rail Mode Overview

| Mass Transit and Passenger Rail Mode

ASSETS AND INFRASTRUCTURE

Transit Modes: Buses, rail (commuter, heavy, and lightrail;trolleys;streetcars), long-distancerail, cable
cars

Physical Assets: Vehicles, guideways (tunnels, bridges, tracks, etc.);fare revenue collection equipment;
maintenance facilities; passenger stations;administration buildings;and servicevehicles

System Assets: Train control and supervisory control and data acquisition (SCADA) systems, automatic
vehiclelocator systems, automated dispatching systems, vehicleguidancesystems, traffic signaling systems,
automated fare boxes, security control systems, and communications systems (e.g. public address and
information devices)

6,000 transitsystems, with 565 transitsystems operatingin major urbanareas (50,000+populations)

U.S. mass transitfleet comprised of 144,000 vehicles, of which 56 percent arebuses

525 bus agencies, 488 demand response/taxi agencies, 29 lightrail agencies, 25 commuter rail agencies, 15
heavy rail agencies

Amtrak: 22,000 miles, 500+ stations in 46 States, and 300 daily trains

OWNERSHIP AND OPERATION STRUCTURE
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® Masstransitfacilities and services are primarily owned and operated by municipal transitauthorities.

® Inter-citylong-distancerail is privately-operated: Amtrak and Alaska Rail.

® Amtrak owns approximately 3.5% of the 22,000 miles of track utilized (primarily from Boston, MA, to
Washington, DC); the remaining 21,250 miles are owned by privately-owned/operated freight railroads.

® Based onasampleof 50 transitrailagencies, serving populations greater than 1 million:64% operated as a
municipal authority, 14% operated as a city organization, 12% operated as a semi-public corporationora
subsidiary, 4% were operated by the State and 1agency operated as a non-profit.

e 2/3 of mass transitridership concentrated to ‘Northeast Corridor’ (between Boston, MA, and Washington,
DC). Amajority of the agencies in this region aremunicipal transitauthorities. Some of the major agencies
(i.e.in New York and New lJersey) are either a semi-public corporation or a subsidiary.

FUNDING SOURCES

e Masstransitauthorities arefunded through:

- State and local funding
- Federal grants (517.6B devoted to FTA from the White House FY2015 budget)
- Operatingrevenue
- Over the past10 years, capital investmentincreased by 17.9% and the Federal Government accounted
for 41.4% of all capitalinvestedintransitduringthatperiod
e Amtrak: Operatingrevenue ($2.9Bin FY2013), Federal funding (51.39Bappropriated FY2013), Amtrak
Capital Grants $760M FY2015 Budget)

REGULATION

® DHS (focus on security); key divisionis the Transportation Security Administration, particularly the Mass

TransitDivision
e DOT (focus on safety, standards, coordination of systems, and regulation); key divisionsincludethe Federal
TransitAuthority and the Federal Railroad Administration

KEY INTERMODAL DEPENDENCIES

Commuter rail operates on some trackowned by freight rail (freight rail mode) and both sharebridges and

tunnels. The mass transitmode is fundamentally multi-modal (e.g. usinglightand long-distancerail, buses, and
trolleys). Inoperating daily interconnectivity within the mode, the mass transitsystem can be dependent on the
highway mode and connects to all other transportation modes.

CROSS-SECTOR INTERDEPENDENCIES

City subway systems and lightrail drawon electricity (energy sector) as a power sourceand commuter rail cars

canbe powered by diesel and/or electricity. Mass transitinformationisinterdependent with information
technology sector for many purposes,such as:real-timeinformation to the public, Web sites, IT-enabled
transportation pricing systems, emergency alerts, intelligentspeed adaptations, and other advanced
transportation management systems. With GPS and dedicated communications technologies, the mass transit
mode is also dependent on the communications sector.

CYBERSECURITY AND RESILIENCY STATUS

Increasingly, cybersecurityis a concernfor transitagencies, as the control and management systems have

become more dependent on information technology. Not onlyis there a high degree of dependency, but the IT
infrastructureinthe mass transitmode is made of complex and stronglyinterconnected components and

services. The mode is on track for advancingindustrial control system cybersecurity standards and has active
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information sharingand analysis centers to supportcyber threat information sharing. Dueto the autonomous
operation of intermodal transittypes and the interconnectedness with other modes, this mode includes unique
cybersecurity challenges, suchas:different degrees of control systems, information technology
business/management division,shared communications,and legacy control system upgrades to modern
networks open to cyber vulnerabilities. Aholistic solution is needed involvingstrategic actionaddressing
transitoperations, people, and facilities, alongsideincreased knowledge sharingand awareness.

To combat cyber threats and improve cyber-resilience, transitagencies should focus on: developing
cybersecurity standards, policies, and procedures; ensuring the capability and interoperability ofinformation
system technology and transitinfrastructure; promoting cybersecurity awareness, training,and education;and
full integratinginformation security into the agency’s risk management strategy.

Practices Contributing to Mass Transit and Passenger Rail Resilience

Robustness

Ensure Federal Railroad Administration-approved emergency preparedness plan forintercity
and commuter passenger servicerail systemsare inplace

Host, through TSA, annual Transit Security Roundtables to join state, local, tribal, and territorial
partners; mass transit authorities; and industry to address terrorism prevention and response
challenges

Conduct security assessments of mass transit agencies through the TSA Surface Transportation
Security Inspection Program

Conduct Baseline Assessment for Security Enhancement assessments, through TSA

Provide transit security directors and law enforcement with joint DHS Office of Intelligence and
Analysis, TSA Office of Intelligence, and FBI mass transit security analysis

Deploysecure linesto TSA forthe largest mass transit agencies

Disseminate, through TSA, Security Awareness Messages

Conductthoroughrisk assessments of key mass transit assets through the DHS Office of
Infrastructure Protection’s Protective Security Advisors program

Assess mass transit systems’ security plans/programs to identify concerns and improve
efficiencies through TSA’s Transportation Security Inspectors program

Utilize ascenario-based cross-modal risk assessment based on threats, vulnerabilities, and
consequences from TSA’s Transportation Sector Security Risk Assessment (TSSRA) program
Provide anindustry-focused 24/7 information-sharing capability by way of the Public Transit
Information Sharingand Analysis Center

Engage with the Interagency Tunnel Risk Mitigation Working Group to reduce the likelihood and
impact of a catastrophicbreach of an underwater mass transittunnel

Conduct structural vulnerability assessments of 29 underwatertunnelsinthe rail and transit
community

Interface monthly, through TSA’s Peer Advisory Group, to discuss transit security and anti-
terrorismapproaches
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Develop acomprehensive assets analysis, including risk based on climate effects

Conductflood vulnerability assessments on mass transit assets

Conductcriticality analysis to assess climate vulnerability

Initiate climate change risk assessments in major metropolitan areaagencies

Participate in a study of sea-level-rise impacts on transportation infrastructure

Conductan internal risk assessment of transit assets, as well as an initial cost/benefit screening
of potential climate adaptation strategies

Constructresilience facilities, such as through flood-proofing adaptation measures

Resourcefulness

Train frontline officers and staff in security awareness, behaviorrecognition, and immediate
threatresponse through TSA’s Mass Transit Security Training Program

Promote and engage with multi-phase workshops, tabletop exercises, and lessons learned
working groups through TSA’s |-STEP

Execute the largest coordinated rail security operations exercisein the Northeast Corridor, with
Amtrak and TSA

Coordinate random, unpredictable security surges through multi-agency securitysweeps with
law enforcementand transportation authorities

Conductsurged security inspections through, similarto the NY MTA Train Order Maintenance
Sweeps

Deploy Transit Shield in major metropolitan transit systemsto create security patrols and
sweeps

Conductjoint, random security inspections

Participate in TSA’s Mass Transit Security Training Program basictraining and follow-on levels
Participate inthe Bus Operator Awareness/Research and Development Training Program,
focused on security awareness principles

Provide exercise, training, and planning support to reinforce the mass transit mode
implementation of TSA’s I-STEP

Conductcommuterrail car passenger egress tests

Coordinate multi-jurisdictional security operations through Operation BusSafe

Host scheduled emergency training exercises through publictransportation agencies

Rapid Recovery

Engage with a wide variety of mass transit partners to integrate available resources for
enhancedresponse

Ensure tabletop discussion themesinclude the coordination of multi-partnerresponse, roles and
responsibilities, and available resources

Initiate preemptive service closures to protect customers and assets

Upgrade communications technology and acquire the capacity to send out 1 million
simultaneous emailalerts
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Improve the website, server capacity, information feeds, publicaddress systems, and
information screens to operate underemergency conditions

Install more ventilation forelectrical equipmentin response to heat waves

Build a relay room that will keep electrical equipment cool using energy-efficient natural and
mechanical ventilation systems

Operate an evacuee pickup/delivery program as part of the city-assisted evacuation plans

Ensure that a backup mobile command centerisonreadyalert (onboard systemsinclude
satellite communications, GPS tracking, dispatch, and control capabilities for eight person crew)

Secure equipment safe havensfor “out of region” positioning and storage

Ensure ongoing fleet/equipment replacement and upgrade programs

Adaptability

Produce projects similarto Amtrak’s Hudson Yards Resiliency and Right-of-Way Preservation
Project, whichis an outgrowth of system interconnectedness lessons learned from Superstorm
Sandy
Testdifferenttunnel liner materials forenhanced resilience, such as through the Interagency
Tunnel Risk Mitigation Working Group
Utilize TSA-led mass transit roundtables and coordinating councils to produce requirements
submitted to DHS Science and Technology Directorate (S&T) forresearch and development
Enable the realisticexamination of how toimprove cardesign for better protection and provide
a trainingtool to improve response capabilities, such as through a passenger rail caremergency
evacuation simulator
Remove signal system components outside of the flood zone during post-hurricane activities
Test prototype flood-prevention measures for station stairway entrances
Build raised ventilation grates to prevent storm waterincursionin responseto past flooding
Identify areas with frequent rail bucklingand then develop expansion joints, permitting the rail
to expand and stop buckling
Acknowledge the complexities of the transportation system and identify the following transit-
related future strategies:

0 Planfortemporarytransitservicesinthe event of subway system suspensions

0 Identifycritical transportation network elements and improve transportation responses

to majoreventsthroughregularresilience planning exercises
0 Planforandinstall new pedestrian and bicycle facilities toimprove connectivityto key
transportation hubs

0 Improve atall levels communications about the restoration of transportation services
Establish arecovery and resiliency division after major disruptions, such asin the case of
Superstorm Sandy
Complete an earthquake retrofit effort, completed by the Bay Area Rapid Transitin 2013
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The following overview describes the assets, ownership structure, funding sources, regulation,

interdependencies, and resilience status of the mode.

Table G-3. Highway and Motor Carrier Mode Overview

Highway and Motor Carrier Mode

ASSETS AND INFRASTRUCTURE

Physical Assets: highways and roads, bridges, tunnels; automobiles, motorcycles, trucks carrying hazardous
materials, other commercial freightvehicles, motor coaches,and school buses; does notincludeintra-city
or mass transitbuses; motorcoach companies, buses, terminals, repair facilities; motor carrier companies,
trucks, trailers, terminals, repair facilities; rest areas

System Assets: electronic traffic signs; traffic management centers; business systems for individual
companies; National Bus Traffic Association’s computer network; Highway Information Sharingand Analysis
Center; Automated Commercial Environmental/Truck eManifest system

3.9 million miles of publicroads; National Highway System is about 200,000 miles, including 47,000
interstate miles

600,000 bridges over 20 feet of span;366 highway tunnels over 100 meters inlength

1.2 million trucking companies operating 15.5 million trucks, including 42,000 HAZMAT trucks

10 million licensed commercial vehicledrivers; 2.7 million HAZMAT drivers

3,137 bus companies, 750 million passengers annually; 475,000 school buses, 25 million students daily

OWNERSHIP AND OPERATION STRUCTURE

Consists mostly of privately owned vehicles operating predominantly on publicly maintained roads.
Ownership and operational control of highway infrastructuresystemrarely falls under one entity. Roads,
bridges,and tunnels can owned and operated by states, counties, parishes, municipalities, tribal
authorities, private enterprise, and other authorities.

More than 75% of U.S. highways are locally owned. Some highways areowned by states and even fewer are
Federally-owned.

Most U.S. bridges areeither locally- or state- owned, with some being Federally-or privately-owned.

Value of Private Fixed Assets, nonresidential transportation equipment: trucks, buses, and truck trailers:
$382.6 billion (2012); autos: $169.1 billion (2012).

Value of Private Fixed Assets by Industry, Transportation and warehousing, truck transportation structures:
$25.4 billion (2012).

Value of Government fixed assets:highways and streets: $1,126.8 billion (includes non-defense, Federal
Government, highways and streets: $21.1 billion; non-Federal highways and streets: $1,105.7 billion).

FUNDING SOURCES

25% of U.S. highways paid forin partby Federal Government, the remainingportionis fromState andlocal
governments
Federal, state, and local governments spent $161Bin 2009 to build and maintain highway infrastructure

supporting 3 trillion vehicle miles of travel

Federal Highway Trust Fund
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- Motor fuel taxes fund 90% of the Highway Trust Fund, with most of the tax revenue directed to the
Highway Account, not Mass Transit
- $51B authorized from the Fund to 4 DOT agencies in FY2013—81% of this was authorized to FHWA
e White House FY2015 budget requests $49B for the FHWA

REGULATION

® DHS (focus on security); key divisionis the Transportation Security Administration, particularly the Surface

Division, Highway and Motor Carrier Branch

e DOT (focus on safety, standards, coordination of systems, and regulation); key divisionsinclude the Federal
Motor Carrier Safety Administration, FHWA, National Highway Traffic Safety Administration,and Surface
Transportation Board

KEY INTERMODAL DEPENDENCIES

The Highway and Motor Carrier mode is connected to all other modes of transportation through a vast

network of roadways, connectors, Interstates, other highway systems, and multiplekinds of carriers and surface
vehicles.Passenger-driven modes, such as mass transit are closely dependent on the highways.

CROSS-SECTOR INTERDEPENDENCIES

Similar toall transportation modes, there is a strong connection to the energy sector for fuel supplies.The

trucking component of the Highway and Motor Carrier mode uniquely connects to multiplesectors. Freight
trucking moves goods from critical manufacturing, ports (maritime) and freight rail and moves chemicals and
food and agriculture. The functioning of highway systems is also dependent on the communications and
information technology sectors,suchasinhighwayadvisories orin GPS-based freight truckingtools.

CYBERSECURITY AND RESILIENCY STATUS

The Nation’s roadway infrastructureis interconnected not justwith asphaltand concrete, but by control

systems which ensure the infrastructure’s safe operation for motorists. These interconnected road networks are
controlled by numerous systems composed of traffic signal controllers, ramp meters, dynamic message signs,
roadway sensors,road weather information sensors, etc. These devices are frequently connected into a traffic
management center where roadway operators monitor both traffic conditions and the status of the control
systems to ensure safeand efficient transportation.

The highway industry uses Intelligent Transportation Systems (ITS) to improve performance in both
operational efficiencies and roadway mobility. ITS leverages advancein communication and computer
technologies to maximizesafety, mobility,and environmental performance. The two most prevalentITS are the
traffic management and roadway subsystems, which link control systems from multipleagencies and multiple
modes together to improve coordination. These control systems useinformation from traffic sensors to regulate
the flow of traffic entering roadways and freeways by monitoringtraffic flowand signalingtraffic light changes
based on current traffic conditions.Video surveillancesystems are often used intandem with signal systems to
provideenhanced situationalawareness to operation staffand for publicinformation. Also, signal preemption

systems exist for emergency vehicles, as well as signal priority for transitbuses.

Modern ITS alsoincludefield devices to deliver sensor information fromthroughout a region’s transportation
network over multiple communications networks to various transportation management centers. These devices
receive command and control instructions inresponse.n some parts of the county, the information network
includes distribution toindividual consumers via advanced traveler information systems (ATIS), whichcan
deliver real-time, current traffic, weather, and other travel-related information to cars, drivers, and other
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travelers. Challenges for ITS includethe use of old legacy control devices, the layering of modern IT and
meshing of telecommunications systems with increasingreliance on wireless protocols, shared use of
telecommunications networks, and location of much of the distributed ITS network in public domain areas.

Practices Contributing to Highway and Motor Carrier Resilience

Robustness
e Use thefollowingassessmentand security programs:
0 Highway Program Baseline Assessment for Security Enhancements (BASE) to assess the
level of security across all transportation modesin the highwaysector
0 Transportation Security Template and Assessment Review Toolkit to help stakeholders
incorporate BASErecommendations
0 VisibleIntermodal Prevention and Response (VIPR) program to augment security at key
highway transportation facilitiesin urban areas as a deterrent
e Develop counterterrorism pocket guides forthe school bus, trucking, motor coach, and highway
infrastructure modes
e Conduct3.5 million commercial motorvehicle roadside inspections each year
e Establish the Unified Registration System, which all motor carriers, property brokers, and freight
forwarders engagedininterstatetransportation of property or passengers are required to
update
o Developthe Transportation Futures Project to study future uses of rights of way, travel trends,
and the role of highway transportationinrural areas of the nation
e SponsorClimate Resilience Pilots with several states, such as Tennessee, Michigan, Texas,
Maine, Arizona, Alabama, Connecticut, Massachusetts, New York, Florida, Oregon, California,
Washington State, lowa, and Maryland
e Planfor all types of emergencies
e  Establish mutual-aid agreements
e Developprocedurestoguide actions to be taken earlyinan emergency
e Establish pre-selected incident command postlocations
e Be preparedtocommunicate using various methods, such as fax, handouts, maps, cell phones,
satellite phones, cabletelevision, face-to-face,email, the Internet, and ham radio operators
e Maintain close ties with law enforcement entities
o Be preparedtoactivate the emergency alertsystemearly
e Prepare foremergenciesinadvance to make day-of-event decisions earlier
e Setprioritiesas quickly as possible
e Use volunteersinasupportrole
e Know where youare goingand how to get there

e Establishreliable backup powerto maintain normal ITS functions
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Resourcefulness

Distribute the School Transportation Security Training DVD to publicschool districts forthemto
incorporate into the training of future drivers

Conducttraining exercises and drills and practice with otherentities

Practice cooperation and coordination between entities and during normal times

Practice interagency cooperation

Rememberto practice forthe expected and the unexpected

Train first-, second-, and third-string staff foremergencies

Have a redundant system of trained agency personneland additional trained staff

Conduct I-STEP tabletop exercises to explore prevention and protection capabilities of a cross
section of trucking assets

Train trucking owners/operatorsin procedures for transporting hazardous goods

Develop andtestemergency plans

Rapid Recovery

Inform the community of any potential dangers priortotheincident

Distribute maps and route evacuation information

Prepare evacuation plans

Use an incident command system and conductincident planning

Use information technology (IT) systems to monitorthe situation

Develop ajointinformation center, use various means—both internal and external —to
communicate, and have call-out procedures and contact lists

Develop action planstoinclude the use of busestotransport people who do not drive and for
situations where roads are congested or fuel supplies are limited

Have multiple agencies participate in statewide emergency and trafficincident response
planning

Learn from previous events andincorporate lessons learned into response plans

Proactively plan forand coordinate activities related to special events

Use advancedtechnology, such asinformation systems, to provide information on existing
conditions to decision makers and communicate with otheragencies involved in emergency
response

Determine how the publicperceives the public messages regarding evacuations and notify the
publicin advance of potential problems

Make the community aware of emergency incidents and use multiple ways to communicate
with the public

Provide pre-evacuation notices to homeownersin fire-prone areas and host evacuation
information on the Internet

Have pre-planned alternate routes for trafficand provide evacuation trafficmanagement

Use contra-flow lanes forevacuations
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Coordinate refuge-of-last-resort procedures
Integrate emergency services centers with various functions and co-locate entities responsible
for evacuations

Use real-time information with law enforcement, fire, and rescue agencies and provide
accurate, timely information

Have agreementsforelectronicconnectivity

Have a pre-established internal coordination plan and system for external coordination
Address potential trafficimpediments

Develop areportingand incident-tracking scheme thatis understood by all

Evacuate people quickly out of the incident area to locations where family members can pick
themup

Have emergency transportation operation systemsin place priortoan emergency event

Have emergency evacuation routes and markings, alternate routes and markings, traffic control
points, and reception centers and evacuee support facilities identified prior to an actual event

Have oneroute infor responders and no mixing of evacuee traffic

Stage resources along evacuation routes

Develop redundancy inseveral areas: the regionaltransportation network, agency personnel,
communications and utilities, control centers, and equipmentand supplies

Have an on-scene agency-in-charge

Recognize that solutions can evolve

Publish atransportation emergency response checklist, including categories of emergency

transportation plans, inter-jurisdictional and intermodal cooperation, training preparedness,
and transportation systems

Conductinventory of backup resources

Expectloss of powerand communications and establish backup powerand communication
supplies

Realize amultimedia approach may be necessary

Coordinate the response with others

Utilize the resources of all participants

Use available toolstoaidinthe decision to evacuate

Adaptability

Develop the Framework for Improving Resilience of Bridge Design, incorporating lessons from
past bridge failures, to help bridge designers perform failure analysis

Adopta mindsetofresilience

Assessthe needs of an extended loss of the primary system versus atemporary interruption
Considerthe failure of even quadrupleredundancy

Do not ignore new technology solutions

Review and learn from past events and review emergency plans after an event
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Use advanced IT systems (ITS), but also amix of oldertechnology

Delegate decision making down

Use incident management teams and have incident management teams work with
infrastructure and utility personnel

Maintain relationships (pre-existing relationships among agencies and personnelare key to
emergency management success)

Involve law enforcement and non-traditional agencies

Conducta collaborative post-incident review

Identify and develop evacuation routes and remember that evacuations can cross state lines
Modify evacuation routes as needed

Realize priorities may conflictand that they will change overtime

Be ready to throw out the proceduresif they do notwork inan evacuation

Delegate responsibility down to the appropriate level inthe organization

Overcome the need to take action without planning

Develop clear proceduresforevacuations based on experience

Build redundancy into institutions and physical systems, including personnel, communications,
utilities, and control centers

Pre-position supplies and equipment (if the supplies and equipment can be identified)
Rememberthe transit system can provide redundancy

Have alternative emergency operations centers

Adaptresponse planstothe incident

Review and update crisis plans with training

Aviation Mode

The following overview describes the assets, ownership structure, funding sources, regulation,
interdependencies, and resilience status of the mode.

Table G-4. Aviation Mode Overview

| Aviation Mode

ASSETS AND INFRASTRUCTURE

Physical Assets: aircraft;commercial airports, general aviation airports, heliports,and landing strips;civil
andjointuse military airports, heliports, shorttakeoff /landing ports, and seaplanebases;terminals,
vehicles,and supportinginfrastructure

System Assets: air traffic control systems, NextGen technology, Safety Management Systems, TSA Pre-
Check, Position-Navigation-Timing data, data networks, various wirelesslocal area networks

National Airspace System (NAS) is partof the Aviation Transportation System (ATS). NAS includes 690 air
traffic control facilities and 11,000 air navigation facilities; regulated components includeair cargo,
commercial airlines, commercial airports, general aviation,and flightschools

19,453 U.S. landingfacilities (including airports, heliports, seaplane bases), comprised of 14,009 being
private-usefacilities, 5,155 public-usefacilities, and 289 military-facilities
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® 506 commercial serviceairports,including392 primary commercial serviceairports with more than 10,000
passengers boarding per year

® DHS manages 66 domestic airlines

e 7,185aircraftinthe U.S. commercial airlinefleet (includingregional carriers):3,739 mainlineair carrier
passenger aircraft (over 90 seats), 879 mainlineair carrier cargoaircraft,and 2,567 regional carrier aircraft
(jets, turboprops, and pistons); 211,450 general aviation aircraft (representing 77% of all flights)

e US. aircarriersfly37.1 billion revenue-ton miles of air cargo annually: 13.8 billion domesticallyand 23.3
billioninternationally

OWNERSHIP AND OPERATION STRUCTURE

® ATS infrastructureis owned, operated, or regulated by public and privatesector entities both withinand
outsidethe U.S. Considerableportions of the infrastructureareowned and operated by state, local,and
tribal governments, as well as privatesector entities.

® Air-cargoservices inthe privatesector operate in publicairwaysand mostly public airports. Airports are
typically owned by public authorities, although terminals are usually owned or managed by private
operators. Air navigationis mostly controlled by the Federal Government, andsafety is regulated by all
levels of government.

® Guidelines and requirements are developed by international, Federal, state, and local authorities for
specific aspects of aviation, passenger, baggage, and cargo operations.

e Value of PrivateFixed Assets, nonresidential equipment: aircraft: $342.3 billion (2012); nonresidential
structures: transportation, air:$35.8 billion (2012).

® Value of Private Fixed Assets by Industry, Transportation and warehousing, air transportation structures:
$5.6 billion (2012).

FUNDING SOURCES

e White House FY 2015 budget request included $15.4 billion for the DOT Federal Aviation Administration

® State aviation fundingis limited to funds through state aviation commissions & DOTs

e To fund infrastructure, manyairports rely on the FAA’s Airport Improvement Program grants, Federally
authorized-Passenger Facility Charges,and non-aviation revenue (e.g. from parking, concessions)

® An estimate of airport’s capital development needs between 2013-2017 was $14.3 billion annually

REGULATION

e DHS (focus on security); key divisionis TSA, particularly the Offices of Law Enforcement/Federal Air Marshal
Service, Security Operations,and Security Policy and Industry Engagement; also Customs & Border
Protection, Office of Airand Marine

e DOT (focus on safety, standards, coordination of systems, and regulation), key divisionis FAA, particularly
the Offices of Airports, Air Traffic,and Aviation Safety; and NextGen

KEY INTERMODAL DEPENDENCIES

The ATS is linked to all other modes through freight and passenger terminals, which connect to the National
Highway System, port terminals, truck/rail facilities, intercity bus terminals, truck/pipelineterminals, ferry
terminals, public transitstations, multipurpose passenger facilities,and mass transitand AMTRAK stations.

CROSS-SECTOR INTERDEPENDENCIES

Aviationis used as a means of transporting people and freight, and connects to multiplesectors through
personnel operating within those sectors or infrastructure or system linkages. Mostimportantly, the aviation
sector depends on fuel (energy), communications, andinformation technology to supportits daily operations.
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The emergency services sector and the public health sector utilize general aviation airports for critical missions
and food and agriculture utilizeaviation for aerial application of crop protection products.

CYBERSECURITY AND RESILIENCY STATUS

The NAS has a mature cybersecurity program in place; however, there may be vulnerabilities in aviation
control systems used to operate airlines, airlineinformation services, and passenger information. One challenge
is that, inthe effort to reduce airplaneweight, wiring within aircraftis beingreplaced with wireless systems,
which are potentially more vulnerableto cybersecurity threats. Relatedly, aircraftnavigationand
communications functions aretransitioning fromisolated systems to being integrated into a centralized

network system dependent upon digital information exchange between the e-enabled aircraftand external
networks located on the ground and on other e-enabled aircraft. Aircraftsystems arealso becoming more
connected to external systems, so two-way transfer of criticalinformationis easier, butalso more vulnerableto
inaccurateinformation beingtransferred to and from the airplane.

Practices Contributing to Aviation Resilience

Robustness

e Implementrisk-based approaches designed to deliverthe most effective security in the most
efficient manner

e Work to achieve ahigh level of safety through overlapping layers of operational procedures and
robustinfrastructure builtforhigherlevels of reliability and redundancy

e Buildawareness of interdependencies of cyberthreats across both operations and mission
support

e Implementthe U.S. Departmentof Transportation’s Climate Adaptation Plan through Federal
Aviation Administration (FAA) projects intended to enhance the mode’s resilience, including
airport sustainability planning, navigation infrastructure assessment, and NextGen Network
Enabled Weather systems

o Improve theresilience of the air navigation system’s resistance to interruptions and signal loss

e Completethe TSSRA

e Utilize the Aviation Modal Risk Assessment toincorporate relevant threat, vulnerability, and
consequence datato prioritize risks unique to the aviation mode

e Implementalayeredapproachtosecurity andresilience inthe aviation mode, including the
following elements: intelligence, U.S. Customs and Border Patrol (CBP), joint terrorism task
force, no-fly listand passenger pre-screening, crew vetting, VIPR, canines, behavior detection
officers, travel document checker, checkpoint/transportation security officers, checked baggage,
transportation security inspectors, random employee screening, bomb appraisal officers,
Federal Air Marshal Service (FAMS), Federal flight deck officers, trained flight crew, law
enforcement officers, hardened cockpit door, and passengers

e Centerrisk mitigation activities within the aviation mode on the following:
0 Security vetting of workers, travelers, and shippers

0 Securingof critical physical infrastructure
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Implementation of risk mitigating operational practices
Implementation of unpredictable operational deterrence
Screening of workers, travelers, and cargo

Security awareness and response training
Preparednessand response exercises

Awareness and preparedness

Leveraging of technologies

Transportationindustry security planning

Security programs and vulnerability assessments

O OO0 OO O o0 o0 O o

Security of critical cyberinfrastructure

Enhance the effectiveness of international FAMS agreements

Implementan enhanced insider threat mitigation program

Implementimproved flexible, unpredictable screening methods (e.g., VIPR, Playbook, Risk
Emphasized Flight Screening, and Aviation Screening Assessment Program)

Collaborate with otheragencies and aviation modal partners to mitigate insider; cyber; and
chemical, biological, radiological, nuclear, and explosive (CBRNE) threats

Develop deployable sensorsystems to detect and otherwise mitigate threats from
hijacking/unauthorized diversion; explosive destruction; external attack; onboard CBRNE; or
otherattack of crew, passengers, oraircraft systems

Develop Secure Airspaceaccess and flight procedures based on a NextGen verification process
that dynamically adjusts for aircraft performance and security considerations

Enable dynamically adjustable airspace boundaries and access criteria of Security Restricted
Airspace, Special Use Airspace, and Temporary Flight Restrictions

Implement the remoteterminalsecurity screening concept to move the security perimeter
fartheraway from the airport

Develop security measures and practices forthe emerging unmanned aircraft systems and
expected commercial spacecraft or sub-orbital systems

Continue the implementation of NextGen capabilities at 13 congested airports around the
nation

Continue the improvementinthe NextGen En Route Automation Modernization program

Continue planning the consolidation of the Air Route Traffic Control Centers and Terminal Radar
Approach Control facilities into large, integrated facilities

Continue the integration of Unmanned Aircraft Systemsinto the National Airspace System

Improve FAA oversightforall U.S. repair stations

Resourcefulness

Hold conference calls between airport, airline, FAA air trafficmanagement, TSA, and CBP
representatives to plan for evolving weather conditions, similar to communication efforts
conductedinthe anticipation of Superstorm Sandy
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Use alternate airports as logistics hubs away from majorairportsin orderto bringinsupplies for

the region, such as when the Stewart International Airport was used when LaGuardia and JFK

majorairports were closed due to flooding during Superstorm Sandy

Use fuel supplies from alternatelocations to supportfirst responders

During emergency incidents, use alternate locations to support emergency functions:

0 Helicopterlocations—forexample, the Naval AirStation Joint Reserve Base New Orleans—
as the principal helicopter staging area for rescue operations throughout the region

0 Smallservice airfield locations—for example, the airfield on the south shore of Lake
Pontchartrain—asthe processingand evacuation airport for medical critical transportation
needs

Continue to expand prevention, protection, response, and recovery capabilities across the

aviation transportation system (ATS)

Develop awareness and preparedness initiatives to enhance continuity of ATS operations

Continue to identify technological opportunities toimprove and expedite passengerand cargo

screening capacity and capabilities

Establish a process for long-range strategicplanningto ensure research and development

activity is coordinated and aligned with NextGen goals and objectives

Rapid Recovery

Issue an annual hurricane and emergency preparedness and response procedures manual, with

practicesincluding the following:

0 Listed phone numbersforkey command post positions,operational only whenastormis
imminent; also listed names and office/cell phone numbers of key law enforcement
personnel and emergency response officesin the county

0 Signed notice of activation of all personnel inthe eventof ahurricane warning; all law
enforcement personnel are considered essential and required to be availablefor duty

0 Published and publicly distributed “Hurricane Safety Rules” forairport stakeholders

0 Clearlydefinedrolesandresponsibilities, including steps to take, for all operational,
administrative, and supportsections of the airport for different stages of the storm: pre-
hurricane, hurricane advisory, hurricane watch, hurricane warning, during hurricane, and
post hurricane

Establish aseamlessinformation-sharing process across modal segments

Expand programs at state, local, tribal, and ownerand operatorlevels to maintain awareness of

employees andthe traveling publicregarding security threatidentification and reporting

Ensure emergency response communications through company managementand publicaffairs

personnel

Coordinate responseand recovery to disruptiveincidents with Federal, state, and local

governments

Integrate security planning with disaster recovery planning, especially for aviation assets owned

by the private sector
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Identify capacity and technology gapsin protection and prevention response capabilities
Address multi-faceted challenges across the spectrum of aviation operations through arobust
planning capability consisting of planners, processes, and proceduresin orderto prepare for
rapid recovery

Establish a unified multiagency command, including the directinvolvement of aviation
operations, and maintain command throughout response

Verify the safety of disrupted aviation assets and operations to facilitate rapid recovery of
airports

Adaptability

Conductresearch and testing of new designs at FAA’s NextGen Test Bed forthe National

Airspace System at Embry-Riddle Aeronautical University

Develop ausable cross-modal consequence model for evaluating threatimpacts on sector-wide

and ATS critical infrastructure

Enhance awareness and assessments of interdependencies between modes and across sectors

domestically and internationally

Enhance international cooperation through partnerships with foreign governments and through

international security standards for container security and collection of biometricdata for

incominginternational passengers

Build strongerinternational partnerships to raise overseas security levels for passengers,

baggage, and cargo

Develop plans and procedures to ensure continuity of operations for cyberinformation and

control systems that supportthe operations of the aviationindustry

Conductlarge and significant analysis of the way air trafficcontrol risk, safety performance, and

analysis of safety risks are managed in the United States, such as through the FAA Air Traffic

Organization effort

Establish the Fatigue Risk Management System to identify potential air controller cognitive

performance and safety-related effects due to human fatigue

Developandimplementaclearly defined plan on shutting down the airport at the time of

projected gale force winds reachingthe coast, and recalibrate plans afterincidents, as needed

Undertake adaptation and resilience activities in light of climate risk, such as the following:

0 AtbothToronto Pearsonand Oakland International Airports, managersintechnical fields
such as planning, engineering, and environment management reviewed and modified design
criteriabased ontheirunderstanding of potential climate change effects

0 Sensorsembeddedin pavementare usedto monitorrunway degradation from the sunor
from standing water, thereby assisting in monitoring climate change

0 Several U.S. airports have participated in broad efforts by local, regional, or state
stakeholders on the effects of climate change, resultingin awareness-raisingand planning
exercises, factfinding, and workshops
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0 Thelacksonville Aviation Authority CEO commissioned a white papertoreview the likely
effects of climate change on the airportand its operations

0 The New York City Mayor directed the development of arisk-based responseto climate
change impacts; this effortidentified arisk to airports from brownouts or blackouts at
certain terminals, likely involving disruptions in baggage and security operations

0 InSan Diego, the airportbecame engaged inacommunity effort to assess the impact of sea
levelrise

0 The Oakland International Airport participated inasub-regional efforttoreviewthe impacts
of sealevelrise, whichitusedin determining decision criteria for modification of the
runway perimeterdike

Develop comprehensive climateadaptation plans,including the following:

0 Airportsustainability planning: FAAis evaluating ways to make sustainability a core
objective ateveryairportthrough the Sustainable Master Plan Pilot Program

0 Navigationinfrastructure assessment: FAA is analyzing aviation facility, service, and
equipment profile dataforvulnerability to a combination of storm surge impacts that
climate change mightbring

0 NextGen Network Enabled Weather: Part of an interagency effort to provide quick, easy,
and cost-effective access to weatherinformation, including seamless interagency access to
the National Oceanicand Atmospheric Administration’s 4-Dimensional Weather Data Cube

Maritime Mode

The following overview describes the assets, ownership structure, funding sources, regulation,
interdependencies, and resilience status of the mode.

Table G-5. Maritime Mode Overview

| Maritime Mode

ASSETS AND INFRASTRUCTURE

Physical Assets: vessels, containers, cargo,commercial vehicles;portfacilities; waterways and waterway
infrastructure; Exclusive Economic Zone; offshoreoil and natural gas facilities; railroads, highways, and
tunnels within ports; bridges, dams, levies

System Assets: cyber connections; data systems; networks; cyber monitoringand control systems; Internet
portals; networked logistics management systems; navigation equipment; decision support mechanisms;
internal communications; power management

U.S. maritime trade represented 11% of global tradein 2008; 99% of U.S. overseas trade by volume enters
or leaves the United States by ship; U.S. foreign and domestic waterborne trade amounted to 2.3 billion
metric tons in 2008

U.S. Maritime Transportation System (MTS) is a network of maritime operations interfacingwith shoreside
operations atintermodal connections; the MTS is partof global supply chainsand domestic commercial
operations

MTS consists of coastline, the U.S. Exclusive Economic Zone, ports, commercial waterways, and intermodal
landside connections, which allow the various modes of transportation to move people and goods to, from,
andon the water
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| Maritime Mode

® 95,000 miles of coastline; 3.4 million square miles of Exclusive Economic Zone; 25,000 miles of commercial
waterways; 361 ports; more than 3,700 marineterminals; more than 1,400 intermodal connections;
thousands of bridges, dams, and levees

® MTS includes the Great Lakes and the SaintLawrence Seaway; as well as inland water systems such as the
Mississippi River system, which extends for more than 12,000 miles through 17 states

® 64 million passenger-nights booked on North American cruisesin2008;147 million ferry passengers

OWNERSHIP AND OPERATION STRUCTURE

® Shipsinthe privatesector serve public waterways and both publicand private port facilities. Harborsare
typically owned by public authorities, although terminals areusually owned or managed by private
operators. Water navigationis mostly controlled by the Federal Government, and safety is regulated by all
levels of government.

® More than 70 deep-draft portareas,includingapproximately 40 thateach handle 10 million tons or more of
cargoeach year.

e Withinthese ports are about2,000 major terminals. Mostof these terminals areowned by port authorities
andare operated by the privatesector.

e Value of PrivateFixed Assets, nonresidential equipment, ships and boats:$75.5 billion (2012)

® Value of PrivateFixed Assets by Industry, Transportation and warehousing, water transportation structures:
$7.0 billion (2012)

FUNDING SOURCES

® In2012, port authorities planned to invest$18.3 billion by 2016 on marineterminal-related infrastructure
improvements; their private sector terminal partners planned to invest $27.6 billion

e The largestcapital expenditures were for the Gulf port region ($22.1 billion), followed by the South Pacific
port region ($8.1 billion) and the North Pacific portregion ($7.7 billion)

® The Harbor Maintenance Tax (HMT) is collected to maintain Federal navigation channels

e White House FY 2015 budget requests $658.3 M to support DOT Maritime Administration operations
REGULATION

e DHS U.S. CoastGuard has jurisdiction anywhere within the MTS where maritime commerce is carried out
e Major authorities include:

- 2002 MaritimeTransportation Security Act

- The SAFE Port Act of 2006

- CoastGuard Authorization Act of 2010

® US. Army Corps of Engineers responsiblefor dredgingand maintaining water access to ports

e DOT MaritimeAdministration focuses on the environment and mariner safety

KEY INTERMODAL DEPENDENCIES

The maritime mode is strongly connected to other modes through portinfrastructure, whichacts as a
centralized hub of transportation connectors. Much port-generated cargois transported beyond the port by
freight rail and trucking (highway mode), with some interconnection to the aviation mode. Many ports also
have connections to pipeline mode due to the proximity of pipelineinfrastructurenearby. Mass transitoptions
within the maritime mode (e.g. ferries, cruises) may later connect passengers to mass transit hubs.

CROSS-SECTOR INTERDEPENDENCIES
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| Maritime Mode

The primary sector interdependency is based on fuel supplies (energy). Also, the maritime mode cannot operate

without security, navigational,and cargo management systems which aredependent on the communications

and information technology sectors.

CYBERSECURITY AND RESILIENCY STATUS

There is aninteragency (USCG, NPPD, TSA, industry) effort underway to develop a methodology to identify and
mitigate port cybersecurity risk. The intention is to evaluate and then prioritize port cybersecurity risk;

sheddinglighton the cyber risklandscapeinthe maritime domain and evaluating cybersecurity posture. There

is concern that cybersecurity awareness in U.S. port facilities is generally low, and that cybersecurity culturein

U.S. port facilities is generally lacking.

Practices Contributing to Maritime Resilience

Robustness

Promote recovery andresilience through a variety of steady-state and contingency activities,
including the following:

0 Establishingand enforcingemergency equipment, training, and procedure requirements for
commercial vessels and waterfront facilities

Establishing and enforcing security-focused requirements for vessels and facilities
Conducting search and rescue operations

Conducting pollution response operations

Establishing/maintaining aids to navigation

© 0O 0O O o

Operating vesseltrafficservices

Participate inand supportlong-term planningto improve resilience through technical support
for Federal Emergency Management Agency—administered port security grants, through
participationinrevisionstothe National Response Framework (NRF), major exercises, and
lessons learned

Enable the U.S. Coast Guard (USCG) to supportresilience internationallywith its maritime
partners

Utilize Homeportasa publicly accessed and secure enterprise Internet portal that supports port
security functionality for operational use

Cooperate with the 43 Area Maritime Security Committees (AMSCs) active at the local portlevel
to help achieve and sustain arobust maritime security regimeto protect the Nation’s maritime
transportation system (MTS). The AMSCs assist and advise the Captain of the Portregarding the
development and maintenance of the Area Maritime Security Plan (AMSP) by providing a
framework to communicate, identify risks, and coordinate resources among key port
stakeholders to mitigate threats and consequences within the area of responsibility

Use the Maritime Security Risk Analysis Model as a tool for decision makers at various levels to
make informed decisions and to identify and manage risk to infrastructure in the maritime
domain

Use voluntary security guidelines to strengthen the MTS, including the following:
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0 ContainerSecurity Initiative
0 Customs-Trade Partnership Against Terrorism
O International PortSecurity Program

Resourcefulness

Lead and support partnership organizations dedicated to preparing forresponse and recovery

operations, including the following:

0 Harbor Safety Committee (general navigation safety)

0 AreaCommittee (pollutionresponse)

0 AreaMaritime Security Committee (security incidents)

Capture and promote key lessons learned related to resourcefulness:

0 Safetyoflifeisthe prime consideration

0 Make plansbeforehandto provide leadership across organizations with strong and
redundant communication systems between the leadership team and the staff

0 Thecurrent designsand procedures must be reevaluated given the frequency of storms

0 Conductdrillsandtabletop exercises

Rapid Recovery

Focus on salvage issues related to security, when possible

Ensure, as mandated by the SAFE Port Act, that AMSPs include aSalvage Response Planto guide
salvage activities and identify available resources to support clearing of waterways and
restoration of commerce flow. USCG provides salvage planning guidance to ports on the
following:

0 Rolesandresponsibilities of Federal, state, and local partners

0 Recovery-specifictasks toidentify salvage response needs

0 Identification of local marine salvage providers for use when needed

Require, through the USCG, Area Maritime Security Committees to plan and prepare for
recovery operations, including a salvage response planforeach AMSP. As with other
contingency plans, the USCGrequires thatthese plans be exercised on aregularbasis. Duringan
incident, USCG-led Maritime Transportation System Recovery Units (MTSRUs), whichinclude
private companies and publicagency members, plan, prioritize, and direct recovery operations
Ensure that the CBP/USCG Protocols forthe Expeditious Resumption of Trade include carrier
and trade support groups and are enabled to provide insight with respect to post-incident
recoveryissues

Develop aninnovativetool, called the Common Asset Reporting Tool, to assist the MTSRUs
capture and relay essential elements of information on critical infrastructure within their port
areas that can be used at various levels within the USGC to manage the post-incident
recovery/resilience efforts

Planfor various phases (e.g., secondary, tertiary) of communication disruptions through
maritime security committees
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e Establish MTSRUs, led by the USGC, duringa transportation security incident to provide support

(0]

MTSRUs are responsible for tracking and reporting status information, understanding critical
recovery pathways, recommending courses of action, servingas avenue forinputto the
local response organization, and recommending recovery priorities

The specificresponsibilities of an MTSRU can vary by port area; some port areas are better
able to leverage the information-sharing abilities of established collaborative bodies

Adaptability

e Promote key successlessonslearned from Superstorm Sandy, such as the following:

(o]

Coordination within the port: Inter-organizational coordination was especiallyimportant
with regardto port closings and the post-storm recovery of the MTS. Coordination
activitiesincluded communication between port partners about weather conditions and
the closure of the port, coordination of multiple agencies to support post-storm harbor
survey and cleanup activities, and coordination between the publicand private sectors to
facilitate the resumption of port commerce

Relationships and trust: Effective coordination was also facilitated by a network of
relationships and trust between port partners, which may have been built through the
committees as well as other priorexperiences working together. Some described the
resilience of the portinthese terms, emphasizingthatitis about people and difficult to
measure

Prior experience: Effective coordination, response, and recovery were facilitated by the
prior experiences of participants, and of the port community ingeneral, in dealing with
previous storms and otherdisasters

Expertise and improvisation: Another key to success was the port partners’ ability to
improvise before, during, and after the storm, drawing upon the relationships previously
described, aswell as priorexperiences and professional expertise. This was necessary
because of the extraordinary size of the storm and the associated surge, which flooded
areas and caused damage that for some was unanticipated

The value of maritime assets: Anothersuccess was the way in which maritime resources
helped support the recovery of the broaderregion

e  Work with customs and majorcargo brokers and shippinglines, at the national level, to develop
joint protocols to prioritize ports, should there be widespread disruption

e Examine majorincidentsto pull out best practicesin how maritime and surface transportation

and the energy sectorall have to be coordinated and work togetherforrecovery

e Use the Maritime Risk Assessment Module to focus on a particulartarget and predict the
consequencesofanincident

e Promote cybersecurity lessons learned:

(o]

Cybersecurity is absolutely key to resilience and recovery. Any cybersystem s backed up
manually. Cyberisahuge vulnerability. Inlooking at all the elements of USCG plans
through a maritime dimension, one always needs to consider how acyberevent can
disruptthe port.
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0 ltisveryeasytojam GPS with a strongersignal. Thatis a vulnerability to the entire
transportsystem, as well asto othersectors
0 Maritime committees are looking atthe many cyber vulnerabilities. There are impacts
from disruptions, but systems are usually ableto recoverin hoursand days, althoughiit
does cost a significantamount of money. Mostincidents are accidental oran amateur
event.
0 TheUSCG isnotinvolvedin providing cybersecurity patches. The USCG does notlook at
the level of intrusions, butitdoes have security standards for systems and backups. The
USCG islookingatincorporating cyberinto the risk assessments, but the USCG is still
developing the USCGrealm of authority
e Collectand disseminate public-private leadership best practices from the committees through
the USCG
o Developthe ability toimproviseand establish ad hocprocesses that draw on priorrelationships,
shared experiences, and trustin one another’s professional expertise

VI. Pipeline Mode

The following overview describes the assets, ownership structure, funding sources, regulation,
interdependencies, and resilience status of the mode.

Table G-6. Pipeline Mode Overview

Pipeline Mode

ASSETS AND INFRASTRUCTURE

® Physical Assets: Natural gas transmission lines and storage, natural gas distribution lines, hazardsliquid

pipelines and tanks, and liquefied natural gas (LNG) processingand storagefacilities

- Natural Gas Transmission Lines and Storage (mostly interstate pipelines): Over 320,200 miles of
pipelines and 400+natural gas storagefacilities

- Natural Gas Distribution Lines (mostly intrastate pipelines): Local distribution company pipelines
transporting gas to residential, commercial,and industrial customers. 2,146,034 pipelinemiles

- Hazardous Liquid Pipelines and Tanks (mostly interstate pipelines): 192,396 miles of pipelineincluding
60,911 miles of crude oil pipeline; 63,532 miles of refined petroleum products pipelinedelivering
gasoline, diesel, jetfuel, and other refined products;and 62,742 miles of natural gas liquid pipeline
transporting propane, ethane, and other industrial raw materials

- LNG Processingand Storage Facilities: 133 in-servicefacilities receive LNG from tanks, ships, or trucks,

or receive natural gas via pipelinefor liquefyingitinto LNG
- More than 1,400+ compressor stations maintaining pressure on the natural gas pipeline network
e System Assets: Supervisory control and data acquisition (SCADA), process control,and distributed control
systems for controlling natural gasdistribution systems, flowand pressure, temperature levels,and alerts
andalarms

OWNERSHIP AND OPERATION STRUCTURE

® A majority of pipelines areprivately owned and operated; however, all pipelines areregulated by public

authorities
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® Approximately 3,000 companies inthe U.S. operate a majority of the pipelinemode assets, including:
182,000 miles of hazardous liquid pipelines; 325,000 miles of natural gas transmission pipelines;and 2.15
million miles of natural gas distribution pipelines

® The companies operatingthe pipelines typically control, monitor,and maintain the pipelinesystems

® Pipelinemodal activityis diversewith different pipe components, construction methods, operational
strategies, and transported materials, acrossvarious companies

FUNDING SOURCES

® Privatesector owner and operators bear a largeshare of the financial responsibility for the development
and maintenance of the pipelinesystem

® Federal fundingis availabletosustain education, protection,and resilience programs and operations
(5120M was enacted to supportPHMSA in FY2014)
e White House FY 2015 budget requests $261 million devoted to support PHMSA’s operations

REGULATION

e DHS (pipelinesecurity authority); key division istheTransportation Security Administration, particularly the
Surface Division PipelineSecurity Branch to enhance the security preparedness of the lines

® DOT (focus on safety, standards, coordination of systems, partnerships, and regulation); key divisionincludes
the Pipelineand Hazardous Materials Safety Administration, esp. the Office of Pipeline Safety

® DOE—Federal Energy Regulatory Commission regulates, reviews, and ensures reliableenergy and pipeline
activities

KEY INTERMODAL DEPENDENCIES

The critical Intermodal Dependencies center on the relationship between pipelines and the products they carry
which are then disbursed as transportation fuels. Fuel is an essential component to each mode and as such,

each transportation mode is dependent on the pipeline mode to varying degrees.

CROSS-SECTOR INTERDEPENDENCIES

The pipelinesystemis vital to the transportation sector—through transportation fuels—and the energy sector,

and maintains a level of importanceto other critical sectors. End users are located within the commercial
facilities, critical manufacturing, and government facilities sector. Typically, pipelines carry naturalgas and
crude oil; however, pipelines alsotransport manufacturingchemicalsusedin fertilizer—an essential component
to activities within thefood and agriculture sector. Pipelines arealso dependent on the information
technology sector due to their relianceon computer control systems, which are susceptibleto cyber-attacks.

CYBERSECURITY AND RESILIENCY STATUS

The pipelinesystem is composed of hundreds of SCADA systems, thousands of remote terminal units,and

nearly one million controllabledevices, all of which could be potential targets for a cyberattack. As SCADA
systems become modern, the systems become more efficientyet more vulnerable. Exploitation andinfiltration
of these systems may resultindisrupted service, spills, explosions, or fire—allinitiated and controlled from
remote locations. Coordinated cyber intrusions seem to specificallytarget U.S. pipelinecomputer systems.

Interms of accepted industrial control system cybersecurity standards, the pipeline system is the most
advanced. Multipleregulatory standards addressingcybersecurity exist within the mode and key players are
engaged, for instance:the American Petroleum Institute developed SCADA standards for owners/operators of

oil and gas liquid pipelines (2009), the Interstate Natural Gas Association of America released standards on
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Pipeline Mode

control system cybersecurity (2011),and TSA developed cyber assetsecurity measures within the Pipeline
Security Guidelines (2011). The standards arean extension of the nature of the mode’s strong relianceon
control system for operation—the industry is highly automated and increasingly vulnerable.

Practices Contributing to Pipeline Resilience

Robustness
o Use the Pipeline System Relative Risk Ranking Tool to rank the most critical systems and assets
accordingto the greatestimportance to energy supplies andriskinterms of threat,
vulnerability, and consequences
e Conducton-site security reviews, enabling TSA to understand operator security planning and
implementation
e Examine the risks associated with transporting TIH materials through the TIH Materials
Transmittedin Pipelines Program
e Identifysecurity gaps and recommend ways to mitigate those gaps through the Pipeline Cross-
BorderVulnerability Assessment Program
e Participate inforums, such as the International Pipeline Security Forum, which allows U.S. and
Canadian officials to discuss security issues and gaps
e Participate in TSA Pipeline Security Stakeholder Conference Calls, which provide opportunities
for periodicinformation sharing
e Enable coordinatedinteragency and cross-jurisdictional implementation of security practices
through entities such as the Transportation Sector Government Coordinating Council (GCC),
Energy Sector GCC, and the Critical Infrastructure Partnership Advisory Council (CIPAC) Joint
Sector Committee
e Engage the private sectorinsecurity planning and pipeline protectionissues through the Oil and
Natural Gas/Pipeline Sector Coordinating Council and the CIPACJoint Sector Committee
e Developand promote documents, such as the Pipeline Security Smart Practices, to assist the
industry in security planningand implementation
e Define encryption methods forsupervisory control and data acquisition (SCADA) systems
e Recommend security practices and guidelines to be implemented
e Provide amodel for proactive industry actions to improve security through the American
Petroleum Institute (API) Pipeline SCADA Security Standard (API Standard 1164)
e Provide acomprehensive reviewand quantitative assessment of company security programs
through the APl Information Managementand Technology Program
e Developand promote arisk-based corporate security program. These programs typically include
the following measures, which increase “robustness”:
0 Appropriate levels of staff, training, and equipment
0 Developed corporate security plan
O Real-time, 24/7 connection to TSA for security awareness
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0 Developedand maintained cyber/SCADA security plan
e Implementarisk-based approach foroperators thatincludesthe following assessments:

— Criticality assessment (determining facility criticality)

— Threat assessment (identifying known or potential adversaries)

— Vulnerability assessment (identifying potential weaknesses)

— Riskassessment (based onthreat, vulnerability, and criticality assessments)

— Risk mitigation (determine and implement appropriate risk-reduction countermeasures)

— Ongoingrisk management (monitor, reassess, and modify)

e Develop hazardous materialsincidentinformation programs within local agencies
e Developahazardous materials effort, through the Hazardous Materials Cooperative Research
Program—a program which is composed of the following elements:

— Hazardous Materials Commodity Flow Data and Analysis (supports local risk assessments)

— Hazardous Materials Transportation Incident Data for Root Cause Analysis (develops
methods toimprove incident data, identify gaps, and understand incident under-
reporting)

— A Guide for Assessing Emergency Response Needs and Capabilities for Hazardous
Materials Releases (guidance for conductingemergency response needs assessments)

— Emerging Technologies Applicable to Hazardous Materials Transportation Safety and
Security (technologies to enhance the safety and security of pipeline material
transportation)

— Current Hazardous Materials Transportation Research and Future Needs

— Improving Local Community Recovery from Disastrous Hazardous Materials Transportation
Incidents

— Hazardous Materials Transportation Risk Assessment: State of the Practice

— BestPracticesinHazardous Materials Pipeline Emergency Response Plans

— Methodology for Evaluating the Effectiveness of Hazardous Materials Transportation
Training

e Focusonincludingpipelinesin state Hazard Mitigation Plans

Resourcefulness

e Conductexercisesthatarerelevantto security partners’ challenges andrisks, and refine
programs through evaluation and continuous improvement

e Conductpipelinel-STEP exercises

e Conductpipelinesecurity exercises annually

e Developanddistributethe Pipeline Security Awareness for the Pipeline Industry Employee
Training CD

e Familiarize the privatesector with threats from IEDs through the Pipelines: Countering IEDs
Training Program

e Enhance the law enforcement community’s understanding of pipelines and theirsecurity
through the Protecting PipelineInfrastructure: The Law Enforcement Role Training Program
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e Supplement pipeline security practices information through the Pipeline Security Awareness for
Employees Brochure

o Developthe Pipeline Emergencies training curriculumto support the response phaseof a
pipelineincident

Rapid Recovery

e Provide information-sharing programs that allow the government and the private sectorto be
more vigilant, such as the Homeland Security Advisory System

o Allowforthe sharing of security information, threatintelligence, indications, and warnings
through systems similar to the Homeland Security Information Network

e Ensure each pipeline operator has a risk-based corporate security program that cuts across
multiple types of resilience practices (see the “Robustness” section foradditional practices).
These programstypically include the following measures, which increase “rapid recovery”:

— Appropriate threatlevels are implemented, depending on the type of alert received
— TSAisnotified of all security incidents as soon as possible

e Holdjoint-agency emergency responderforums

e Convenethe Pipeline & Hazardous Materials Safety Administration’s Pipeline Emergency
Response Working Group to institutionalize pipeline safety knowledge in the emergency
response community

e Develop pipeline safety resources foremergency responders

e Prepare communities forrespondingand recovering from a hazardous materialsincident
through the Transportation Community Awareness and Emergency Response program

o (Create strategies foremergency response communications and training, and develop an
emergency response pipelineincident model thatis transferable to other states, such as
through the Georgia Pipeline Emergency Response Working Group

Adaptability

e Conductexercisesthatare relevantto security partners’ challenges and risks

VII. Postal and Shipping Mode

The following overview describes the assets, ownership structure, funding sources, regulation,
interdependencies, and resilience status of the mode.

Table G-7. Postal and Shipping Mode Overview

Postal and Shipping Mode

ASSETS AND INFRASTRUCTURE

® Physical Assets: wide range of facilities;aircraft, trucks, and other delivery vehicles;cargo terminals;

warehouses; mail and other postal/shipping drop boxes

® System Assets: automated screeningtechnologies; automated sortingand forwardingsystems; rigorous

cybersecurity systems; robustcommunications systems
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® Postal & Shipping mode is mainly composed of four large, integrated carriers thatrepresent 94% of the
mode: United States Postal Service (USPS), the United Parcel Service (UPS), FedEx, and DHL International;
P&S moves over 574 million messages, products, and financial transactions each day

® P&Sactivityis differentiated from general cargo operations by its focus on letter or flatmail, publications,
or small-and medium-size packages, and by its wide spectrum of customers: millions of senders to 152
million destinations

o MailingIndustryJob Study (2012) reported that there were more than 8.4 millionjobs and morethan $1.3
trillioninrevenue attributed to the mailingindustry

® USPS: handles 40% of the world’s mail volume; 32,000 Post Offices, stations,and branches, plus thousands
of Contract Postal Units (CPUs), Community Post Offices (CPOs), Village Post Offices (VPOs), and retail
establishments thatsell postagestamps and other services; mail is delivered six days a week to almost153
million city, rural, Post Officebox, and highway delivery points; fleet of vehicles numbers about211,654
(one of the largestcivilian fleets in the world)

e UPS: HQ Atlanta, GA; global reach extends to more than 220 countries and territories; 2,700 worldwide
operating facilities; nearly 400,000 employees across the globe; 1,955 daily flight segments; 103,000
vehicles in fleet; more than 16.9 million packages delivered each day

® FedEx: HQ Memphis, TN; covers every US address and more than 220 countries and territories; provides
time-sensitive, air-ground express servicethrough 375 airports worldwide; 3.9 million packages delivered
each day; 11 million pounds of freight carried each day; 47,000 surfacevehicles; 630 aircraft

e DHL: HQ Bonn, Germany; present inover 220 countries and territories; more than 315,000 employees;

approximately 2.7 million customers; more than 250 dedicated aircraftserving 500 airports
OWNERSHIP AND OPERATION STRUCTURE

® USPS assets areowned by the Federal Government; other postal and shippingcarriers privately owned

® USPS isanindependent agency of the U.S. Government responsiblefor providing postal servicein the
United States; UPS, FedEx, and DHL areprivate sector companies
® The remainder of the mode consists of smaller, privately owned firms providingregional and local courier

services, other mail services, mail management for corporations,and chartered air delivery services

FUNDING SOURCES

e USPS: Has not received taxpayer dollars sincethe 1980s;for the pastseven years from 2013, USPS incurred

$46 billion of net losses;stamp sales in 2013 totaled about $7.5 billion; earns income from payment for
services provided

e UPS, FedEx, and DHL are privatesector owned and operated service providers
REGULATION

® Postal Reorganization Actstipulates that USPS is anindependent establishment of the Executive Branch of

the U.S. Government

® The Postal Accountabilityand Enhancement Act created the Postal Regulatory Commission (PRC),and gave it
regulatory and oversightobligations inregards to the USPS

KEY INTERMODAL DEPENDENCIES

P&S owns and/or utilizes all transportation modes (e.g. aviation for air shipment, highways for truck

shipments), functioninginintegrated domestic andinternational networks.
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| Postal and Shipping Mode

CROSS-SECTOR INTERDEPENDENCIES

The sector utilizes the energy sector to fuel its operations.To varying degrees, other criticalinfrastructure

sectors use the services of the postal and shippingsector to supportthe communications component of their
business operations.

CYBERSECURITY AND RESILIENCY STATUS
TSA in 2011 defined cybersecurity goals for Postal and Shippingas:

e Define conceptual environment

e Improve and expand voluntary participation

e Maintain continuous cybersecurity awareness

e Facilitateeffective information sharing

e Ensuresustainability
USPS has collaborated since 2011 with the CERT division atCarnegie Mellon University’s Software Engineering
Institute in implementing and improving the CERT Resilience Management Model (CERT-RMM). The model is
used across thedomains of security management, business continuity management, and aspects of information
technology operations management. Collaboration has included projects dealingwith incidentresponse, export
screening, authentication services,and development of mail-specific resilience management practices for mail
induction, transportation, delivery,and revenue assurance.

Practices Contributing to Postal and Shipping Resilience

Robustness
e Establish working groups composed of domesticand international agencies and industry
partnersto focus on refining procedures and implementing technology to reduce the risk of
terrorismandincrease system resilience
e |nitiate studies to evaluate the security of U.S. mail transported on domestic passenger aircraft
e Conductsecurity assessment reviews at postal and shippingfacilities nationwide
e Implementvarious programsto enhance the security and resilience of assets across the mode,
including the following:
— Enhancingcybersecurity awareness
— Targeting high-valuecybercrimes
— Mitigating risks to new postal products and business planning
— Enhancingfrontline employee awareness
— Identifying cross-sector risks
— Improvingsectorresilience
— Identifying supply chain vulnerabilities
— Identifyingintegrated carrier vulnerabilities
— Strengthening supply chain securityawareness
— Establishingand implementing global security protocols forinternational mail
— Participatingintabletop exercises and full-scale exercises at postal and shipping facilities
nationwide
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Pursue the following activities to address varied security challenges:

— Revisit postal and shipping goals forapplicability under current threats

— Reviewrisk mitigation activities to align them with goals and plans for moving forward and
the ability to accurately measure progress

— Engage the analytical community to provideregularthreatanalyses

— Engage modal and sector partners to assess threats, vulnerabilities, and consequences

— Identify amethodology for developing assessments of dependencies and
interdependencies

— Engage othermodes and sectorsin assessing sector dependencies and interdependencies

— Continue toengage partnersinthe international community in strengthening the global
supply chains thatcarry inbound and outbound international mail

— Complete astudy assessing the risks of mail transported on domestic passenger aircraft
and implement next steps that emerge fromthe study

— Complete amarketsurvey of the mail courierindustry

— Initiate amarket study of mailroomsto understand the stakeholders and their
characteristics, and develop a plan to engage the industry within the National
Infrastructure Protection Plan framework, identifying where security and resilience can be
improved

— Interact with othersegments of the industry (e.g., couriers and mailrooms)to assess their
needs regardingrisk mitigation and the best means forengagement

— Ensurethat timely threatinformation is effectively disseminated and shared

— Understand the full scope of cybersecurity issues and vulnerabilities, develop mitigation
strategies, and communicate cybersecurity improvement programs to postal and shipping
mode stakeholders

Resourcefulness

Supportand participate inthe mode’s Cities Readiness Initiative (sponsored by the Centers for
Disease Control and Prevention)to achieve the following:

— Enhance emergency preparedness

— Facilitate the sharing of security information
Continually consult with port and border authorities, regulatory and law enforcement agencies,
customers, and otherstakeholdersto understand security issues
Modify vehicles, systems, methods, and training as appropriate to keep customer shipments
secure. These efforts coverairand ground fleets, facilities, and IT systems
Implement new techniques and technologies for saferand more efficient air traffic control as
part of the NextGen program at FAA
Add new trainingto help drivers and back-office workers identify potential misuse of postal and
shipping networks by illegalonline pharmacies
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e DevelopITapplicationsthatapply anadvanced algorithm to customize map datato provide
delivery drivers with optimized route advice; for example, United Parcel Service (UPS) developed
the On-Road Integrated Optimization and Navigation (ORION) system

Rapid Recovery
o Testresilience and recovery capabilitiesinthe eventof anincidentto ensure thatthe rolesin
respondingtoanincidentare clearand effective
e Assistcommunitiesin becoming more resilient through foundations and/or associations; this
alsoincludes donatingin-kind services, transportation, technology, and supply chain solutions
usingair and ground fleets

e Use networkstofacilitate fast, efficient relief operations undertaken by national governments
and global relieforganizationsin times of disaster

Adaptability
e |dentify and define modal trainingand communications requirements that willallow
components (e.g., integrated service providers, mailers, couriers, package handlers, mailroom
operators, and government mailing operations)to improve the preparedness, resilience, and
security of theiroperations
e Developandrefine changesintechnology, processes, and policies toimprove the resilience of

the mode and the mitigation of threats, and foster communication channels to support the
resultant changes, as well asimprove alerts and responses
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Appendix H: Case Study of Disruption Scenarios —
Ports of Los Angeles and Long Beach

As the Study Group was tasked with conducting a case study to inform the Council’s Working Group
recommendations to the full Council, the Study Group organized aworkshop to discuss resilience gaps
and examine cross-modal and cross-sector dependencies through five transportation disruption
scenarios affectingthe Ports of Los Angeles and Long Beach (POLA-POLB). The workshop took place on
February 10, 2015, in a two-hour facilitated webinar discussion. Section | of this Appendix summarizes
the results of the workshop, Section Il describes the analysis of the disruption scenariosin greater
detail, and Section Il provides an overview of POLA-POLB transportationinfrastructureforreference.

Workshop participants included Study Group members and additional subject matter experts with
experience in transportation logistics, port security and resilience, emergency management, and other
critical infrastructure sectors. Tofacilitate arobust discussion, participants were given comprehensive
backgroundinformation onthe disruption scenarios, and were asked to focus on four key areas:

e Common elements across the five POLA-POLB scenarios (e.g., challenges, impacts)
e Cross-sectordependencies
e Cross-modal transportation impacts
Resilience gaps
The five disruption scenarios (three studies detailing natural and man-made disruptions and two after-
action reports from California portresponseand recovery capabilities exercises) were selected due to
theirrelevancy to POLA-POLB and applicability to the Study Group’s charge.

Table H-1 presents an overview of the five scenarios, organized by natural and manmade events. For
each scenario, the followingis presented:

e Scenario Description: Key scenario information, including disaster type and majorthemes
derived from each scenario

e Key Failure Points: Points of failure in processes, communication, orinfrastructure contributing
to disruption

¢ Challenges: Obstacles uncovered during/afterthe disruption

e Public-Private Issues: Differences experienced between the publicand private sector during the
disruption

e LessonsLearned: Information gained that could improvetransportation security and resilience

e Recommendations: Actions suggested by experts based on the scenario evidence
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Table H-1: Overview of Disruption Scenarios

Scenario Description

Key Failure Points

Challenges

Public-Private
Issues

Lessons Learned

APPENDIX

Recommendations

Scenario: The ShakeOut
Disaster Type: Earthquake
Major Themes:

e Interdependency of lifeline
sectors, as well as of modes

e Prioritization of
transportation restoration

e Inadequacyin stockpiled
supplies and transportation’s
capacitytoabsorb disruption

e Transportation
corridors (e.g.,
interstates, mountain
passes)

e Infrastructurelines
(e
communications, rail,
NG) on faultline

e Water delivery
system (e.g.,
aqueducts)

e Secondary hazards
(e.g., floods, fires)

e Corridor or lifeline
repair requires
highway/bridgerepair
first

e Severed
communications and
Internet hamper
response/recovery
efforts

e Incidentscopeis
greater than available
resources and
personnel

e Freight (private)
relies on publicly-
maintained roadways
and bridges

e Public utilities are
critical tothe private
sector

e Commuter and
freight users compete
for restored
transportation

e Full recovery needs
robustpublic-private

o CA mitigation
investment increases
lifelineresilience

e Some losses are
well-understood but
many failures are
unknown or not fully
recognized

e Aviationis a critical
mode duringport
disruptionand
underused airports
can be used for

e Establishand
encourage
contingency plans

e Identify
transportation
infrastructureand
lifelines to prioritize
for repairs

o Create strategies to
address commuter vs.
freight user conflict
e Examine
technological

lead to more failures | e Cargodiversionis coordination, airfreight solutions toresilience
not a whole solution collaboration (e.g., automated
control system)
Scenario: Alaska Peninsula e POLA-POLB are e Evacuations of low- e Government and e POLA-POLB e Includetsunami

Offshore Earthquake
Disaster Type: Tsunami
Major Themes:

¢ Rippling economic effects
canbe deep andexpansive,
despite light port damage

e Resiliencedrastically
reduces economic costs from
disasters

criticalto Southern
California economy
e Significanttrade
andbusiness
disruptioncanresult
froma port
shutdown of only a
few days

lyingareasin
Southern California
are extremely difficult
e Clean-up after a
disaster candelay
recovery and add
greatly to the costs of
anevent

privatesector
cooperationon
resilience measures
cansignificantly
reduce economic
impacts from disasters

breakwaters and
channels reduce wave
impactbut during
tsunamis their
entrances have port-
damagingcurrents

e Owner/operator
adoptionof resilience
measures can greatly
reduce economic
costs from port
shutdown

events as partof CA
exercises

e Plan holistically for
coastal
flooding/erosion,
tsunamis, sea level
rise, earthquake
liquefaction

e Encourage adoption
of resilience measures
to mitigate disaster
effects
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Scenario: Nuclear Device in

Shipping Container
Disaster Type: Terrorist
Attack

Major Themes:

e Long term impacts can be
difficulttoidentify and
measure

e Impactincludes socialand
economic aftershocks andis
understood as not just
physical damage

Scenario: 2010 Golden
Guardian Exercise

Disaster Type: Terrorist
Attack

Major Themes:

e Pre-event planning,training,
resources,can be strainedin
significant/expansive disasters
e Complex interdependencies
existamong systems,
processes,andsupply
chains—internationally and
throughout the publicand
privatesectors

e Timely, accurateinformation
andreinforcingcontinuityis
vital to response/recovery

e POLA-POLB playan
essential roleinthe
national and global
economy; cascading
effects from closure
canbe severe and
widespread

e [mpact on
insuranceindustry
and other financial
institutions can
hamper recovery

e Improperly
redirectingor closing
cargocauses
significantbusiness
loss leadingtolong-
term and global
economic disruption
e Unbalanced
security, continuity,
and recovery needs
threaten successful
response/recovery

e Key challenges (1)
keeping the global
shippingsupply chain
operating; (2)
restoring orderly
economic relations
within national, global
economies

e Destroyed POLB
refineries reduce the
region’s fuel supply

e Port personnel may
be affected by fallout

e Simultaneous,
multipledisasters
require complex
responseand
coordination

e Whiletrainingis
received, exercisingor
applyingtrainingin
real events may be
limited

e Ports may have
insufficientassets and
supplies toaddress
major disasters

e Significantdisasters
may also destroy
outsideassets and
supplies

e Balancing
government and
privatesector
priorities aftera major
terroristevent (e.g.,
weighing security vs
expediting recovery)
e Restoring normal
economic
relationshipsand
rebuilding
infrastructurerequire
public-private
cooperation

e Publicsector
decisions (e.g.,
closures) affect ports,
which then affects
other sectors,suchas
inportclosures limit
agriculturalexport
volume

e Officialsbalance
between reducing
anxietyand providing
full communications
e Long-term recovery
issues (waiving
requirements)
affecting the private
sector require
government support

e Long-term analysis
suggests alarming
vulnerabilitiesand a
very challenging
recovery

e Long-term
consequences arenot
well known

e Exercises can help
decision makers
understandissues and
help plan for
contingencies

e Councils inclusive of
industry enablesector
coordination,
decision-making,
collaboration
esCommunicationis
essential for
situationalawareness
andrecovery

e Limited resources
need to be prioritized
infast-moving
incidents

e Portissuesarefar-
reachingand have
greatimpact outside
ports

e Continuityand
recovery needs to be
balanced

e Expand
modeling/gaming
tools to examine long-
term disaster
consequences

o |dentify failure
pointsinsocialand
economic systems and
assess policy solutions
by Federal, state, port,
and business leaders
e Understand
decisions madepost-
incidentand decision-
making challenges

e Conduct review of
resourceand
information
management systems
e Providecredible
information to the
public and private
sector

e Develop ajoint
government and port
leadership field office
e Implement recovery
plansinconjunction
with response
activities

e Comprehend supply
chainrippleeffects
andinvolvethe
privatesector

NIAC Transportation Sector Resilience

136



APPENDIX

Scenario: Cybersecurity

Tabletop Exercise

Disaster Type: Cyber Attack
Major Themes:

o Effective preparedness
requires public-private
coordination,communication
e Exercises and trainingreveal
strengths and vulnerabilities
Cybersecurityis ambiguous
full preparedness is deficient

o IT personnel
depend on timely,
relevant information
e Lack of standard
cybersecurity
terminology use

e Missingor
misidentifying cyber
incidents

e Lack of cyber threat
information

e Standard
systems/tools for
internally/externally
sharinginformation
with stakeholders do
not exist

e Physicaland cyber
securityis handled by
separatedepartments
e Use of unified
command and
terminology is unclear
e Cyber security plans
are uncommon

e Port personnel need
to work with tenant IT
personnel for
situationalawareness
e Relevant, timely
informationand
analysisis notalways
shared across the
publicand private
sector

e Exercises enable
cyber readiness
assessment

e Current
cybersecurity plans
are deficient

o Without
cybersecurity plans,
incidents may go
unreported

e Inter-port
communication
deficiencies canslow
informationsharing
andresponse
capabilities

e I[mprove
internal/external
information sharing
e Better coordinate
physical/cyber
security

e Establish policies for
cyber incident
thresholds and
notification

e Host training,
exercises

e Develop formal,
coordinated
cybersecurity plans
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I.  WorkshopResults

The workshop discussion was focused on: identifying common scenario impacts on POLA/POLB and port
response and recovery efforts, as wellas contributing observations made on broader transportation
issuessuch as cross-sector dependencies; cross-modaltransportation impact; and resilience gaps. This
section highlights workshop results, providing insights and perspectives that were used in the Study
Group’s analyses and deliberations.

Insights and Perspectives

Transportation Risks
e Theports are highly dependentonthe Energy Sector for powerand fuel sources. Othersector
dependenciesinclude Waterand Wastewater Systems, Communications, and the entirety of the
Transportation Systems Sector. Ports are dependent not only on the infrastructure these sectors
provide, such as critical highways and railways, but also theirworkforce/labor.
e These cross-sectordependencies can become single points of failureforthe ports.

0 For POLB, one such pointisthe disruption of the powersupply. The portrelieson the
operation of approximately 90large cranes, which require an adequate power supply.
While an earthquake may not physically damage the port, itcould severely impair the
energyinfrastructure.

0 Major transportation hubs, such as in POLB, may be located below sealevel. Inthe
eventof a tsunamior subsequentfloodingincident, wastewater and storm water must
be pumped out, requiring both powerand fuel. Without these energy resources, pumps
will shutdown and the workforce will not be able to work due to hazardous working
conditions.

e Laborissues presentapotential single point of failure for POLA-POLB and other major West
Coast ports.

0 |Iflabor unionsgoon strike, if managementlocks personnel out of facilities, orif the
workers are unable toreport to theirjobs due to safety and environmental concerns,
thenthe ports will shutdown.

0 The port workforce—especially thoseinvolved in transloading cargo from ships to rail
and trucks—are in many cases highly trained and specialized. They cannot be easily
replaced; however, mutual assistance from other ports or compatible transportation
modes can assistin securing an able workforce to operate the port.

O Moreover, cargo owners will likely divert cargo to the same ports you would be calling
upon for aidin the supply of port workers and thus, may be unable to provide the
needed aid to continue orrecover POLA-POLB operations.

e Portsare heavilydependent on waterborne salvage equipment to recover from a major disaster.
If this equipmentis unavailable, full port operations will be unable to resume until the wreckage
iscleared.

e POLB and Southern California’s pipeline infrastructureis critical not only to the region but also
to adjacentstates. While these pipelines allow fuel to flow out of the ports and region, there are
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fewerpipelinesthatallow fuelto flow into the ports and region. Therefore, a disaster destroying
the pipelineinfrastructure will affect the entire region, inclusive of adjacent States.

0 Anadequate fuel supplyis needed forsearch and rescue, infrastructure repair, utility
provision, and recovery activities.

0 Fueltransportisfurthercomplicated by modal capacity issues. Tankertrucks and
manpower capacity may be insufficient, leaving freight rail as the only option. Freight
rail dependencefreightrail is precarious, as the tracks and infrastructure are likely to be
debilitated during a major disaster.

Due to the construct of the landlord/lease port structure, port cybersecurity information sharing
islimited. Forexample, leased terminal operators often do not share their cybersecurity issues
with port management. Requirements such as tariff modifications are necessary to mandate this
type of sharing.

Infrastructure Investment and Funding

The Transportation Systems Sectoris complex and operates as a system full of dependencies.
Thereisa needto betterallocate resources dedicated to understanding these dependenciesin
orderto prevent or mitigate disruptions.

Making the Business Case

The economicconsequences of amajor disasterare notwell understood. Inthe eventofa
chemical, biological, radiological, nuclear or explosive attack, costly impacts manifest beyond
the disruption’s point of origin. People may not want to investinrecovery and lenders may not
offerconstructionloansif there isarisk fora second attack. Further, such economicimpacts
may affectlocal businesses.

POLB is conducting a thorough review of the substantial energy requirements of the portto
identify specificneedsinthe event of an electricity supply disruption. The study includes
determiningterminalenergy requirements and alternative power sources, which will facilitate
the identification and application of resources needed to sustain the portina disruption.

The amount of coordination and information sharing between ports and terminals varies
considerably, depending upon the type of business model employed. In POLA-POLB’s
landlord/lease port structure, terminal operators are independent of port authorities and have
little incentiveto share information with the port. Whether an attempt to protect private sector
information or maintain acompetitive edge over otherterminals, this lack of information
sharing severely restricts risk management cooperation between the publicand private
stakeholders atthe ports.

In the case of major transportation hubs such as POLA-POLB, examining the connections
between ports and theirvarious transportation modes willaid in understanding system
disruptionimpacts.

Policies and Practices

Currenttransportation disruption scenarios and tabletop exercises are limited and unable to
capture the sector’ complexity. They may be mode-specific, or focused solely on the response
phase and/orthe capabilities of specificlocalities. Federal resources could greatly aid inthe
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improvement of exercises and understanding of disruption impacts. The following highlights
suggestionstoresolve thisissue:

O Regional and/ornational-level exercises should be developed to comprehensively
examine the transportation system and its dependencies and interdependencies, both
within and across modes and jurisdictions.

0 Exercisesshould notonlytestresponsecapabilities, butthey should alsotestrecovery
phase capabilities. The Federal Government can support this by specifying the inclusion
of arecovery componentin exercises funded through Federal grants and by
incorporating recovery into Federal exercises.

0 Exercisesare anideal wayto understand dependencies across and within modes and
sectors. A dependencies checklist/framework could be developed and the exercise
scenario could be designed to test each of these dependencies. This would be
particularly suited for local exercises, becausethe rules and dependencies vary
geographically.

0 Portscan serve asone model forstructuring recovery exercises, due to the prevalence
of interdependenciesincluding energy (including fuel issues and emergency fuel
restriction), as well as avaried workforce (including labor unions and emergency access
credentials), and legislation and regulations governing recovery.

e Thedesignoftrainingand exercisestofocus on bothresponse and recoveryincorporatesthe
cross-jurisdictional element as successful recovery requires much outside help. Disaster
planning shouldinclude coordinated responseand recovery efforts that should advance
concurrently.

e The private sectorshould become more involved response and recovery planning by
participatingin both the development of emergency management plansandin publicsector
exercises.

e Portssuch as POLB could prevent or mitigate cyber attacks by coordinating cybersecurity
assessments across ports and conducting exercises on denial of service (DoS), spamming, and
malware attacks. In addition, the development of mitigation mechanisms may help minimize the
spread of impacts following a cyber attack. For example, POLBis focused on the ability to quickly
replicate how the breach occurred in order to decrease the vulnerability of its cyber
infrastructure.

e Regulationscanimpede responseandrecovery efforts. Whilethe necessary infrastructure
equipment such as generators may be readily available, their use may be restricted by
regulations.

e However, thereisanopportunity to coordinate with regulatory authorities to secure pre-
approved waiversin advance of certain types of disruptions. These pre-incident efforts would
considerably shortenresponseand recovery time.

Leadership and Coordination
o Intheeventofa POLA-POLBclosure, the movement of goods and services toand from other
ports becomes a national priority. The disruption of such a majortransportation node would
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alterthe flow of activity throughout the entire transportation system. Publicand private sector
agencies need to work to mitigate the disruptionimpacts of such a closure.

e Thekeyto successful use of alternativeresourcesinthe event of adisruptionis logistical
coordination among providers, customers, and response/recovery personnel.

e Inorderto successfully navigate a portdisruption, communication and coordination needs to
take place not only withinthe port structure itself, including terminals, but also across the
modes operating within the ports. Coordination occursin a time-compressed and complex
environmentduringdisruptions, soitis critical to establishacommon operating procedure,
outlining consistent communication mechanisms for ports and first responders. Forexample:

0 Duringemergencies, communicationis required to ensure unnecessary vehicles are not
enteringthe region and causing additional gridlock, which will inevitablyextend the
disruption. POLB works with the California Highway Patrol and California Department of
Transportation (Caltrans) to communicate with trucking and shipping companies for this
purpose.

e Freighttransportationrequires cross-modal coordination. If a prolonged disruption occurs, the
backlogresulting from halted or slowed operations would need to be cleared. Forexample,
cargo congestion proliferates during West Coast port slowdowns. Majorfreight railroad
companies connectingto POLA-POLB forintermodal transfer of cargo would need tofirst clear
the cargo congestion before resuming operations.

o The prioritization of cargo movementand infrastructure restoration may be ambiguous and
prioritization needs vary by region. The following illustrates select prioritization challenges with
potential paths forward:

0 Fuelandemergency supplies should be prioritized first for both life safety and property
preservation. The challengeliesin knowingthe location of specificcargo containers and
what containers need to be removedfirstin orderto make room for prioritized
containers.

0 The prioritization of goodsis dependent on the disastertype and region. Followingan
earthquake in Southern California, fuel may be avital resource due to the potential
destruction of the region’s energy infrastructure. However, following a major
snowstorminthe Northeast, salt may be an important resource forroadway
application.

0 Guidelinesforprioritizing cargo and Establishing prioritization cargo guidelines and
personnel allowancesimmediately afteradisaster are largerissues affecting ports
across the nation. While general guidelines can be established, definitive needs are
dictated by each incident. Setting priorities requires national, regional, or state decision
making.

e In California, ambiguity surrounds who maintains responsibility for deploying energy during and
aftera disasterand as such there lacks a conveningauthority to take up this charge. At the
distribution level, the utilitycompanies themselves are the single points of responsibility.
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Il. Disruption Scenario Analysis

The Study Group was tasked with conducting a case study scenario focused on intermodal and cross-
sectorinterdependencies. In support of this tasking, an assessment was conducted on available
transportation disruption scenarios, which was followed by the selection based on the strongest
relevance to POLA-POLB and applicability to the Study Group’s charge. The analysis belowcomprises the
five disruption scenarios that best meetthe criteria of both relevancy and applicability.

POLA and POLB Disruption Context

Hazard analysis and mitigation plans from California state, Los Angeles, and Long Beach ranked
earthquakes amongthe top highest-risk hazards. Terrorist attacks, fire, flooding, and critical
infrastructure losses were also consistently ranked as high risk hazards. While tsunamis pose alow risk
to POLA-POLB, they would have devastating effects. This necessitates their consideration as asignificant
threat.

Section Aincludes asynthesis of the analysis conducted on each of the five selected disruption
scenarios. The subsequent sectionsinclude summaries organized by six criteriaforanalysis: major
themes, key points of failure, challenges, public-private issues, lessons learned, and recommendations.
The analyticsummariesin Section Bfocus on the transportation disruption impacts foreach of the six
disruption scenarios. Section Cexclusively focuses on the six disruption aspects of two portexercises
(one cyberincident, one terrorismincident) designed to test California port response and recovery
capabilities.

Synthesis of Analytic Summaries

This section represents consistent transportation-related themes traversing five disruption scenarios.

Major Resilience Themes across Scenarios

e Although physical damage may be minorin manyinstances, resuming normal operations can
require significant time and resources while business interruption endures and losses
proliferate.

o Interdependencies existamongandin the lifeline sectors, transportation system, and supply
chain.

e Preparedness activities—such as plans, training, and exercises—mitigate disruption
consequencesinadditiontoilluminating strengths and vulnerabilities that otherwise may not
have been noticed.

o Timely, accurate information sharing accompanied by reinforced coordination and
communication among port personnel and the publicand private sectors enable acomplete
response and recovery.

e Prioritizationis keyin recovery, specificallyin aresource deficient environment or expansive
disruption. Thisincludes prioritizinginfrastructureforrestoration and stakeholder and user
needs.
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Key Points of Failure

e Resilience mitigates cascading effects and prevents business losses.

o Debilitated lifeline sectors and damaged transportation corridors exacerbates port disruptions.

e How portofficials manage disasterresponse, redirect cargo, balance port continuity and
recovery, and identify possible cascading effects affects an event's consequences and recovery
time.

e Extensiveinterdependenciesamong POLA-POLB, transportation, and othersectorsleads to
varying degrees of disruptionin regional, State, and national supply chainsand economies.

Challenges
e Secondarydisruptions strain already overtaxed resources and delay the return of port
personnel.
e Limited accesstotransportation andthe incapacity of alternate portsto process the influx of
redirected cargo constricts the supply chain.
e Officials must coordinate between intersecting port and lifeline physical/cyberinfrastructures to
endure disruptions.

Public-Private Issues
e Publicsectordecisions, infrastructure ownership, and asset maintenance impact port
operations, transportation systems, and supply chains.
e Successful response, recovery, and business restoration requires public-private coordination.
e Publicand private sectors must balance security and continuity, as well as commuterand freight
needs.

Lessons Learned

e Internal/external portinformation sharing enables ports to monitor widespread disruption
effects.

e Whilesome losses are easily apparent, many vulnerabilities, failures, and long-term effects
remain unknown.

e Plansand exercises aid portsin decision-making and readiness assessment, especially for
emergingthreatssuch as cyber.

e Smart restorationinvolves: prioritizing, balancing, coordinating, and considering stakeholder
needs.

Recommendations

o |dentifycritical infrastructure, economicfailure points, and supply chain cascading effects
before anincidentoccurs.

e Increase assessments and exercises and socialize results through relationships, plans, and
training.

e Encourage the development of common resilience measures and detailed contingency plansin
both the publicand private sectors.

e Advance multi-hazard planning and implement recovery mechanismsin conjunction with
response activities.
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e Improve publicand private sectorinternal and external coordination and information sharing.

Summaries of Selected Disruption Scenarios

The ShakeOut Scenario”®

A magnitude 7.8 earthquake occurs on the southernmost portion of the San Andreas Fault, with secondary
hazards (e.g., landslides, tsunamis) occurring. Long duration and damaging shaking occurs at key
transportation chokepoints and LA is significantly impacted. The earthquake occurs far enough from POLA-
POLB that physical port damage is minimal; however, transportation lines connecting to the ports will be
severely damaged. POLA-POLB will not return to full capacity until railroads and highways are reopened—
anywhere from 2 weeks to 2 months. 15 percent of the business lost at the ports will never be recovered
and the earthquake causes a total of 1,800 deaths and $213 billion in economic losses.

OVERVIEW OF DISRUPTION IMPACTS

Infrastructure

e |-10, I-15 and major transportation passes critically damaged

e Many instances of damaged lifelines across fault: railroads (21), aqueducts (32), natural gas pipelines
(39), power transmission lines (141), fiber optic cables (90)

o Rail tracks destroyed and offset

e Largecargo equipment (e.g., cranes) is damaged

e Major building, warehouse losses region-wide but less in damage LA

Economic

e Businesses unable to function due to lifeline loss (e.g., water, energy)
Lack of water conveyance is the largest factor in business disruption—S$508B lost
Most port business recaptured, but 15% permanently lost
e Repair costs are nominal, when compared to costs from business disruption (e.g., highway damage
repairs S400M, but their disruption has economic impacts of $4.6B)
Human and Environmental

e Many port personnel cannot resume operations due to transportation inaccessibility or attending to
their families

e Evacuations due to secondary hazards (e.g., floods, fires)

e Major secondary hazards: flooding, aftershocks, 10,000—100,000 landslides, 1,200 uncontrollable fires

e 50-100 sewage spills contaminate water supplies

MAJOR CRITICAL INFRASTRUCTURE SECTOR IMPACTS

Transportation

e Roads impassable for 3 days due to debris, downed traffic signals; full repairs take 1 yr.
Short term: Corridor repair is difficult due to access road loss/fires/floods

e Ports non-operational 3 days post-incident; at 2wks operating at 10%

e Many lifelines are rebuilt, not repaired

Energy

e Electricity immediately lost; within 3 days LA electricity is restored
o Affected counties fully back online in 1-4 months

73 U.S. Geological Survey and California Geological Survey, The ShakeOut Scenario (May 2008).
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The ShakeOut Scenario”®

e Generation plants taken offline, some for many weeks
e Mutual aid invoked with aid arrival in 1-7 days; but with process snags

Water

o Piped water is disrupted for >1wk, but worst areas have no water for 6 mos.
30 dams within 15 miles of the fault are majorly damaged—evacuations occur
Reservoirs and aqueducts burst, affecting many industrial users

Water/sewer lines need to be rebuilt

Emergency Services

e Responding personnel overwhelmed by scope of disaster

o Lack of lifeline sectors supplies complicate response ability—only hardened communications (radios)
are available

e Supporting infrastructure damaged—60% of hospitals nonfunctional

Communications

e Major infrastructure damage and heightened demand post-event
e 100,000-200,000 addresses lose phone and Internet service for 2-5days
o Assets are widely damaged, but companies quickly recover due to experience and plans in place

The ShakeOut Scenario — Criteria for Analyzing Disruption

Major Themes
The interdependency of lifeline sectors, as well as transportation modes, is accentuated insuch a

disaster. The restoration and use of transportation requires some degree of prioritization. Physical
damage may be easily overcome but returning to normal operations requires more time and
resources. Stockpiled supplies and the transportation system’s capacity to absorb disruptions may be
inadequate.

Key Points of Failure

Critical transportation corridors (Tejon, Soledad, Cajon, San Gorgonio, CoachellaValley passes) and
majorroutes usedto getinto the Greater Los Angelesarea—I-10and |-15—are impassable. Natural
gas, railroads, aqueducts, and communications lines connecting to LA and POLA-POLB and running
through the corridors are displaced and severed. Damaged bridges render roadways impassable.

Examples of Cascading Failures

e Damaged transportation roadways to critical corridors inhibits restoration of these passes, which
then delaysinspection and restoration of freight rail and truckinginfrastructure inthese
corridors.

e Powerlossaffects 4,000 LA trafficsignals and cable connections to trafficcenters are severed.
Intersections have strained emergency services directing trafficuntil cables are repaired.

e Ruptured pipelines affect natural gas supplies. Natural-gas powered publictransit stops until
lines are repaired, limiting transit options and contributing to passenger congestion on restored
roads.

e Bridge damage also damages communications cables (due to co-location), which impacts the
communications used by responseand utility restoration personnel.
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The ShakeOut Scenario — Criteria for Analyzing Disruption

o Inaccessible orstrained waterand energy supplies affect the cool down of electronicand
communications equipment and supporting generators.

Challenges

Lifelines are co-located and without coordination repairs interfere with other lifelines. Regional ports
lack the rail capacity to distribute additional freight and cargo diversionis notawhole solution.
Limited transportation means the Ports operate at 10% capacity for two weeks post-incident.
Disconnected Internetand communications affect rapid restoration, whileresources are
overwhelmed.

Public-Private Issues

Publicutility disruptions greatly impact business operations and the community. Freight from the
Portsrelies on the restoration of publicly-maintained roadways and bridges. Both commuters and
freight will competeforrestored transportation access. For disaster response, the publicsectorfirst
mobilizes, but the disaster’s magnitude requires a multi-level publicand private sectorengagement
for full recovery.

Lessons Learned

e Pre-event mitigation efforts proved successful but more can be done to furtherreduce
vulnerability.

e Reduced transportation system availability creates conflict between commuter and freight needs.

e Some losses are well-understood but many types of failures are less obvious or not fully
recognized.

e Aviationisacritical mode post-disasterand underused airports can be used forairfreight
purposes.

Recommendations

Establish and encourage contingency plansin communities and publicand private sector.
Identify and define critical intersections, highways, and brides to prioritize for repairs.

Create strategies to address conflicts between commuterand freight use of restored
transportation.

Publicize the scenario to all decision makers and use itfor planning, training, and alliance-building.
Examine technological resiliency solutions (e.g., automated control system or reverse power
supply).
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Alaska Offshore Earthquake and Tsunami’*

A magnitude 9.1 earthquake occurs offshore the Alaska Peninsula. The first tsunami waves arrive at POLA-
POLB 6 hours after the earthquake and continue for several hours. Northern California would be subject to
higher waves, but Southern California is more vulnerable to inundation because of low-lying topography, a
larger coastal population, and concentration of maritime assets. POLA-POLB is hit by 5-10 foot waves,
damaging some vessels, docks, and cargo. Most disruption occurs because of strong currents. The ports
would be shut down for a minimum of 2 days.

OVERVIEW OF DISRUPTION IMPACTS

Infrastructure

Along CA coast, 1/3 of boats are sunk and 1/2 of docks are damaged or destroyed

Many small craft, commercial fishing, and large port vessels damaged to varying degrees
POLA-POLB marinas have 90 damaged and 5 sunken boats

Crane power supply structures are flooded and non-functional

Port containers, cargo vehicles, and cargosystem support is damaged

Harbors, marinas, and coastal fishers are damaged; agriculture fields, onshore facilities flooded
Economic

e Damages, port shutdowns result in major losses: S6B for all CA, including $3.2B for Southern CA
Adoption of resilience strategies can reduce total losses by 80-90%

Greatest damage is to buildings and properties at$2.6B, compared to $100M in damages to POLA-
POLB

Port damages and downtime results in $S1.2B from lost port trade value, and associated business
interruption losses triples that value

Human and Environmental

Southern LA and Long Beach populations greatly impacted

175,000 residents evacuated; 8,500 residents need shelter due to damaged homes

Low-lying islands in ports have evacuation issues due to limited exits and short warning periods

The tsunami pushes debris from many sources (e.g., power plants, industrial facilities, petroleum ships
and terminals, wastewater treatment plants) to coastal and onshore areas

e Strong currents spread debris/ contaminants more for 2 days

MAIJOR CRITICAL INFRASTRUCTURE SECTOR IMPACTS

Transportation

o Largevessels damaged because lack of time to execute port dispersal plan

e Harbor/marina damage takes 1-2 months; but if all docks are destroyed, then repairs take 1-3 years

e Maritime transportation will take the longest to restore due to debris in navigation channels or lengthy
cleanup from oil spills in port waters

o Flooding damages electrical rail signal parts

e Functional UP/BNSF lines near LA serve as regional detour routes

Energy

e Disaster results in a 1-month long reduced marine oil terminal capacity, which can be mitigated if there
is off-site storage access

74 U.S. Geological Survey, The SAFRR (Science Application for Risk Reduction) Tsunami Scenario — Executive
Summary and Introduction (2013).
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Alaska Offshore Earthquake and Tsunami’*

e Long-lasting reduced capacity disruptions run through limited inventories and result in fuel shortages
for Southern CA
o |f port substations are correctly powered down, equipment drying only takes 2 days—1 week
Water
e Wastewater treatment systems are inundated and contribute to the disbursement of containments in
human, agricultural, and ecological supplies
e Limited water supplies impact the ability to run port operations
Commercial Facilities

e Fishing vessels cannot return to work for >1 month due to damaged harbors and processing plants
e Commercial/industrial inundation causes fires if electricity is not properly shut off

Alaska Offshore Earthquake and Tsunami — Criteria for Analyzing Disruption
Major Themes
Damage at POLA-POLBis relatively minorat $100 million; but losses from port trade could exceed
$1.2 billion. California’s total economiclossis about $10 billion, including $6 billion due to business
interruption. Resilience strategies could reduce the loss from the tsunami by approximately 80-90%.

Key Points of Failure
POLA-POLBiscritical to Southern California’s economy. A shutdown of only afew days can resultin
majortrade and business disruption. The level of resilienceimplementationis a key variable in losses.

Examples of Cascading Failures

o West Coast portsthat POLA-POLB would normally divert cargo to are damaged, complicating
cargo re-directioninthe region and increasing regionaland State economiclossesto business
disruption.

e The location, construction, and contents of containerholdsin the ports make them susceptible to
fire. Closelylocated portinfrastructure spreads the fire and fireboats are unable to effectively
extinguish fires due to strong current.

e Flooded and damaged terminal operating systems mean several marine oilterminals operate at
50% capacity for 1 month, limiting regional supplies forresponse/recovery. Ports cannot export
typical fuel supplies and draining alternate fuel inventoriesis ashortterm solution, ultimately
resultinginlongtermdisruptionto Southern California’s economy.

Challenges
Evacuation of areas in Newport Beach (CA) and the entire Balboa Peninsula (CA) would be

complicated, even with a 6-hour warning of a possible tsunami. Enforcing the Merchant Vessels
Dispersal Planforlargervesselsin POLA and POLB would be essentialto limit port damage. Cleanup of
debris, damaged buildings, and hazardous materials could be longand costly, adding to business
interruption and loss.

Public-Private Issues
Governmentand private sector cooperation and coordination can improve preparedness, mitigation,
and continuity planning, thus reducing economicimpacts and enhancingrecovery efforts.
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Alaska Offshore Earthquake and Tsunami — Criteria for Analyzing Disruption
Lessons Learned

e Breakwatersand channelsat POLA and POLB can lessen wave impact, but during tsunamis their
entrances have strong currents capable of damaging structures and breaking vessel mooringlines.

e Resilience strategies, such as using existinginventories and working extra shifts afterthe event,
can significantly reduce business losses from port disruption.

Recommendations

e Develop acoordinated, robust policy framework fortsunami hazard assessment and mitigation
planning for California’s coastal communities, ports, and harbors.

e Advance multi-hazard mitigation planning along California’s coast and bays to more holistically
addressissues of future tsunamirisk, sealevel rise, coastal flooding and erosion, and earthquake-
induced liquefaction.

e Encourage respondersand government managersatall levels to conduct self-assessments, devise
exercises, and utilizetsunami evacuation playbooks and maritime mapping and guidelines being
developed by the State of California.

e Expandthe annual California ShakeOut earthquake exercise toinclude tsunamis.

e Encourage the adoption of resilience practices to minimize damage to the state economy,
including conservation, utilizing excess capacity, ship rerouting, export diversion, inventory
utilization, and recapturinglost production by working overtime or extra shifts once operations are
restored.

NIAC Transportation Sector Resilience 149



APPENDIX

Nuclear Device in Shipping Container Explodes in POLB”>

A 10-kiloton nuclear bomb, hidden in a container, is shipped to the POLB. After being unloaded onto a pier,
it explodes and devastates a vast portion of the LA metropolitan area, with much of the destruction caused
by radioactive fallout. In addition to large scale death and injury, 6 million people try to evacuate the LA
region. POLA and POLB infrastructure is destroyed, including the POLB refineries, resulting in critically
short gasoline supplies across the region. Nationwide, ports are closed and rail and truck container
shipments are moved outside large metropolitan areas for inspection. Early costs exceed $1 trillion for
medical care, insurance claims, workers’ compensation, construction, and evacuation. The political and
economic effects would be felt across the region, nation, and world.

OVERVIEW OF DISRUPTION IMPACTS

Infrastructure

All ships in POLB and the adjoining POLA are destroyed by the blast and subsequent fires

The hull of cargo ships rupture, including crude oil tankers, dispersing contents

Buildings within a.6mile blast radius are destroyed

Light physical damage occurs to City of Long Beach but affected area is a main business quarter
Economic

e S1 trillion in total costs, for: homes lost, insurance claims, ports and surrounding infrastructure damage,
evacuated populations for 3 years, and commercial facility losses

e Disaster has large economic implications for all U.S. domestic business operations and severe
disruptions in the availability of basic goods and petroleum in the U.S.

Human and Environmental

e 60,000 dead (primarily POLB/POLA personnel) from the blast and major radiation poisoning; 150,000
exposed to hazardous radioactive port water and sediment

e 6 million try to evacuate LA

e Radioactive fallout prohibits residence for 10-20 years, requiring 2—3 million re-located residents

e Crude oil from destroyed tankers flows into the harbor

MAIJOR CRITICAL INFRASTRUCTURE SECTOR IMPACTS

Transportation

e Large-scale exodus of port city populations fearing further attacksresults in an extended port closure
due to security concerns and lack of personnel

e Within 10 miles of the blast site, drivers are temporarily blinded, causing accidents and shutting down
highways

e 3 days-post incident, major highways cleared but secondary routes impassable. Several bridges near
the ports are displaced, needing repair.

Energy

e Loss of POLB refineries causes critically short regional fuel supplies—POLB supplies 1/3 of gas west of
the Rockies

e 5out of 10 LA refineries are contaminated, removing 40% of refining capacity for months or even years

e Major fuel distribution issues for CA, NV, AZ

e Destroyed power grid nodes near the Ports’ cause widespread LA power outages

Emergency Services

75 Charles Meade and Roger C. Molander, Considering the Effects of a Catastrophic Terrorist Attack (2006).
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Nuclear Device in Shipping Container Explodes in POLB”>

e Responders have difficulty in getting to the site due to traffic congestion

e Combustibles up to 2 miles from the blast are ignited, starting uncontrollable fires; responders cannot
take immediate action due to radiation fallout

e Medical facilities and supplies are overwhelmed

Information Technology

e Electronic equipment within 1 mile of the blast are destroyed due to the blast’s electromagnetic pulse

e Power blackout affects most traffic signals and highways move slow, which severely complicates
necessary evacuations

Nuclear Device in Shipping Container Explodes in POLB — Criteria for Analyzing

Disruption

Major Themes

Although the short-term effects of such adisastercan be calculated, there is great uncertainty for
longerterm effects and additional study is needed to develop scenarios for testing catastrophic
events. There are social and economic aftershocks that occur beyond the immediate physical damage.

Key Points of Failure

POLA and POLB have essential rolesin the national and global economies. If the ports should be
destroyed, the cascading consequences could be severein both the near- and long-term. One key
pointof failure is the inability of the insurance industry to absorb such massive losses. Bankruptcies,
loan/ mortgage defaults, and failures to meet contract obligations would likely delay re-opening the
ports.

Examples of Cascading Failures

o Half of the refineriesinthe LA basin are contaminated, removing 40% of LA’s refinery capacity for
months/years. An acute regional fuel shortage ensuesfor Southern California, Nevada, and
Arizonaand pipelines cease flows into the region. Shortages are exacerbated by fire-ravaged
storage tanks.

e Destroyedbusinessesin POLA-POLB and the vicinity find extremeshortagesininsurance
availability. Ports may find it difficult to operate, because creditors demand insurance coverage
for physical assets yet coverage is unavailable, further complicating business recovery efforts.

o Most of the West Coast cargo trafficis handled by POLA-POLB. Diverted cargo to other West
Coast ports only makes up 80 percent of the West Coast capacity loss. Major alterationstothe
region’s and Nation’s transportation network takes place as aresult of the POLA-POLB closure.

Challenges

Two key challenges would face decision makers afterthe initial 72-houremergency response: (1)
keepingthe global shipping supply chain operating, and (2) restoring orderly economicrelationships.
The destroyed POLB refineries reduce fuel supplies and complicateresponse and recovery efforts.

Radioactive fallout causes evacuations and relocations that may affect personnel operating the Ports.
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Nuclear Device in Shipping Container Explodes in POLB — Criteria for Analyzing

Disruption

Public-Private Issues

Aftersuch an event, different stakeholders would have differinginterests and preferred decisions.
Policymakersin both government and the private sector would be challenged in balancing the

political aimto preventafuture attack by carefully checkingall containers arriving at U.S. ports, and
the businessinterestin re-openingthe global shipping supply chain as quickly as possible through
expedited cargo transfers. Both capital and labor mightflee the areas affected, further complicating
the recovery. Restoring normal economicrelationships would require close public-private cooperation
and coordination. Cleanup and rebuilding the infrastructure would also require coordinated efforts.

Lessons Learned

e Exact outcomes are difficult to predict but event consequences suggest alarming vulnerabilities.
e The consequences of amajorfailure of existing economicsystems are not well known, norare the
potential benefits of alternative potential policies known.
e Exercises based on catastrophicevents can help policymakers anticipate the types of decisions
they might be forced to make and enable them to planinadvance for such contingencies.
Recommendations

e Increase modeling/gamingto investigatelong-term economic consequences of catastrophic
events.

o |dentifyfailure pointsin currentsocial and economicsystems and assess benefits of new policies.

e Gaininsightsintothe policyand economicdecisions likely to be made following such events.
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Summaries of Selected Port Disruption Exercise Scenarios

Cyber Incident at a Key Critical Infrastructure Site’®

In 2014, the POLA conducted the Cybersecurity Tabletop Exercise (TTX), simulating a cyber incident ata
key critical infrastructure site and multiple locations. The TTX assessed the ability of stakeholders to
effectively coordinate and collaborate to manage and investigate a cyber incident. Itincluded a component
focused on cyber incident information sharing and response collaboration and tested 3 of the 5 National
Preparedness Goal mission areas: prevention, protection, and response. 210 personnel from the private
sector and Federal, state, local, and nongovernmental agencies participated.

Major Themes

Cyber incident preparedness requires strong coordination and communication among government, port
personnel, and the private sector. Exercises and training uncover cybersecurity strengths and
vulnerabilities. Cybersecurity is essentially ambiguous and further complicated by the lack of robust
cybersecurity plans, attack tacticknowledge, and internal/external information-sharing mechanisms.

Key Points of Failure

Action taken by IT personnel is dependent on timely, relevant information shared. The identification of
cyber incidents is dependent on established relationships and compatible public and private cyber
terminology. Ensuring the identification of emerging or imminent cyber threats is crucial to prevention.

Challenges

There is no standard system or tool to share information either internally or externally with stakeholders
and participants. Cybersecurity plans outlining specific processes, protocols, roles, and responsibilities are
uncommon and ambiguity surrounds cybersecurity incident response. Physical and cyber security are
intimately linked, yet are disconnectedly handled by separate departments.

Public-Private Issues

During a cyber incident, port personnel need to collaboratively work with tenant IT personnel to gain
incident situational awareness. In addition, relevant, timely, and actionable information and analysis needs
to be shared across state, local, and Federal agencies, law enforcement, and the private sector.

Lessons Learned

e Exercises provide an opportunity for participants to assess current cyber incident readiness.

e Participants had difficulty effectively communicating and sharing information internally/externally.
e Current cybersecurity plans are deficient in outlining processes, protocols, roles, and responsibilities.
Without formal cybersecurity policies in place, cyber incidents may go unreported until it is too late.
o Deficiencies in inter-port communication can slow information sharing and response capabilities.
Recommendations

e Improve partnerships among port components and better coordinate physical and cyber security.

e Develop inter-port communication protocols and improve information sharing with stakeholders.

e Establish policies to assist IT organizations in determining when an incident should be escalated out of
the department, who should be notified, and what information needs to be shared and acted on.

e Host cybersecurity exercises and training to develop trusted relationships and assess readiness.

e Develop formal, coordinated cybersecurity plans and cyber incident reporting requirements.

76 port of Los Angeles, Cybersecurity Tabletop Exercise After-action Report/Improvement Plan (2014).Redacted.
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Golden Guardian 2010 Exercise: Terrorist Attacks at Ports’’

In 2010, an exercise challenginglocal, State, regional,and Federal response and recovery capabilities
was conducted. The scenario entailed multiple terrorist attacks, with varied attack styles, on Califomia
ports overthe course of a two-day period, includingthe POLA and POLB. The POLA-POLB complex was
subjectedtoa “Mumbai” style attack with hostages taken on a charter ferry. Additional scenarios
included, but are notlimited, animprovised explosive attack (IED) on a rail car and a water-borne IED

targetinga ship. The exercise uncovered many successes and challengesin response and recovery.

Major Themes

Pre-event planning, training, and resourcesin place for response and situational awareness are crucial
to success; however, theseresources can quickly be strained should multiple incidents occur
statewide.

Complexly interdependent systems, processes, and supply chainsinthe publicand private sectors
exacerbate consequences and challengethe restoration of port business. Effective response is
enabled by timely, accurate information and reinforced continuity induces recovery momentum.

Key Points of Failure

Improperly redirecting or closing cargo causes significant business loss leading to global and long-term
economicdisruption. Unbalanced security, continuity, and recovery needs threaten
response/recovery.

Challenges

Simultaneous, multiple terrorist attacks entail acomplex response and require coordination. Although
personnel may receiveincident command and emergency operations training, exercising orapplying
thistraining may be limited. Ports may have insufficient resources to maintain an elevated security
level foran extended timeand outside assets may not be availabledue to the incident’s scope.

Public-Private Issues

Publicsectordecisionsimpact port closures which then affect a broad range of other sectors. Incident
communication decisions are complicated, as officials want to reduce anxiety in low trust situations
yetalso disseminate information. Effective communication between the publicand private sectoris
critical to response/recovery. Many long-term recovery issues (e.g., waivers) willneed government
assistance.

Lessons Learned

e Maritime security councils gatherindustry to cogently coordinate, collaborate, and make
decisions.
Communicationis essentialin developingacommon operating procedure and situation control.
Decisions need to be made to prioritize limited resourcesin acomplex fast-moving environment.

Issuesinvolving major portdecisions, supply chain, oreconomicsituations are complex and far-
reachingandthus, needto be publicly communicated outside the ports.

Findingabalance between continuityand recoveryisa priority for port officials.

77 California Emergency Management Agency, Golden Guardian 2010 After Action Report (2010).
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Golden Guardian 2010 Exercise: Terrorist Attacks at Ports’’

Recommendations

e Conductareview of the information management and resources systems used during
emergencies.
Government must provide credibleand trusted information to the publicand private sector.
Improve the understanding of the U.S. Coast Guard’s MARSEC (MARitime SECurity) system.
Developajointgovernment and corresponding port leadership field office for better coordination.
Establish recovery plansimplemented in conjunction with response activities as a best practice.

Examine and plan for supply chain cascading effects. At all process points, involve the private
sector.

lll. Overview of Transportation Infrastructureat POLA and
POLB

Freight Rail Mode

There are two principal Class | railroads connecting to the POLA-POLB region, Union Pacific (UP) and
Burlington Northern Santa Fe (BNSF); these rail systems then connectto other Class | railroads serving
the eastern half of the nation. A Class Il railway, the PacificHarbor Line (PHL), provides transportation,
maintenance, and dispatch services to both the POLA and POLB rail facilities. Freight rail activity within
the POLA-POLB regionis primarily concentrated in the Alameda Corridor. The corridoris the firstlinkin
the Los Angelesrail system, which then branchesinto three mainroutesthatleadintoand out of the
POLA-POLBarea.’® Freightrail from the POLA-POLBregionis primarily destined forfour major
gateways—St. Louis, Missouri; Chicago, Illinois; Memphis, Tennessee; and New Orleans, Louisiana.”®

e POLA: Possessesthe Nation’s largest on-dock rail assets, and provides the highest frequency of
intermodal access to 14 majorfreight hubs across the United States.®° POLA is served by UP and
BNSF, and POLA houses fouron-dock rail complexes with loading rail tracks complemented by
storage rail tracks.®! The fouron-dockrail complexes are the following:

0 APLOn-DockRailyard: A 262-acre containerterminal, with eight loadingtracks and eight
storage tracks.

0 Maersk On-Dock Railyard: The largest on-dock railyard at POLA, located within POLA’s
largestterminal. A 484-acre containerterminal; 12loadingtracks with the capacity for
96 railcars, and 6 storage tracks.

78 Alameda Corridor Transportation Authority, Trade Impact Study Report (2009).
73 California Department of Transportation, Caltrans Freight Rail Fact Sheet.

80 POLA, A Profile of the Port of Los Angeles.

81 POLA, Rail & Intermodal Yards and Goods Movement.
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0 Terminallsland Container Transfer Facility On-Dock Railyard: Composed of two

terminals (162 acre and 185 acre) located on Terminal Island, with fourloading tracks
and five storage tracks.

0 Yang Ming/ChinaShipping On-Dock Railyard: A 130-acre containerterminal, with three
loading tracks and three storage tracks.

e POLB: Nearly half of the cargo arriving at POLBis moved by rail to the rest of the country, and
roughly 25 percent of all POLB cargo movesto and from the waterfrontviathe Alameda
Corridorfreightrail expressway.®? Five of the six POLBterminals are served by on-dock rail, with
an average of 60 trains departing from on-dock rail facilities every week and taking
approximately 72 hours to reach Chicago, lllinois, by freight rail. POLB uses the same two
railways as POLA.83

Figure H-1. Railyards for Class| Railroads Map

(BNSF railyards denotedin orange, UP railyardsinyellow,and the Port Intermodal Container Transfer Facilityin

blue)
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82 port of Long Beach (POLB), Trade/Commerce and FAQs.
83 POLB, Rail Guide.
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Freight Rail — Critical Assets and Corridors

e AlamedaCorridor: This 20-mile corridoris located within the southern half of Los Angeles
County and was builtin 2002 undera public-private partnership between POLA, POLB, UP, and
BNSF.2*The corridor consolidates rail trafficfrom both POLA and POLB, and all harbor-related
UP and BNSF trains use the Alameda Corridor.? In 2013, more than 16,500 trains utilized the
corridor, with an average of 45 trains running perday. ¢

¢ Intermodal Container Transfer Facility (ICTF): Operated by UP, this near-dock railyardis located
approximately 5milesfrom POLA-POLB and is composed of 146 acres of primary terminal and
87.4 acres of storage terminal. Itisused as a relay point between the ports and majorrailyards
neardowntown Los Angeles) forintermodal container transfer. 15 percent of containers
entering POLA-POLB go through ICTF.?” There are 16 entrance/exit lanes fortrucks through the
main gate, whichis open 24/7 and able to process an average of 1,800 transactions perday.8®

e Centralized Traffic Control (CTC) System: Operated by PHL forthe POLA-POLBregion, the CTC
System manages all inbound and outbound train movements. UP, BNSF, and on-dock railyards
are linked intothe CTC System. ®

e Henry Ford/Badger Avenue Bridge: Provides the only railroad link to Terminal Island from the
mainland and feeds directly into the Alameda Corridor. It runs parallel to the Commodore
SchuylerF. Heim Lift Bridge, which carries trucks and automobiles into/from the ports.°°

e Cajon Pass: This corridor isa major artery of transportationinto Southern California. UP and
BNSF have mainrail lines running through the corridorin close proximity to each other.%!

0 UP: CajonPass isone of two access points for UP trains runninginto the Greater Los
Angelesarea. Italso enables UP trains to travel along the West Coast and through the
interiorand southern United States.

O BNSF:The passis an access pointfor BNSF trains runninginto the Greater Los Angeles
area, along the West Coast, and through the interior United States.

e San Gorgonio Pass: This corridoris the second access point for UP trains runninginto the
GreaterLos Angeles area. Itenables travel through the southern United States and providesa
connectiontointeriorlines.

84 POLA, Goods Movement. The Alameda Corridor Transportation Authority estimates that 2 million twenty-foot
equivalentunits (TEUs) per year travel from POLA/POLB to the Inland Empire (Colton, Ontario, Mira Loma, etc.).
The Inland Empire is home to more than 350 million squarefeet of warehousing. Most of the port-related
containers arecarried on the heavilytraveled 1-710,1-10, and I-60 freeways.

85 Railway-technology.com, The Alameda Corridor Route Map.

86 Alameda Corridor Transportation Authority, Corridor Stats.

87 Intermodal Container Transfer Facility-Joint Powers Authority, Fast Facts.

88 POLA, “Intermodal Container Transfer Facility (ICTF) (Near-dock),” in Rail & Intermodal Yards.

89 POLA, “Intermodal Traffic Control,” in Rail & Intermodal Yards.

90 POLA, CA-103 Commodore Schuyler F. Heim/Henry Ford Bridge.

91 DHS, FEMA, Inventory of Lifelines in the Cajon Pass, California (1992).
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Figure H-2. U.S. National Railway System Map (POLA-POLB region outlined in black)
National Surface Transportation Policy and Revenue Study Commission, Transportation for Tomorrow Final

Report—Volume Il1:Section 6, Submissions Sponsored by Commissioners (2007).
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Highway and Motor Carrier Mode

Accessto and from the POLA-POLBregionis primarily served through a network of freeways and arterial

streetroutes. There are three major freeway arteries running north fromthe regionthatfeedintoa
major freeway traversing region. Farther northis a majorfreeway (1-405) that cuts across two of the
three majorfreeway arteries running north fromthe POLA-POLBregion. Majorfreewaysincludethe

following:

e Seaside Freeway (SR-47, and locally referred to as Ocean Boulevard/Seaside Avenue) isa4-6

lane roadway running east-west with a capacity of 4,000 vehicles and a steady flow of volume

throughout the day.

e TerminalIsland Freeway (SR-103, SR-47) runs north-south. It maintains six lanes nearest the

POLA-POLBregionand narrows to fourlanesonits northern segment. Itis the main artery for

freighttruckingto and from the harbor region, with a capacity of 6,000 vehiclesand asteady

flow of volume throughout the day.

e Long Beach Freeway (I-710) runs north-south extending from the POLB area, maintains six

general purpose lanes withinthe harborregion, and has a capacity of 8,000 vehicles.

e Harbor Freeway (I-110) runs north-south, has six general purpose lanes within the harbor

region, and has a capacity of 8,000 vehicles. Interms of volume, trafficleaving the portregionis

highestinthe morninghours, and trafficinto the regionis highestin the afternoon hours.

NIAC Transportation Sector Resilience

158



APPENDIX

e Pacific Coast Highway (SR-1) extends east-west north of the POLA-POLBregion, crosses all three
majorfreeways emanating from the port region, and maintains 4-6 lanes.

e San Diego Freeway (I-405) runs north-south and has eight general purpose lanes. Between |-110
and I-710 it has the capacity to handle 10,000 vehicles.??

Figure H-3. Overview of Major Freeways and Bridges within the POLA-POLB Region
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Freight Trucking

Nearly all cargo movingto or from the POLA-POLBregion involves some trucking, with most freight
trucking movement connecting freight rail terminals to the ports or to the final destination. Both the
POLA and POLB experience major drayage activity—transporting containerized cargo between the ports
or between docks and rail terminals. In May 2014, the number of heavy-duty trucks listed inthe Long
Beach Port-owned Drayage Truck Register with access to either POLB or POLA was 12,893, and the total
number of full and empty truck moves during that month within POLB was 296,988.°% Approximately 80
percentof the trucks were frequent and semi-frequent trucks, and 20 percent were non-frequent
trucks; all three typestypically completed short-to-moderate hauls.®* Freight truckingis concentrated

92 Los Angeles Harbor Department, “Chapter 3.10 Transportation/Circulation,” in Southern California International
Gateway Project Final Environmental Impact Report (EIR), Draft (n.d.).

93 POLB, Clean Trucks Program: Report of May 2014 (2015).

%4 POLA, San Pedro Bay Ports Clean Truck Program (2008).
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within Californiaand the western United States; however, the reach of the freight trucking extends
across the central United States and to the East Coast. As illustrated in Figure H-4, the POLA-POLB region
isa majorfreight corridor, with more than 8,500 trucks per day operating routes within the region. In

addition, the regionis also considered a major freight corridor due tothe combined volumeinfreight
trucking and freightrail. %>

Figure H-4. Major Freight Corridors (POLA-POLB region outlined in black)
Source:DOT, FHWA, “Major Freight Corridors Map.”
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Freight Trucking — Critical Assets and Corridors

e Bridges: Three major highway bridges connect Terminallsland to the mainland—theVincent
Thomas Bridge (fourlanes processing 32,000 vehicles each weekday), Gerald Desmond Bridge
(twolanes, expandingtosix lanes), and Commodore Schuyler F. Heim Lift Bridge (six lanes).%®

o Major interstate highway corridors: The Southern Californiaregion, containingthe POLA-POLB
region, is accessed through four majorinterstate highway corridors:

0 I-5: Runs north-south and links the West Coast, Canada, and Mexico. This corridor
includesthe Tejon Pass andis the westernmost major roadway artery to San Diego. SR-
14/Antelope Valley Freeway, containing the Soledad Pass, connects tol-5and links to
the various state routes between|-5and I-15.

95 DOT, FHWA, Major Freight Corridors.
%6 POLA, Transportation.
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0 I-15: Runsnorth-south and links Southern Californiato the interior United States. Cajon
Pass, a critical transportation access pointto Greater Los Angeles, is located alongI-15.

0 1-40: Runseast-west, beginsinthe westat|-15, and links Southern Californiato the
interior United States.

0 1-10: Runs east-west, links Southern Californiato the southern United States, and
containsthe San Gorgonio Pass—a critical route for UP freight rail trains.®’

e Major container transport corridors: Containers coming fromthe POLA-POLBregion are
primarily transported through 1-110, 1-710, and SR-47/103, which later connect to major
roadway linkages up the West Coast, to ICTF, and to roadway linkages through the interior and
southern United States.%®

Mass Transit Mode

Withinthe POLA-POLBregion, fourtransitagencies provideservice to the harborregion: Los Angeles
County Metro (LACM), Long Beach Transit, Torrance Transit, and the Los Angeles Department of
Transportation (LADOT). These transit agencies operate 13transportation routes that connectto the
harbor region. Various modes of mass transit are either connected to orservice the harborregion.®°
e Metro rail: Only one Metro rail line connectstothe port region. The Metro Blue Line serves the
Downtown Long Beach area.
e Publicbus service: The POLA-POLBregionis primarily served by county and municipal bus
routes:

0 LACMoperatesthe followingbusservicestothe POLA-POLBregion: four Metro Bus
(local and limited service) lines; two Metro Express lines, concentrated nearestto POLA;
and one Metro Rapid line, concentrated nearest to POLB. The Metro Bus services both
the POLA and POLB sides of the port region. 1%

O LADOT operatesthe DASHSan Pedro Line, connectingtothe POLA side of the region, as
well as the Commuter Express Line 142, which connects to both the POLA and POLB
sides of the region. 10!

0 LongBeachTransit operates bus routesthatconnectto the cruise terminal for POLB.

0 Torrance Transitoperatesvarious bus routes that serve the city of Torrance, whichis
approximately 8 miles from the POLA-POLB region, as well as the Metrorail line
connectingtothe Downtown Long Beach area.

e Amtrak: Providesservicesto cruise line portareas, with one station servicing the Catalina
Terminal at POLA and another station approximately 4 miles from POLB. %2

97 DOT, FHWA, “Interstate Multimodal Corridors,” in Southern California Regional Freight Study (2013).

98 California Department of Transportation, “Appendix B-4-5: Port of Los Angeles,” in California Freight Mobility
(n.d.).

9% Sanpedro.com, San Pedro and LA Harbor Area Local Transit (2014).

100 | os Angeles County Metro, System Maps.

101 | os Angeles Department of Transportation TransitServices, Dash and Commuter Express.

102 Amtrak, California Stations.
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e Santa Barbara Airbus: Serves the POLA and POLB cruise line terminals primarily through the Los
AngelesInternational Airport (LAX); however, three city starting locations are available.

e WaterfrontRed Car Line: POLA runs a 1.5-mile waterfront electrictrolley line—holding
approximately 50 people pertrip—that connects the World Cruise Centerand points alongthe
San Pedro Waterfront. %3

Figure H-5. Public Mass TransitServingthe POLA-POLB Region
Source: Metro System Map
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Aviation Mode

There are several airports located within a five-county radius surrounding the POLA-POLB region. The
closest majorairports are LAX, whichis 20 milesfrom POLA, and the Long Beach Airport (LGB), whichis
11 miles from POLB. Within 115 miles of the POLA-POLBregion, there are six additional commercial
service airports atvarious distances fromthe ports.
o LAX: The third-busiestairportin the United States, the foremostinternational gateway to the
Asia/Pacificregion, and served by nearly 90 passengerand cargo airlines. In 2013, LAX served

103 pOLA, Waterfront Red Car Line.
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66.7 million passengers and processed more than 1.9 million tons of air cargo, worth more than
$91.6 billion. 4

LGB: The closestairporttothe POLA-POLBregion. Itis served by five passengerairlinesandis
one of the five-busiest general aviation airportsin the United States, with 365,000 operations
annually. These operationsinclude donororgan and critical care delivery, search/rescue, and
law enforcement flights. In 2013, LGB transported 26,858 tons of cargo and recorded 251,957
operations.10°

Figure H-6. Public Use Airports
POLA-POLB regionoutlined inblack
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Pipeline Mode

Withinthe POLA-POLBregion, there isacomplex system of pipelines transporting natural gas and
hazardous material. Asindicatedin Figure H-7 below, the POLA-POLB region contains a concentration of
both natural gas transmission lines and hazardous liquid (e.g., petroleum/oil) pipelines. The region
primarily servesthe Los Angeles areaand San Diego. Most of the crude oil refineriesin the Los Angeles
area are located 2-5 miles north of POLA. POLA and POLB are the major ports for marine import of

104 Los Angeles World Airports, “News and Facts,” in General Description.
105 California Department of Transportation, “Appendix B-3-6: Long Beach Airport,” in California Freight Mobility
Plan (n.d.).
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crude oil into Southern California. % Additionally, California accounts for more than one-tenth of the
total U.S. capacity for petroleum, and the ports process large volumes of Alaskan and foreign crude

O|| 107

e POLA: Sevencompanies operateseven liquid bulk facilities featuring tankers, barges, bulk
carriers, and storage tanks that are conveniently located alongside rail access.%®

e POLB: Five companies operate six piers thatreceive and transport crude oil, gasoline, and

miscellaneous chemicals.°°

Figure H-7. Pipelines in the POLA-POLB Region

Gas transmission lines denoted in blue and hazardous liquid pipelines in red
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Postal and Shipping Mode

ymts J"”'““‘ \}.“'\'m“,,'n— |

Postal shippingis typically handled by transportation modes that do not directly involve the ports. There
are no U.S. Postal Service facilities located directly on the campus of POLA or POLB; however, there are
U.S. Post Offices nearby, and Los Angelesis home to a major FedEx distribution hub.!°

106 pOLA, “Appendix D3: Southern California Petroleum Market Assessment,” in Pacific LA. Marine Terminal LLC

Crude Oil Terminal Draft SEIS/SEIR (2008).

107 U.S. Energy Information Administration, “Petroleum,”

Analysis (2014).

108 pOLA, Liquid Bulk.

103 pOLB, Liquid Bulk.

110 FedEx, Fedex Hub Network Map.

in California State Profile and Energy Estimates: Profile

NIAC Transportation Sector Resilience

164

H



APPENDIX

Appendix I: Compendium of Prior NIAC
Recommendations Related to Resilience

The purpose of thisappendixisto provide alisting of past NIACrecommendations related to resilience
inthe transportation sectorto leverage knowledge and findings already acquired in past studies forthe
currentstudy. The recommendations are organized into six categories:

l. Cross-Sector Interdependencies

I. Strategically Improving Transportation Infrastructure
lll.  ComplementaryPublicand Private Resilience Building
IV. Emergency Planningand Response

V. InformationSharing

VI. Emerginglssues

I.  Cross-Sector Interdependencies

NIACrecommendationsin this category focus on sectorinterdependencies—how eventsimpactingone
sectorcan cascade across othersectors, oftenin unexpected ways. Itis essentialto understand these
interdependenciesin orderto prepare forlarge-scale events. Cross-sector partnerships build
understandingand work to address these interdependencies.

Identifying Interdependencies

o The Presidentshould task the NIACto identify the highest-priority cross-sectorrisks affecting
national security and resilience and produce awritten report to the President within 18 months
recommending potential executive-level, cross-sector action. (Recommendation 1.3. Regional
Resilience, 2013, p. 5)

e Emphasize cross-sectorinterdependencies and collaboration through the Sector Partnership
Model:

0 TheU.S. Department of Homeland Security (DHS) and other Federal organizations
shouldincrease resources to conduct cross-sector studies and analysis, guided by
private-sector knowledge of infrastructure operations.

0 Increase understanding of cross-sectorinterdependencies and capabilities, led by the
sectors that have a well-established partnership and a strong security posture.
(Recommendation 6 [with selected bullet point]. Cl Partnership Strategic Assessment,
2008, p.11)

e The national laboratories should focus theirinterdependency modelingand research onthe
regions and sectors whose failure would have the highestimpact on the economy and national
security. The Study Group suggests starting with modeling the telecommunications and energy
sectorsand the interdependencies amongthem and other critical infrastructure. In addition,
existing research and development (R&D) studies need to be indexed and cross-referenced so
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that these materials are accessible to appropriate parties. (Recommendation 9. Cross Sector
Interdependencies, 2004, p. 11)

o The DHS Office of Infrastructure Protection (DHS-IP) should expand the provision of scalable,
low-cost tools and techniques for community-level identification and assessment of
infrastructure interdependencies. (Recommendation 3. Optimization of Resources, 2010, p. 21)

e The NIACshould prepare a follow-up report to the July 2009 Framework for Dealing with
Disasters and Related Interdependencies to determinethe implementation status of
recommendations to remove cross-jurisdictional and otherimpediments to the transportation
and use of outside assets duringan emergency. (Recommendation 6. Optimization of Resources,
2010, p.22)

Cross-Sector Partnerships

o The Secretary of Homeland Security should facilitate the development of cross-sector
partnerships within selected regions toimprove the regions’ resilience to very large-scale events
that could impact national security, resilience, and economicstability. (Recommendation 2.1.
Regional Resilience, 2013, p. 5)

Il. Strategically Improving Transportation Infrastructure

This section highlights recommendations related to strategicdevelopment, organized by several focus

areas: existing frameworks forresilience, regulatory policies affecting recovery, regionalneeds, and
infrastructure investments and incentives.

Adopting Existing Frameworks for Resilience

e Promote the use of the NIAC-developed framework forsetting resilience goalsin the critical
infrastructure and key resources (CIKR) sectors and for providing acommon way to organize
resilience strategies within Federaland state governments and CIKR sectors. (Recommendation
5. Establishing Resilience Goals, 2010, p. 52)

e Fortify government policy framework to strengthen critical infrastructureresilience:

0 ThePresidentshould adopt the NIAC definition forresilience for development of
resilience policy.

0 Governmentshouldestablish acollaborative dialogue with CIKR owners and operators
ineach sectorto developacommonly agreed-upon set of outcomes-focused goals for
each sector.

0 The Presidentshouldissue aHomeland Security Presidential Directive (HSPD)-level
authority to develop anational policy onresilience inamannersimilarto and consistent
withthe HSPD-7 policy for protection, butalso ensure the authorities under this
guidance and public-private infrastructure protection partnershipisretained.
(Recommendation 1 [with selected bullet points]. Critical Infrastructure Resilience,
2009, pp. 16-18)

e Allcritical infrastructure sectors should consider adopting the industry self-governance model
exemplified by the Institute of Nuclear Power Operations and the North American Transmission
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Forumto enable the private sectorto collaborate onindustry-wideresilience and security issues

outside the regulatory compliance process. (Recommendation 4. Establishing Resilience Goals,
2010, p.52)

Addressing Regulatory Policies Affecting Recovery

e A processforidentifyingand addressing statutory, regulatory, and policy impediments to

recovery:

(o]

DHS should institutionalize processes and provide funding as needed to systematically
develop and maintain atthe Federal, state, and local (especially major metropolitan)
governmentlevels, catalogs of specificlaws and regulations that may need to be
suspended or modified during different disaster scenarios toimprove CIKR recovery
efforts.

The Executive Branch should work with Congress and state legislaturesto pass
legislation with provisions that allow the executive branchesin government, atthe
Federal and state levels, to grant blanket waivers for statutes and regulations identified
as impeding recovery efforts duringan emergency or disaster-type event.
(Recommendation 1 [with selected bullet points]. Framework for Dealing with Disasters
and Related Interdependencies, 2009, pp. 20-21)

e Potential Federal, state, andlocal action to address statutory, regulatory, and policy

impediments to disaster recovery/preparedness:

(0]

To address the lengthy waiver process for Environmental Impact statements (EIS), DHS
should ask Congress tovalidate the “Alternative Arrangements” rule the Council on
Environmental Quality has used to expedite EIS requirements during emergencies.

DHS should work with the relevant Sector-Specific Agencies (SSAs) and regulators to
identify aprocess foremergency waivers fordocument filing deadlines with regulatory
agencieson processes that need to be expedited during a disaster.

DHS should collaborate with the Transportation Systems and Energy Sectors, as well as
with all otherrelevantsectors toidentify actions that assistin expediting vehicle
restrictions—including driver-hour limitations, road size and weight restrictions, and
port access restrictions, among others—during CIKR emergency recovery efforts.

DHS should ask Congress to considerlegislation authorizing the waiver of Federal and
state restrictions on the interstate movement of motorvehicles respondingtoa
disaster.

The DHS Federal Emergency Management Agency (FEMA) and DHS-IP should
collaborate todevelop astructured, commonly applicable best practices decision-
making process forauthoritiesto use for credentialing CIKR workers and granting access
to a disasterareaduringan emergency (Recommendation 2 [with selected bullet
points]. Framework for Dealing with Disasters and Related Interdependencies, 2009, pp.
21-23)
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Determine the role of policies, regulation, and consolidation within industries and itsimpact on
resilience, security, innovation, and resilience. (Recommendation 1.3, CISRR&D Plan, 2014, p.
25)

Focusing on Regional Needs

The President should require that Federal agencies: (a) explicitlyconsider and address the
differences amongregions when promulgating security and resilience rules, programs, or
guidance; and (b) expresslystate how they have customized implementation to each region if
there is not genericapplicability. (Recommendation 3.3. Regional Resilience, 2013, p. 6)

The President should designatethe Energy, Communications, Waterand Wastewater Systems,
and Transportation Systems Sectors as lifeline sectors and direct SSAs to examine their policies,
procedures, and programs to determine the extentto which they recognize the priority of the
lifeline sectors and the individuality of regions, amending or revising those that do not.
(Recommendation 3. Regional Resilience, 2013, p. 6)

The Secretary of Homeland Security should initiate a pilot program with state and local
governmentsinselectregionsto conductregional joint exercises, develop risk maps of critical
sectorinterdependencies, and extractlessons learned on regional needs and gaps for
governmentand sector partners. (Recommendation 2.2. Regional Resilience, 2013, p. 5)

Facilitating Infrastructure Investments and Incentives

Explore the potential for creating tax incentives or otherinstruments to incentivize the private
sectorto enhance the resiliency of critical infrastructure. (Recommendation 8. Cross Sector
Interdependencies, 2004, p. 11)

The President should direct the Council of EconomicAdvisors and the Office of Scienceand
Technology Policy to work with Federal agencies to create astrong and enduring value
proposition forinvestmentinresilientlifeline infrastructure—and its underlying physical and
cybersystems, functions, and assets—and accelerate the adoption of innovative technologiesin
majorinfrastructure projects. (Recommendation 6. Regional Resilience, 2013, p. 7)

Within one year, DOE, in conjunction with the Council of Economic Advisors and the White
House Office of Science and Technology Policy, should complete a pilot analysis of the value
proposition forinvestmentininfrastructure grid modernization and recommend any incentives
or alternative mechanisms for cost recovery that may be needed to encourage long-term
investmentinthe modernization of lifeline infrastructure. Using the Energy Sector as the
vanguard, all lifeline-sector SSAs should work with theirsector partners to establish the value
proposition forinvestmentand financingin othercritical sectors. (Recommendation 6.1.
Regional Resilience, 2013, p. 8)

DHS should work through Federal research organizations, academicinstitutions, and the
national laboratories to develop Applied Centers of Excellence for Infrastructure Resilience to
provide an operating environment to testand validate innovative technologies and processes
that build resilience into new large-scaleinfrastructure projects, integrate next-generation R&D,
and share results with otherdesignersin otherregions. By partnering with lifeline sector owners
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and operators, these centers will leverage opportunities forreal-world testing, raise awareness
of new capabilities, and speed commercialization of emerging technologies. (Recommendation
6.3. Regional Resilience, 2013, p. 8)

Encourage resilience using appropriate marketincentives:

0 Governmentshould partnerwith CIKR owners and operatorsto leverage their
understanding of market forces, incentives, and disincentivesin orderto apply
appropriate action that will strengtheninfrastructure resilience. (Recommendation 5
[with selected bullet point]. Critical Infrastructure Resilience, 2009, pp. 26-27)

Research and analyze the labyrinth of regulations and policies across all levels of government
that impede and dis-incentinvestmentsin security and resilience. (Recommendation 1.1, CISR
R&D Plan, 2014, p. 24)

Identify essential elements of enabling policies and regulations that would encourage and
facilitate ownerand operatorinvestment and gain publicacceptance of such investments,
particularly for many of the lifelinesectors, for which rates and return on investmentare
determined through state and Federal commissions. (Recommendation 1.2, CISRR&D Plan,
2014, p. 25)

Identify and establish the elements for business and publicjustification forinvestments from
lessons learned. (Recommendation 2.1, CISRR&D Plan, 2014, p. 25)

Develop an effective model of shared industry funding. (Recommendation 2.2, CISRR&D Plan,
2014, p. 26)

Complementary Public and Private Resilience Building

Critical infrastructure security and resiliencerequire close collaboration between the publicand private
sectors. On its own, neithersector can understand, prepare for, ormanage the complexitiesinherentin

securing and making our Nation’s interdependent and complexinfrastructure more resilient. The NIAC
has been atthe forefront of advocating close public-private partnerships as a practical way to address

the needforresilienceon amassive scale.

Improving Public-Private Partnerships

Clarify roles and responsibilities of critical infrastructure partners:

0 Reviewcurrentincident management documentsincluding the National Response
Framework and the National Incident Management System and identify opportunities to
expand trainingand outreach activities to CIKR owners and operators. Such activities
provide Federal, state, and local entities a better understanding of the components of
resiliency duringan eventand allow forincreased information sharing.

0 CIKRownersand operators and DHS should identify amechanismto monitorand
measure resilience atthe CIKR sector level. This process should include establishment
and support of a feedback mechanismto address CIKR ownerand operator concernsin
all critical infrastructure sectors and should specifically assess the adequacy of the
supply chainto meetresponse and recovery needs. This process should be analogous to
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and in coordination with the National Infrastructure Protection Plan annual reporting
process.

0 Governmentshoulddevelop abetterunderstanding of the role that repairand
maintenance funding can have on CIKR and prioritize funding forthese activities, both
as a component of itsresiliency activities and part of its broaderfunding support of
publicinfrastructure. (Recommendation 3 [with selected bullet points]. Critical
Infrastructure Resilience, 2009, pp. 19-21)

e Strengthenandleverage public-private partnership:

0 Governmentshould collaborate with CIKR executive decision makers throughout the
resilience policy development process. Development must be aniterative process
featuring bidirectional communication and a clear understanding of how to reach
consensus.

0 Governmentshoulduse the existing Sector Partnership Model to planandimplement
resilience effortsin coordination with, and addition to, current protection activities.

0 DHS shouldimplementthe NIAC’s recommendations contained within the Framework
forDealing with Disasters and Related Interdependencies that support needed changes
for CIKR operator regulatory reliefduring a national crisis orincident, CIKR worker
credentialingand access to a disasterarea, and clarification of disasterrecovery
prioritiesand roles. Thisimproved coordination among CIKR sectors and government
will provide faster recovery times and more focus on restoring operations, order, and
publicsafety.

0 Governmentshould endeavorto betterunderstand the role of design and construction
ininfrastructure resilience. Application of this understanding will help to shape the
policy, R&Dfunding, and incentives that can spur technological innovation as well as the
robust design and construction of critical infrastructure needed for resilience.
(Recommendation 4 [with selected bullet points]. Critical Infrastructure Resilience,
2009, pp.21-26)

e Increase flexibility in the sector partnership to betteraccommodate diverse sector needs:

0 DHS should encourage Sector Coordinating Councils (SCCs) to develop strategic
roadmapsto enable sectors to articulate avariety of sector needs, identify sector
priorities, and implement protection and resilience strategies. (Recommendation 5 [with
selected bullet point]. Cl Partnership Strategic Assessment, 2008, pp. 10-11)

e The Secretary of Homeland Security should facilitate efforts with governors, mayors, and local
government officials to identify or develop regional, public-private, cross-sector partnerships,
led by seniorexecutives, to coordinate lifelinesector resilience efforts withinagiven region.
(Recommendation 2. Regional Resilience, 2013, p. 5)

e DHS-IPshouldlead anational efforttoimprove the understanding of resilient activities and how
they are implementedin support of combinedinfrastructureand community resilience.
(Recommendation 1. Optimization of Resources, 2010, p. 19)
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Fostering Senior Executive-Level Partnerships

IV.

The Presidentshould direct the heads of the appropriate SSAs to form partnerships with senior
executives from lifeline sectors, using a process modeled after the government’s successful
executiveengagement with the Electricity subsector. (Recommendation 1. Regional Resilience,
2013, p.4)

Within six months, the President should direct the heads of appropriate SSAsto convene a
meeting with CEOs or otherowner/operatorleadership with equivalent decision making
authority fromeach lifeline sectorto explorethe formation of a partnership to address high-
priority risks to the sector’sinfrastructure. (Recommendation 1.1. Regional Resilience, 2013, p.
5)

Emergency Planning and Response

When a disaster occurs, effective emergency planningand response can mean the difference between
life and catastrophicloss. While the NIACframework for resilience emphasizes a spectrum of activities,
including planning, preparation, recovery and adaptability, the Council has frequently made
recommendations focused specifically on improving emergency planning exercises and operations to
support Federal, state, local, and private sector effortsin theseareas.

Conducting Cross-Sector Emergency Planning Exercises

Implement government enabling activities and programs in concert with critical infrastructure
ownersand operators:

0 Engage CIKR owners and operators to conduct more cross-sectoremergency planning
exercisestoidentify interdependencies, improve preparedness, and establish
relationships between sectors, local government, state government, and the Federal
Government. Results of these exercises should be accessible to all related sectors and
facets of government, regardless of whether or not they participatedinthe exercise, so
that the full benefits of resilience and business continuity planning can be realized.
(Recommendation 6 [with selected bullet point]. Critical Infrastructure Resilience, 2009,
p. 27)

Coordinating Emergency Operations

DHS should examine how the Federal Government, state governments, and regional entities
currently coordinate action with and provide support to the lifeline sectorsin eventresponse.
(Recommendation 3.1. Regional Resilience, 2013, p. 6)

The FEMA National Response Coordination Center, Federal agencies, and state and local
governments should modify their processes and plans foremergency operations to include the
co-location of representatives of lifeline sectors in theiremergency operation centers during
major disasters. (Recommendation 3.2. Regional Resilience, 2013, p. 6)

Chemical eventrecommendations:
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0 Improve controls over hazardous material transportation. Work with the private sector
to ensure controls are consistent with risk assessment results.
0 Evaluate the efficacy of border control measures (e.g., Customs-Trade Partnership
Against Terrorism [C-TPAT]) and ensure arobust customs and border control program.
0 Ensureall agenciesfollow the DHS lead on facility, navigable waters, transportation and
supply chainsecurity, and disaster planning and response initiatives. Provide training for
both the publicand private sectors, especially local governments and responders, on
implementation of National Incident Management System and the new National
Response Plan Framework. (Chemical Event Recommendations. CBR and Cl Workforce,
2008, pp.8-9)
Preparingfora pandemicevent: “The Transportation sector recommends the best way foritto
prepare fora pandemicisforthe government experts tofirstidentify and prioritize what goods
and services are most critical to the Nation’s interests. Once identified, the Transportation
sectorand its sub-sectors will be inagood positionto develop aprioritized list of the sector’s
most critical goods, services, and workers necessary to ensure the Nation’s transportation
needs.” (Transportation Sector Profile, in Prioritization of Clin Pandemic Outbreak, 2007, p. 113.
Note:the Transportation Sector Profile [pp. 110-117] containsa list of sector critical workers
and theirnumbersforeach mode.)

Information Sharing

In itsstudies, the NIAC has consistently found thatinformation sharingis an essential part of public-

private partnerships across the entire spectrum of preparedness. Without sufficientinformation sharing,
collaboration between various levels of government and critical infrastructure owners and operators

would not work. Thisis a complexissue, however, and the NIAC has spent considerable time assessing
the various means and effectiveness of public-private information sharing. The following

recommendations are asampling of the NIAC’s work in this area.

Improving Information Sharing

Directthat DHS and the Office of the Director of National Intelligence (ODNI), in collaboration
with other members of the U.S. Intelligence Community and the SSAs, prepare aquadrennial
reporton the state of intelligence information sharing forinfrastructure protection and
resilience. (Recommendation 4.1.c. Intelligence Information Sharing, 2012, p. 44)

DHS, with the guidance and aid of ODNI, should establish core teams of 3—4 intelligence
specialists for each sector, as well as a team that focuses on cross-sectorinformationissues.
These specialists should (1) be drawn from the members of the Federal Intelligence Community,
(2) have expertise inboth intelligence processes and sector business and risk-management
processes, and (3) be responsibleforfusingvaried intelligence information streamsinto
products useful forownerand operator planning and decision making. (Recommendation 4.2.c.
Intelligence Information Sharing, 2012, p. 46)
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e Seniorexecutive information-sharing mechanism: Develop avoluntary executive-level
information-sharing mechanism between critical infrastructure CEOs and seniorintelligence
officers. (Recommendation 1. Public-Private Sector Intelligence Coordination, 2006, p. 22)

e The Federal Governmentshould ensure the availability of qualified, vetted security
professionals. (Recommendation 4. Implementation of EO 13636 and PPD-21, 2013, p. 18)

Understanding Infrastructure Intelligence Needs

e Directthe Federal Intelligence Community to considerinfrastructure protection and resilience as
a national priority; collectinfrastructure intelligence needs; and prepare a National Intelligence
Estimate to evaluate terrorist targetsinthe 18 critical infrastructure sectors and assess
vulnerability to such attacks, including cross-sectorinterdependencies and risks.
(Recommendation 4.1.b. Intelligence Information Sharing, 2012, p. 44)

o The NIACrecommends that DHS work with each SSA to implement, forall 18 critical
infrastructure sectors, arobustintelligence requirements process that (1) meets the information
needs of owners and operators, (2) delivers these requirements to appropriate elements of the
Intelligence Community, (3) is consistent with existing Intelligence Community processes, and
(4) supports advocacy for critical infrastructure priority within the Intelligence Community.
(Recommendation 4.3. Intelligence Information Sharing, 2012, pp. 46-47)

e Staffing: Within key intelligence agencies throughout the Intelligence Community, create “sector
specialist” positions at both the executive and operational levels, as applicable.
(Recommendation 5. Public-Private Sector Intelligence Coordination, 2006, p. 25)

Developing Access Credentialing Solutions

e The Secretary of Homeland Security, working with heads of appropriate Federal agencies,
should launch a cross-agency team within 60days to develop solutions to site access, waiver,
and permitbarriers during disaster response and begin implementing solutions within one year.
(Recommendation 5. Regional Resilience, 2013, p. 7)

e DHS-IPand FEMA should collaborate with state, local, tribal, and territorial governments and
owners and operators to develop acommonly applied process or systemto credential lifeline
sectorowners and operators and grant them access to disaster areas more effectively.
(Recommendation 5.1. Regional Resilience, 2013, p. 7)

e DHS should work with state and local governmentand infrastructure ownersand operators to
catalog the waivers and permits commonly required during a variety of disasterscenarios and
develop astreamlined processforrapidlyissuing those permits and waivers atthe Federal,
state, and local level. (Recommendation 5.2. Regional Resilience, 2013, p. 7)

e DHS should work with regulators from the Transportation Systems and Energy Sectors, as well
as from other lifelinesectors, to identify actions that will expedite waivers and remove
impediments to fleet movement, including driver-hour limitations, road and weight restriction,
port access restrictions, and toll crossing processes. (Recommendation 5.3. Regional Resilience,
2013, p.7)
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Emerging Issues

Resilience occursina dynamicenvironment—the Nation enhances resilience through a continual
process of implementation, review, and improvement. Emerging areas of resilience studied by the NIAC
inrecentyearsinclude social media capabilities, cybersecurity, simulation and modeling tools, and
design standards and best practices.

Examining Social Media Capabilities

FEMA and the Federal Communications Commission should conveneatask force of senior
emergency managers from lifeline sector SSAs and representatives of leading private-sector
social mediaandtechnology firms—such as Twitter, Facebook, and Google —to examine how
new and emerging social media apps, platforms, and capabilities can be used to support
emergency notification and response and provide greatervalue to the public. The task force
should publishitsfindingsinareport onbest practices. (Recommendation 4.1. Regional
Resilience, 2013, p. 6)

Addressing Cybersecurity Issues

Use the Federal Government’s procurement power to encourage information technology
suppliersto develop cybersecurity framework—compliant hardware and software.
(Recommendation 3. Implementation of EO 13636 and PPD-21, 2013, p. 17)

The Federal Government should leverage its purchasing powertoincentivize enhanced security
and resilience in core cybersecurity systems and programs (e.g., Information Technology,
Industrial Automation, and Telecommunications Sectors). (Recommendation 7.2.
Implementation of EO 13636 and PPD-21, 2013, p. 19)

The Federal Government should develop policies and apply resources to pursue and discourage
global cyber criminals from attacking critical infrastructure facilities. (Recommendation 7.4.
Implementation of EO 13636 and PPD-21, 2013, p. 19)

Recommendations forsecurity asanenabler:

0 ThePresidentshould establish agoal forall critical infrastructure sectors thatno later
than 2015, control systems for critical applications will be designed, installed, operated,
and maintainedto survive anintentional cyber assault with noloss of critical function.

0 DHS should promote uniform acceptance across all sectors thatinvestmentin control
systems cybersecurity is a priority. For sectors with regulatory oversight of earnings and
investments, DHS should promote inclusion of the costs of control systems
cybersecurity as legitimate investments and expenses that deserve approval by their
regulatory bodies. (Recommendations for Security as an Enabler [with selected bullet
points]. Convergence of Physical and Cyber Security, 2007, p. 18)

Recommendation for marketdrivers:

0 DHS and the SSAsshould encourage the application of existing security and security-

relevantstandards and criteriain the development and implementation of secure
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control systems. (Recommendations for Market Drivers [with selected bullet point].
Convergence of Physical and Cyber Security, 2007, p. 20)

e Recommendation forexecutive leadership awareness:

0 Toimprove executive leadership awareness of the cyberrisk to control systems, the
NIACrecommendsthat DHS work with SSAs to implementa program for control
systems cybersecurity executive awareness outreach. (Recommendations for Executive
Leadership Awareness [with selected bullet point]. Convergence of Physical and Cyber
Security, 2007, p. 22)

e Recommendation forinformation sharing:

0 DHS should enhance existing program activities to create the ability tointegrate and
track understanding of the cyberrisk for critical infrastructure control systems usingall
available sources.

= Thiscollaborative program should collect, correlate, integrate, and track
information onthe following:

e Threats, includingadversaries, toolsets, motivations,
methods/mechanisms, incidents/actions, and resources.

e Consequences, including potential consequences of compromise to
sector, industry, and facility-specific control systems.

o Vulnerabilitiesin control systems ortheirimplementationsin the
information technology infrastructure that adversaries could exploit to
gain access to critical infrastructure control systems.

= Thiscapabilityisa DHS operations function, anditwill includeinputand
expertisefrom the following: critical infrastructure owners and operators and
otherrelevant partiesinthe private sectorregarding consequences and
vulnerabilities, the Intelligence Community regarding threats, Carnegie Mellon’s
Computer Emergency Response Team Coordination Centerand othersources
regardingincidents,and DHS (including the United States Computer Emergency
Readiness Team) regarding cybervulnerabilities.

=  DHS will communicate resulting warning information to control systems owners
and operators to ensure protection of U.S. critical infrastructure.
(Recommendations for Information Sharing, Recommendation 6. Convergence
of Physical and CyberSecurity, 2007, p. 27)

e Directleadagenciestoworkwith each of the critical sectors to more closely examinethe risks
and vulnerabilities of providing critical services over network-based systems. (Recommendation
1. Prioritizing Cyber Vulnerabilities, 2004, p. 10)

o Direct DHS to sponsor cross-sector activities to promote a better understanding of the cross-
sectorvulnerability impacts of a cyber attack. (Recommendation 4. Prioritizing Cyber
Vulnerabilities, 2004, p. 10)

o DirectFederal agenciestoinclude cyberattack scenarios and protective measuresintheir
disasterrecovery planning. Encourage sector coordinating groups toinclude cyberattack
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scenarios and protective measures in their disaster recovery planning. (Recommendation 5.
Prioritizing CyberVulnerabilities, 2004, p. 11)

Security should be designed to be builtinto systems, ratherthanlayered on top of systems.
(Recommendation 7.1. Implementation of EO 13636 and PPD-21, 2013, p. 19)

Develop real-time cybersecurity risk analysis and management tools. (Recommendation 3.1,
CISR R&D Plan, 2014, p. 27)

Establish new architectures to “bake in” self-healing and self-protected cyber systems.
(Recommendation 3.2, CISRR&D Plan, 2014, p.27)

Develop automated security analysis and data collection tools and methods. (Recommendation
3.3, CISRR&D Plan, 2014, p. 28)

Understand cross-sector connections that could cause cascading effects. (Recommendation 3.4,
CISR R&D Plan, 2014, p. 28)

Measure the effectiveness of security. (Recommendation 3.5, CISRR&D Plan, 2014, p. 28)

Developing Simulation and Modeling Tools

Scale risk assessmentand, management decision supporttools forlocal communities and
individualinstitutions. (Recommendation 4.1, CISR R&D Plan, 2014, p. 28)

Develop, scale and integrate interdependency and consequence modeling, and simulations to
support operational decisions to predict and prevent cascading failures. (Recommendation 4.2,
CISR R&D Plan, 2014, pp. 28-29)

Continue research and development for managing “big data.” (Recommendation 4.3, CISR R&D
Plan, 2014, p. 29)

Design Standards and Best Practices

Determine design standards and best practices forthe replacement, upgrading,and
maintenance of critical infrastructure systems. (Recommendation 2.3, CISRR&D Plan, 2014, p.
26)

Identify innovative, cost-efficient, and accelerated approachesto “People Readiness” in
developingaskilled workforce. (Recommendation 2.4, CISRR&D Plan, 2014, p. 26)

Determine factors and approachesto accelerate recovery following a disaster.
(Recommendation 2.5, CISRR&D Plan, 2014, pp. 26-27)

Establish resilience metrics. (Recommendation 2.6, CISR R&D Plan, 2014, p. 27)
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Appendix J: Compendium of Prior
Recommendations from Other Sources

Resilience themes have emerged as common threads across previous NIAC studies on critical
infrastructure. The sources listed beloware among the many identified as having potentially significant
insightsforthe current NIACstudy on resilience inthe Transportation Systems Sector. The textincluded
undereach source isan example of the source’s recommendations or key observations that relate to

individualthemes. Resilience themes include:

V.

V.

VL.

Aging Infrastructure VIl.  Impact and Cost: Short-Termvs. Long-
Cyber-Physical Dependencies Term
Sector Dependencies VIIIl.  Climate Change
Intermodal Coordination IX.  Criticality of Transportation
Policy and Strategy X.  AdoptingResilience Lens
Fundingand Programs XI.  Measurements and Standards

XIl.  “Stovepiping” of Federal Programs

Aging Infrastructure

Source: American Society of Civil Engineers (ASCE), 2013 Report Card for America’s Infrastructure

America’sinfrastructure must meet the ongoing needs for natural resources, industrial
products, energy, food, transportation, shelter, and effective waste management, and at the
same time protectand improve environmental quality.

Sustainability, resilience, and ongoing maintenance must be anintegral part of improving the
Nation’sinfrastructure.

Today’s transportation systems, watertreatment systems, and flood control systems must be
able to withstand both currentand future challenges.

As infrastructure is built or rehabilitated, life cycle costanalysis should be performed forall
infrastructure systemsto accountforinitial construction, operations, maintenance,
environmental, safety, and other costs reasonably anticipated during the life of the project, such
as recovery afterdisruption by natural or man-made hazards.

Both structural and non-structural methods must be applied to meet challenges. Infrastructure
systems must be designed to protect the natural environmentand withstand both natural and
man-made hazards, using sustainable practices, to ensure that future generations can use and
enjoy what we build today, as we have benefited from past generations.

In addition, research and development should be funded atthe Federal level to develop new,
more efficient methods and materials for building and maintaining the Nation’s infrastructure.
Leadership at the Federal, state, and local levels of government, and by businesses, isneeded to
communicate the importance of the Nation’s infrastructure, craftinnovative solutions that
reflectthe diverse needs of the nation, and make the investments the system needs.
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National Freight Advisory Committee, Recommendations to U.S. Department of

Transportation for the Development of the National Freight Strategic Plan (2014)

Security and resilience factors need to be considered and builtinto transportation infrastructure
designandinvestment decisions.

Address aginginfrastructure, bridge weight limitations, excepted rail track; generally poorroad
pavement conditions within heavy-haul corridors, etc. with a priority toward state of Good
Repairand Asset Management.

Cyber-Physical Dependencies

Source:

National Freight Advisory Committee, Recommendations to U.S. Department of

Transportation for the Development of the National Freight Strategic Plan (2014)

Source:

Increase efficiencies along the supply chain by promoting electroniccommunications amongall
logistics supply chain business segments.

Expandthe use of Intelligent Transportation Systems, technology, and innovation toimprove
the flow of freight that minimizes community impacts and improves environmental and safety
conditions while fostering economic productivity and efficiency.

National Institute of Standards and Technology (NIST), Framework for Improving Critical

Infrastructure Cybersecurity (2014)

Source:

The national and economicsecurity of the United States depends on the reliable functioning of
critical infrastructure. Cybersecurity threats exploit the increased complexity and connectivity of
critical infrastructure systems, placing the Nation’s security, economy, and publicsafety and
health at risk. Similarto financial and reputational risk, cybersecurity risk affects acompany’s
bottom line. It can drive up costs and impactrevenue. It can harm an organization’s ability to
innovate and to gain and maintain customers.

DHS, Roadmap to Secure Control Systems in the Transportation Sector (2012)

Careful evaluation and analysis of all risk factors—including physical, cyber, and human—need
to be considered when designing, operating, and maintaining transportation facilities,
processes, and equipment. While attacks ona cyber system may involve only the cyber
components and their operation, those impacts can extend into the physical, business, human,
and environmental systems to which they are connected. A cyberevent, whether caused by an
external adversary, aninsider, orinadequate policies and procedures, caninitiatealoss of
system control, resultingin negative consequences.

Each organization and mode should use the Goals, Objective, Milestones, and Metrics model to
identify the cybersecurity features currently in place and determine the remaining activities
necessary forimproving cybersecurity performance.

Sector Dependencies

Source:

City of New York, A Stronger, More Resilient New York (2013)

Improve all levels of communications about the restoration of transportation services.
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Source: Volpe, Final Report: Beyond Bouncing Back (2013)

e Qurinfrastructureisbecomingincreasingly dependent oninformation technology and networks,
and the interdependencies amongtransportation, the power grid, our communications systems,
and otherinfrastructures are complex.

Source: Volpe, Infrastructure Resiliency: A Risk-Based Framework (2013)

e The confluence of the greaterfrequency of high-impact events spurred on by climate change
and population growth, coupled with the cascading effects of interconnected technology
systems, has made usincreasingly vulnerable to catastrophicdisruptions. A resiliency approach
to designing, building,and protecting our critical infrastructure and managingits risksis needed
to address theserisks atthe systemiclevel.

Source: Idaho National Laboratory, Critical Infrastructure Interdependency Modeling: A Survey of U.S.
and International Research (2006)

e Thisldaho National Laboratory report surveys U.S. and international research (as of 2006) on
sectorinterdependencies and how they can be modeled and better understood.

e Beitthroughdirectconnectivity, policiesand procedures, or geospatial proximity, most critical
infrastructure systems interact. These interactions often create complex relationships,
dependencies, and interdependencies that cross infrastructure boundaries. The modelingand
analysis of interdependencies between critical infrastructure elementsis arelatively new and
veryimportantfield of study.

IV. Intermodal Coordination

Source: New York State 2100 Commission, Recommendations to Improve the Strength and Resilience
of the Empire State’s Infrastructure (2013)

e Expandnetworksto create redundancies.

Source: Transportation Research Board (TRB), Potential Impacts of Climate Change on U.S.
Transportation (2008)

e Federal, state, and local governments, in collaboration with owners and operators of
infrastructure, such as ports and airports and private railroad and pipeline companies, should
inventory critical transportation infrastructure in light of climate change projections to
determine whether, when, and where projected climate changesintheirregions might be
consequential.

Source: Gulf Coast Research Centerfor Evacuation and Transportation Resiliency, Resilient
Transportation Systems in a Post-Disaster Environment: A Case Study of Opportunities Realized and
Missed in the Greater New Orleans Region (2010)

e Thetransportation network as a whole lacks communication and coordination across modesin
the Greater New Orleans Region.

Source: National Freight Advisory Committee, Recommendations to U.S. Department of
Transportation for the Development of the National Freight Strategic Plan (2014)

e DOTin conjunctionwith the private sectorshould provide education and training programs for

MPO and state DOT planning staff to expand their understanding of supply chainissues,
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modeling freight movements, the dynamics of multi-state corridors and the economics of mega
regions and international trading patterns, amongotherissues.

The Nation’s freight transportation system depends on multi-modal networks (rail, air, highway,
waterways) and both the publicand private sectors. All levels of government serve avital rolein
freightand goods movement, fromregulation of interstate commerce at the Federal levelto
provision of truck-loading zones at the local level. The complexity of players and stakeholders, as
well asthe interdependenciesinvolved in modern supply chains, calls for betterand more
effectivecoordination.

Cross-modal security programs, policies, and regulations must be harmonized, including areas
such as credentialing, to ensure consistency in the system and the seamless unimpeded
movement of freight between modes.

Policy and Strategy

Source:

New York State 2100 Commission, Recommendations to Improve the Strength and Resilience

of the Empire State’s Infrastructure (2013)

Source:

Source:

Integrate resilience planning, protection,and development approaches.

Develop criteriaforintegrated decision making.

Build forresilience with enhanced guidelines, standards, policies, and procedures.

Create shared equipment and reserves, promote integrated planning and decision making for
capital investments, and enhance institutional coordination.

Volpe, Final Report: Beyond Bouncing Back (2013)

In the Transportation Systems Sector, resilience has two distinct aspects. Supply-sideresilience
focusesonrobustness, adaptive capacity, and post-event mitigation. Demand-side resilience can
be enhanced through strategies such as resource prioritization, flexible usage patterns, and
incentive-based pricing mechanisms.

StephenE. Flynnand Sean P. Burke, Critical Transportation Infrastructure and Societal

Resilience (2012)

Source:

Source:

Resilience generates adifferent assessment of risk than security, and it broadens the range of
solutions.

World Economic Forum, Building Resilience in Supply Chains (2013)

Business and governmentapproachesto building supply chain resilience must be
complementary.

Three “must-have” requirements: establish common risk vocabulary, improve data/information
sharing, and build greater agility and flexibility into resilience strategies.

A blueprint forresilient supply chains requires four components: partnerships, policy, strategy,
and information technology.

National Academies, Disaster Resilience: A National Imperative (2012)

Federal Government agencies should incorporate national resilience as an organizing principle
to inform and guide the mission and actions of the Federal Government and the programsiit
supportsat all levels.
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All Federal agencies should ensure they are promoting and coordinating nationalresilience in
theirprograms and policies.
National Freight Advisory Committee, Recommendations to U.S. Department of

Transportation for the Development of the National Freight Strategic Plan (2014)

Source:

Include intermodalemphasis in project Delivery Policy Declaration.

DOT should develop acomprehensive national freight transportation plan toimprove network
performance that minimizes community impacts and improves environmental and safety
conditions while fostering economic productivity and efficiency.

Dane S. Egli, Beyond the Storms: Strengthening Preparedness, Response, & Resilience in the

21st Century (2013)

VL.

This study emphasizes the importance of collective action in addressing national-level
preparedness through expanded interagency coordination and increased private-sector
participation. Building upon functional continuity, preparedness, and disaster management
principles, thereisaneedto betterunderstand resilience as an organizing principletoaddress
national preparedness and critical infrastructureand key resource imperatives. Furtherresearch
isneededtogenerate new dataand models for understanding highly complexand uncertain
environments. A systematic mapping of local, regional, state, and national capabilities-based
requirements, based on a “functional” decomposition of all infrastructure dependencies and
interdependencies, is needed. As this study highlights, such research should be a high Federal
priority and be pursued aggressively with an all-hazards, intergovernmental, holisticapproach to
advance national preparedness and resilience objectives.

Funding and Programs

Source:

Source:

ASCE, 2013 Report Card for America’s Infrastructure

While infrastructure investment must be increased atall levels, it must also be prioritized and
executed according to well-conceived plans that both complement the national vision and focus
on system-wide outputs. The goals should center on freight and passenger mobility,
intermodality, water use, and environmental stewardship, while encouraging resilience and
sustainability. The plans must reflect abetter defined set of Federal, state, local, and private-
sectorrolesand responsibilities and instill better discipline for setting priorities and focusing
fundingto solve the most pressing problems. The plans should also complement our broad
national goals of economicgrowth and leadership, publicsafety, resource conservation, energy
independence, and environmental stewardship. Infrastructure plans should be synchronized
with regional land use planning and related regulation and incentives to promote non-structural
as well as structural solutions to mitigate the growing demand forincreased infrastructure
capacity.

TRB, Potential Impacts of Climate Change on U.S. Transportation (2008)

Federal and academicresearch programs should encourage the development and
implementation of monitoring technologies that could provide advance warning of pending
failures due tothe effects of weatherand climate extremes on major transportation facilities.
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National Freight Advisory Committee, Recommendations to U.S. Department of

Transportation for the Development of the National Freight Strategic Plan (2014)

VII.

Security and resilience factors need to be considered and builtinto transportation infrastructure
designandinvestment decisions.

The U.S. DOT shouldinvestinarobust, multimodal Federal research program that covers the
range of research from basic(longrange highrisk) to research development (shortrange) to
deploymentorimplementation.

Encourage intermodal freight activity through streamlined investment.

Create a dedicated fund for multi-modal freight projects.

DOT should encourage integrated freight and passengertransport planning, as well as
encourage investmentand operational solutions that maximize safety and effectively utilize
resources while minimizing environmental, energy, and local impacts.

Impact and Cost—Short Term versus Long Term

Source:

New York State 2100 Commission, Recommendations to Improve the Strength and Resilience

of the Empire State’s Infrastructure (2013)

Source:
[ ]

Source:

Source:

Transition from short-term solutions to long-term resilience measures.

Identify projects with climate resilience and other significant economicand quality-of-life
benefits.

ASCE, 2013 Report Card for America’s Infrastructure

Investmentisfaltering;itis notkeeping pace with needs.

Require transit systems to adopt comprehensive asset management systems to maximize
investments.

TRB, Potential Impacts of Climate Change on U.S. Transportation (2008)

Transportation planners and engineers should use more probabilisticinvestment analyses and
design approachesthatincorporate techniques fortrading off the costs of making the
infrastructure more robust againstthe economiccosts of failure. Atamore general level, these
techniques could also be used to communicate these trade-offs to policy makers who make
investment decisions and authorize funding.

State and local governments and private infrastructure providers should incorporate climate
change intotheirlong-term capital improvement plans, facility designs, maintenance practices,
operations, and emergency response plans.

Federal planning regulations should require that climate change be included as a factorin the
development of public-sector long-range transportation plans; eliminate any perception that
such plansshould be limited to 20-30 years; and require collaborationin plan development with
agencies responsible forland use, environmental protection, and natural resource management
to foster more integrated transportation—land use decision making.

National Academies, Disaster Resilience: A National Imperative (2012)

In the short term, state and Federally funded transportation infrastructure rehabilitation
projectsin highly vulnerable locations should be rebuiltto higher standards, and greater
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attention should be paidto the provision of redundant powerand communications systems to
ensure rapid restoration of transportation services in the event of failure.

Climate Change

Source:

Source:

Source:

City of New York, A Stronger, More Resilient New York (2013)

Integrate climate resilience featuresinto future capital projects.

TRB, Potential Impacts of Climate Change on U.S. Transportation (2008)

DOT should take a leadership role, along with those professional organizations at the forefront
of civil engineering practices across all modes, toinitiate immediately a Federally funded,
multiagency research program for ongoing reevaluation of existing design standards and
development of new design standards as progressis made in understanding future climate
conditions and the options available foraddressing them.

National Freight Advisory Committee, Recommendations to U.S. Department of

Transportation for the Development of the National Freight Strategic Plan (2014)

Source:
(2012)

IX.

Airquality and climate impacts should be considered up frontin planning new transportation
infrastructure.

In orderto address the environmental sustainability challenge, DOT should incentivize holistic,
multi-modalfreight planning and operationalstrategies, risk assessment, and collaborative
problem solving thatinvolves multiple stakeholders.

Martin T. Schultz, The Quantification and Evolution of Resilience in Integrated Coastal Systems

Resilience is the ability of a system to maintain and/orrecoverits functional performance
following adisturbance. This property of resilience may evolve as environmental and other
boundary conditions change overtime. Interestin the characterization and management of
resilience in coastal systems hasincreased inrecentyears, havingbeen prompted by the
occurrence of several severe storm events that have had notable impacts on the functionality of
coastal systems and the safety of coastal residents. Interest has been further heightened by
projections of global sea-level rise that presently range between 0.4and 4.9 feet percentury.
Changesinsealevel may affect the resilience of coastal systems, butthere is limited
understanding of how significant theseimpacts might be and how they might be evaluated.

Criticality of Transportation

Source:

Gulf Coast Research Center for Evacuation and Transportation Resiliency, Resilient

Transportation Systems in a Post-Disaster Environment: A Case Study of Opportunities Realized and
Missed in the Greater New Orleans Region (2010).

Transportation systems playacrucial role inrespondingto a region’s pre-disaster evacuation
and post-disasterrecovery. Their ability to perform underadverse conditions in times of disaster
dependsuponthe resilience of their fixed and moveable assets as well as their operational
procedures before, during, and afterthe event. Inaddition, planning and coordination between
the individual modes and various state and Federal agencies is now recognized as a critical
factor duringall phases of a disaster.
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X. Adopting Resilience Lens

Source: Volpe, Final Report: Beyond Bouncing Back (2013)

e Community resourcefulness, combined with advanced data collection and problem solvingand
adaptive agency responses, can significantly contribute to the resilience of acity in the face of a
natural or man-made hazard.

e Resilience means moving away from athreat-based orientation. Terrorist attacks are rare events
and we do not have enough data to build scenarios on every possible type. We should move
toward using data about the systems themselves, theirvulnerabilities, and the consequences,
regardless of the type of disruption.

e We cannoteliminate uncertainty ordamage: we must learn to deal with them. Balancing
preventive protection and adaptive resilience enables us to be error-tolerant, by learning from
each failure toimprove performance.

Source: StephenE. Flynnand Sean P. Burke, Critical Transportation Infrastructure and Societal
Resilience (2012)

e Those who have beenlookingthrough asecurity lens have been largely seeing transportation as
somethingaterrorist might exploitso as to endangerthe lives of people. But when we shift to
adoptingaresilience lens, ourfocus ends up centering on the fact that transportationis a critical
infrastructure whose continuity must be ensured in the face of potential disruptive threats.

Source: Julie Dean Rosati, Method to Assess Resilience of the Marine Transportation System (2014),
PowerPoint presentation provided to the NIAC

e Presentation explains differences between engineering, ecological, and community resiliencein
the context of the USACE’S responsibility to ensure the Marine Transportation Systemis able to
functionally perform underthe stress of disturbances.

Xl. Measurements and Standards

Source: Martin T. Schultz, The Quantification and Evolution of Resilience in Integrated Coastal Systems
(2012)
o (Provides possible model for measuring and assessing critical infrastructure resilience.) Study
outlines procedures for analyzing the engineering resilience of integrated coastal systems (ICSs):
0 Identify one or more functional performance objective foreach ICS.
0 Decompose each subsystem by identifyingthe components and processesthat support
each functional performance objective.
0 Establish performance measuresforthe function of each componentand process.
0 Establish performance objectives for each componentand process functioninterms of
selected performance metrics considering each possible level of event severity.
0 Developafragility curve foreach componentand process function.
0 Transformthe fragility curve to characterize uncertainty in functional performance given
the level of environmental force acting on the component or process.
0 Developaninteroperability matrix, and update the probabilities of functional
performance.
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0 Establishrecoveryobjectivesforeach componentorprocess.

0 Foreachcomponentor process, characterize uncertainty in the time thatwould be
required torestore the pre-disturbance performance level of that component or process
giventhe severity of the disturbance event.

0 Usinga suitable performance function, simulate performance foreach level of event
severity, accounting for uncertainty in the response and rapidity of the componentor
processfunction.

0 Calculate the probability of maintaining an acceptable level of functional performance
and/orrecovering pre-disturbance performance levels within an acceptable time period
giventhe magnitude of an eventforeach componentorprocess from the performance
trajectory forthat component or process using Monte Carlo simulation.

0 Calculate ameasure of resilience forthe subsystem as awhole and aggregate subsystem
resilience measures to obtain ameasure of resilience forthe ICS.

NIST, Framework for Improving Critical Infrastructure Cybersecurity (2014)

The Framework focuses on using business drivers to guide cybersecurity activities and on
considering cybersecurityrisks as part of the organization’s risk management processes. The
Framework consists of three parts: the Framework Core, the Framework Profile, and the
Framework Implementation Tiers. The Framework Core is aset of cybersecurity activities,
outcomes, and informative references that are common across critical infrastructure sectors,
providing the detailed guidance for developingindividual organizational profiles. Through use of
the profiles, the Framework willhelp the organization alignits cybersecurity activities with its
businessrequirements, risk tolerances, and resources. Framework Information Tiers providea
mechanism for organizationsto view and understand the characteristics of theirapproach to
managing cybersecurity risk.

The Framework enables organizations—regardless of size, degree of cybersecurity risk, or
cybersecurity sophistication—to apply the principles and best practices of risk managementto
improving the security and resilience of critical infrastructure. The Framework provides
organization and structure to today’s multiple approachesto cybersecurity by assembling
standards, guidelines, and practices that are working effectively inindustry today. Moreover,
becauseitreferences globally recognized standards for cybersecurity, the Framework can also
be used by organizations located outside the United States and can serve as a model for
international cooperation on strengthening critical infrastructure cybersecurity.

NIST, Developing Guidelines and Standards for Disaster Resilience of the Built Environment

Codes and standards for transportation systems need to be reviewed to determine gapsin
performance.

Metrics are needed to support risk management decisions and evaluate the impact of damage
on the resilience of transportation systems and the community. Intermodal transportation
dependencies, such as ship-to-rail or ship-to-truck transport of goods, also need to be
considered.
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Volpe, Infrastructure Resiliency: A Risk-Based Framework (2013)
Arguesthatapproachinginfrastructure asset managementin accordance with a systematic
process of engineering system resilience will likely resultin asafe, efficient, survivable, and
sustainable infrastructure system. The outcome of instituting aresilience processisthatthe
infrastructure systems that are engineered in accordance with these principles are likely to meet
three high-level performance criteria: efficiency, sustainability, and survivability:

0 Efficiency. Thiscriterion requiresthataninfrastructure system performitsfunctionsin
orderto meetits specified functional requirements (technical efficacy) atlowest cost
(cost effectiveness). Metrics for efficiency include the costs of building and maintaining
a complexinfrastructure system within the constraints of its technical performance,
reliability, and service continuity.

0 Sustainability. This performance criterion evaluates the extent to which the system uses
resources—natural, human, and manufactured—in a sustainable manner. Sustainability
isdefined as a resource-use pattern that “meets today’s needs while protecting
resources forfuture use.” To be sustainable, critical infrastructure must be designed and
operated withinthe context of itsimpacts on the surrounding ecosystems, now andin
the future. The metrics forassessinginfrastructure’s sustainability include the extent to
which transportation construction and operatinginputs and resources are usedin
accordance with the long-term economicand environmental standards developed for
the system.

0 Survivability. Athird key performance criterion for resilientinfrastructureis the ultimate
test of the safety, security, and survival of the people, infrastructure assets, and
ecosystem. In accordance with this criterion, infrastructure meets the resilience
standardsif it is capable of withstanding damages with minimaladverse impacts—lost
lives, ecological impacts, structural damage—on the people, transportation operations,
economy, and environment.

Xll. “Stovepiping” of Government Programs
Source: Volpe, Final Report: Beyond Bouncing Back (2013)

e Resiliencyrequiresachangein focus from near-perfect efficiency to planned redundancy,
flexibility, fault tolerance, and resourcefulness.

e The Federal Government’srole may need to change—such as moving away fromits twentieth-
centurysilos and clustering around challenges instead of departments—because many solutions
are goingto be local and decentralized.

Source: TRB, A Guideto Emergency Response Planning at State Transportation Agencies (2010)

e State transportation agency executives should become familiar with the changing contextand
challengesfacingemergency response, in addition to the challenges of multiple agency
communication, cooperation, coordination, and consensus.
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Appendix K: Consolidated Interview Information
Collected by the Working Group

This appendix presents asynopsis of information consolidated from Working Group interviews. Itis
organizedintofive sections:

l. Transportation Risks

. Infrastructure Investment and Funding
[Il.  Making the Business Case

IV. Policiesand Practices

V. Leadershipand Coordination

I.  Transportation Risks

System-wide transportation risks are not well understood, and there is only limited visibility of risks
across modes and sectors. Better understanding of systemicrisks is needed for planning and risk
managementin the transportation sectorin orderto understand the extent of key dependencies and
confrontemergingrisks such as cyber threats.

System-level visibility should be primarily a government activity, and the publicsector needs to drive
sponsorship.

o Thereisoftenan elementof moral hazard on the part of the private sector: why should
individualcommunities investin resilience if Washington will pay for repairs afteranatural
disaster?

e A partnershipwiththe publicsector would be more appealingto the private sectorifitis framed
inthe focus of continuity/rapid restoration.

e Assuch, the governmentfaces afew keyinvestment challenges. First, to gain acceptance from
private entities, the government should frame funding as a partnership, rather than highlighting
the vulnerabilities of private systems. The government must also turn feedback from diverse
stakeholdersintoacommon operating vision. [t must also balance the necessity of funding after
disasters with the importance of communities investinginresilience.

0 SuperstormSandyservesasan example of the importance of visibility. Stakeholders,
includingthe Department of Energy (DOE), had limited visibility into how the liquid fuel
supply worked before Sandy, and did not realize thatinfrastructure was almost entirely
private. This contributed to the collapse of the liquid fuel supply distribution system
afterthe disaster.

Localized, rational action can cause a globalized disruption due to a lack of visibility.
e Actors workingindependently and dealing with eventsin real-time may cause cascading effects
that work against recovery, further exacerbating what may have been the initial disrupting
force.
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0 Forexample, schoolsare used as a place to house displaced people as ashort-term
measure, but this may prevent children from returningto school ina timely manner.
Informal relationships are also relied on too often.

e Past experiences can provide useful information for future incorporation of resilience, and
currentinvestment does not reflect the potential value of modeling and simulation. “What if”
modeling, for example, can simulate cascading effects on transportation modes. Successful
modelingincludes stress-testing systems, spotting vulnerabilities, and mitigating them, which
includes working with suppliers and other critical supply chain providers. Such activity is
fundamental for preserving the continuity of critical function, and is essential for both security
and recovery.

e Recommendation: DHS’ Science and Technology Directorate (S&T) can create a geographically
accurate infrastructure thatis functionally active but fictional, which would allowstakeholders
to work through ‘what if’ scenarios. This would not only stimulate dialogue, but also help foster
the visibility needed to examinecritical connections that would otherwise have notbeen

apparent.

There is a disconnect between incident management teams and long-range communication planners,
which can prove detrimental to coordinating response following an incident.

e ltisoftenachallenge fortransportation officials to connect with others who have important
information, and often there is alack of understanding overthe type of coordination required
aftera disaster. Incident management officials may not be communicating regularly with long-
range communication planners. Similarly, in the emergency managementworld, there is often
disconnect betweenthe emergency operations and long-range mitigation planners.

0 Forexample,in most cases, emergency managers are not reachingoutto transit
agenciesinadvance to ask, “How can we effectively respond to people whoneed help
and transport mobility?”

e Mr. Craig Fugate, head of the Federal Emergency Management Agency (FEMA), emphasized
planning hasto be for the whole community. There should be transport access for everyone.

e The Emergency Planningcycle consists of planning and preparedness, response and recovery,
and mitigation.

e In manylocal communities, the emergency manager might wear many hats, forinstance
orchestrating transportation and publichealth. Itisimportant to make sure transportation
officials are involved in emergency management. However, emergency managers might not
welcome the participation of transportation officials initially, as theirinvolvement may affect
the way exercises are normally conducted.

Intermodal and cross-sector planning and preparedness are crucial to responding and recovering
quickly.

e While executive leadershipis key, arobust program of drills, plans, and exercisesis necessary to
prepare forevents. There needsto be both a formal and informal network of responders
engaging before acrisisinorderto form fruitful relationships.

0 The Federal Aviation Administration (FAA)’s handling of the sabotage inthe Chicago air
trafficcontrol centerservesas a recent positive example. The skilled workforce shared
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the necessary information across systems and demonstrated the abilityto deal with
unexpected events quickly.
e How dowe make sure ongoingactivities do abetterjob of identifying vulnerabilities and

buildinginresilience? More innovative, integrated, and interconnected projects are needed, in
additionto more coherent planning processes.

Incorporating resilience and risk mitigation into the transportation sector requires network
redundancy, command and control operations centersin place, and information dissemination.

e Atthesystemslevel, resiliency involves redundancy, command and control, and information
dissemination elements.

e Attheassetorprojectlevel—suchasaspecificroadina particularlocation—thereisaneedto
incorporate design elements that can withstand impacts and bounce back quickly aftera
disaster. Such elements should focus on contingency factors, taking into account uncertainty
regarding future stressors.

e Peopleoftendon’tunderstand the meaning of resilience. Transportation officials rarely talk
aboutsectors beyond transportation, beyond land use and development. However, the
electricity sector plays aprominentrole in cross-sector cascading effects. Officials need to
increase theirunderstanding of not only the connectivity between transportation system
operationsand performance, but also what happens across sectors when events occur.

One of the major gaps inincorporating resilience in the transportation sector is the lack of
coordinated responses among the jurisdictions that are responsible for the individual parts of the
system, especially regarding operations.

e Jurisdictions have theirownidea of whatthey should do—the lack of jurisdictional coordination
isoften an obstacle to encouragingresiliency.

e Thereisa lack of understanding of how to assign benefits to resilience across jurisdictions.

e What oftendrivesdecisions on whether ornotto incorporate resilience are cost-benefit analysis
and least-cost solutions, which often results in omitting resilienceinvestments. From an
engineering perspective, the gaps are the tools, methods, definitions, and quantifications.

e Forexample, one Southern state attempted to mitigate the long term effects of climate change
by redesigning a coastal road to prevent future inundation from flooding. However, because
theirjob was to find the least-cost solution, they removed the potential improvements.

Coastal floodingis a both a security and economic threat to our transportation system.

e Thereare atleast 12 internationalairports subject to coastal flooding and several chokepoints in
the northeast corridor where flooding would simultaneously disrupt multiple modes of
transportation. Additionally, up to 60 percent of our population lives in coastal communities,
and 95 percent of the goods we use come through the coast.

e Coastalresilience is oftentied to socioeconomics:

0 Insurance companies have interesting datafor poorand middle class communities. The
losses with first-wave incidents are major, and there are also devastatinglossesin the
second-wave incident. If coastal properties are abandoned, this willalso affect
payments on school systems for other communities.
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0 SuperstormSandy servesasan example: the poorestareasin New York City and middle
classcommunities along New Jersey’s coast losthomes and businesses and did not
recover.

Our infrastructure was built to safeguard against highrisk, low probability events, but these have
become high risk, inevitable events.

We are facingeventsthat have not occurred togetherbefore, such asrising sealevels, extreme

storms, and aginginfrastructure. We do not have past experience to guide usin making

resilience decisions.

We are more likely tofocus onrepairing old infrastructurethan investingin new infrastructure.

Investingin gray infrastructure could be a potential solution:

0 Forexample, the surge barrieronthe ThamesRiverin London has been used 150 times

since it was built, and 40 of those timeswere inthe last two years. New York City could
benefitfrom asimilarsurge barrier; this would cost at least $20 billion.

From an intermodal perspective, there are areas that should be prioritized due to their vulnerability

and their urban proximity.

We needaresilience planthatisfocused onurban areas of critical national concern, and does
not solely focus on high-income areas.

There are areas that should be addressed first, such as the Northeast corridor, as well as major
seaports and airports.

Cascading effects are widely seenin the reliance of the transportation sector on the energy sector, but
resilience is being builtinto current and future projects, such as high-speed rail.

Officials are acutely aware of the risks the dependence on the electrical grid poses for high-
speedrail, asthe sector provides energy and maintenance of the transmission lines for
delivering energy. Redundancy and safeguards need to be builtin to mitigate disruptions. For
example, redundancy on the lines, on-site solar energy generation, and multiple system
providers.

The high-speed rail authority in one State has a safety and security task force thatregularly
meets toidentify and work through anyissues. The task force seeks to verify that all of the
relevantagencies understand the challenges and what their specificrole will be inresponding to
them. Thisserves as an example of advanced planning, as well asincorporatingresilience into
the design of the project.

The task force has regional meetings with local authorities and statewide officials. Subjects
include early engagement on planningand construction, stress prevention through design,and
risk-based approaches. In addition, the task force periodically hosts workshops with agencies to
examine risk from multiple perspectives. While the agencies each have different perspectives,
they collaborate to determinewhatis best for the rail system.
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While the transportation sector is aware of the need to bolster cybersecurity, much of the issue is still
new territory with regard to buildinginresilience.

The fire at the Chicago airtrafficcontrol centerserves asan example of the need to address
cybersecurity concerns. Every plane movementis being controlled and monitored, so if
someone gained control of the system, it could cause serious disruptions.

As a Federal regulatory requirement, railroads are installing a positive control systems,
especially where hazardous materials are transported.

All management systems of public/private entities use cyberassets to manage and pay
personnel. Asameans of precaution, while Memphis is discontinuing paper manifestos, they
will make sure electronicmanifestos are available tofirst responders.

Uncertainty remains asto whois in charge and what the specificcyberthreatis. There are
ongoing hostile, complexthreats (e.g., bugs can have a major impact through the entire system).
With mission creep and responsibilities, the Department of Transportation (DOT) steppedinand
took ownership of some key systems, including new computers and software. The Federal
Governmentalso builtamanagement network for Y2K response with a control center, but OMB
decided to dismantle the system and the control center.

The government needs to leverage resources and expertise more effectively to mitigate cyber risk;

currently cybersecurityis not a core competency of a typical transportation agency.

Many organizations do not have the information technology (IT) capability necessary to
maintain cyberresilience.

For example, high-speed rail will be electricwith trains traveling at 200mph. This brings
significantconcerns overan attack on itsinnerworkings and infrastructure. The safety and
security committee forthe system needs to consult external experts for guidance.
Transportation agencies often have abootstrap responsibility that looks to leverage expertise as
much as possible to getexpertadvice.

One way toleverage expertiseis to utilize university research, such as the work the Mineta
Transportation Institute has done in this area.

The U.S. Coast Guard (USCG) recognizes cyberthreats as a growing area of concern for maritime
transportation, especially due to the number of systems that are interconnected and computer
dependent.

Cyberisa unique threat: the number of potential attacksis unlimited. Malware can be used to
launch an attack, and it does not require in-depth technical experience. Malicious actors can
also purchase viruses and hackers.

Cyberalsohas a dynamicnature—new threats and vulnerabilities are developed and located
every day through computer updates, app downloads, etc. Tools, such as cameras, that would
have been considered an asset are now vulnerabilities because they can be hacked.

The USCG encourages the maritime industry to look to the National Institute of Standards and
Technology (NIST) Cybersecurity Framework.
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The greatest challenge to buildingresilience into our ports is integrating modes of transport, such as

truck and rail, with maritime facilities.

These entities have different business models—trucks use thousands of individual contractors;
rail has large, consolidated operations; and maritime is in-between.

Gettingall the partiesaround the table to produce cooperative dialogueisachallenge, and real-
time needs are even more difficult.

Stronginfrastructure starts at the local level; portauthorities are usually connected to state
networks andlocal chambers of commerce.

The complexity of interdependencies make it essential to understand the cascading effects associated

with the disruption of any lifeline sector.

Keyintermodal facilities are considered lifeline facilities—the effects of disruptions on them will
cascade to other modes of transportation. The earthquake in San Francisco that disrupted the
Bay Bridge serves as an example. Tunnelsin Boston Harborand the Port of Miami are examples
of critical, potentiallyvulnerable facilities that will cause major disruptionsif they experience
failures.

In addition, research conducted on the economic costs of disruptions to freight systems has
shown that the severity of the cascading effects was dependent on the length of the disruption.
Infrastructure that has shared geographicreach andinterdependencies has to be prepared for
multiple hazards. This creates a challenge forlocal, State, and Federal jurisdictions. A regional
approach is bestfor understanding systems across networks.

One of the findings that came out of Superstorm Sandy is that lifeline infrastructure often refers
to regional infrastructure. There is no such thing as national infrastructure; rather, there is local,
regional, continental, and global. National plans need to be builtaround plans that focus on
regional systems. Officials also need to coordinate with continental partners, such as Canada
and Mexico; our markets depend on a north-south access, notjust east-west.

Any type of CEO roundtable needs to considerinterdependencies. The discussion will be most
fruitful with participation from asampling of CEOs from a range of lifeline sectors.

There have been numerous examples of cascading impacts across modes of transportation, and these
are most visible in single points of failure.

Shared freightand passengertrain corridors provide efficiency, but do not have a margin for
errors or outages. If aline gets flooded or a bridge goes out, oftenthere is no parallel structure
to take on thisload.

Many inter-city passenger facilities are home to several different modes of transportation. For
example, Union Station in Washington, DC provides service forthe MARC, VRE, and Amtrak
trains, as well asthe underground Metro and multiplebuslines. If afacility like Union Stationis
debilitated, the effects would cascade across multiple modes of transportation. Fulton Street
Stationin New York City was out of service foryears after9/11.
Protectingintermodalfacilitiesis achallenge. Forinstance, ports, which are vulnerable to storm
surges, may be owned by private or state operators—freightis often private, and there are
many operators with different types of investmentsin the port’sinfrastructure.
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Infrastructure Investment and Funding

Chronicunderinvestmentin transportation systems has led toinadequateand decayinginfrastructure.
Decision makers often do notinclude resiliencein infrastructureinvestment planning, and lack
understanding of resilience and why itis critical. In addition, the structure of publicfunding provides
little incentivetoinvestinresilience. Publicfundingemphasizes emergency response at the expense of
planningand buildingresilientinfrastructure. Limited publicfunds are focused on the immediate needs

of today, at the expense of investingin the future.

Resiliencyis not encouraged or reinforced through funding and organizational structures.

Instead of incentivizing building resilience into infrastructure, Federal funding focuses on
disasterresponse.

Sandy showed thatrisingsealevels could jeopardize concerns about aging and coastal
infrastructure, inadditiontoagrowingawareness of terrorism.

We arein a better place than 5 or 10 years ago regarding awareness, buthow do we manage
response and build expertise? Can DHS assist transportation agencies by providing technical
assistance and expertise?

Recommendation: Use a portion of the emergency relief funds at DOT to provide pro-active

training for prevention and preparedness purposes.

Resilience is viewed as a trend in risk mitigation, so many agencies are using resiliency funds for
administrative costs that keep personnel they would otherwise lose if there was a shift in focus.

The publicsector provides capital funds, but not operatingand maintenance funds. Ithas a
defensive posture, anditis difficultto get people to make long-terminvestments. Framing long-
terminvestmentas “puttingina billion dollars to save four billion dollars” could change this
perspective. We need to create cost benefitratios far greaterthan “minus a billion” to “save
fourbillion,” and we need to fosterthe political will forthese investment changes.
“Spot-onrepair” doesn’taccomplish anything systemically, as there are no plans to upgrade it if
it breaks. We need aninter-state, systemic plan forinfrastructure development. The post-
mortem on Superstorm Sandy will be that no one invested systemically in infrastructure, but no
oneisplanningto update whatis being built post-Sandy. Officials need to understand
vulnerabilitiesand monetizethe risk of acting and failing to act.

The National Institute for Coastal and Harbor Infrastructure (NICHI) is developing a coastal
alliance to act as an advocate, and should be developed as an academy with campuses.

Federal moneyis needed to entice states to participate, with the eventual goal of an integrated,
interstate, coastal infrastructure system.

About 60 percentof the U.S. population lives along coasts, and 95 percent of all goods arrives

from the coasts.
While othercountries have plansto build integrated infrastructure systems, itis easier forthem

because they are smallerand more homogenous.
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More moneyisneeded, and notall of it can come fromthe Federal Government. Federal funds
can be used asa carrot to entice otherlevels of government to participate, including State,
regional, and local governments. Officials should not exclude solutions just because they were
not inthe original frame of a monetary vision.

Infrastructure funding hasto be a shared responsibility between the private and publicsector.
For example, Pennsylvaniais transferring the ownership of 500 bridges to the private sector,
and it will be useful toexaminethe impact of this decision.

The Metropolitan Transportation Authority (MTA) in New York is taking out parametric
insurance, aiming to protect again catastrophicloss due to storm surge, and provides an
interestingexample forthe Federal, state, utility commissions, and the private sector.
Coordination of these entities is essential—currently, Federal and state agencies are
disconnected, as are the publicand private sector.

California has expanded the sub-allocation of Federal funds, giving state metropolitan planning
organizations a unique amount of responsibility and resources.

The Metropolitan Transportation Commissionis under Federal law as ametropolitan planning
organization (MPO).

There should be strong Federal control of planning responsibility, and this should be required to
adopta long-range plan every fouryears.

For example, the State of Californiaowns seventoll bridges, but the actual revenue stream,
totalingabout $700 million ayear, isowned by a state agency. Revenueis used toimprove
transportation assets; financial resource matters alot. The agency has specificauthority under
State law to withhold fundsfrom transitoperatorsif they do not coordinate their affairsand
activities with neighboring transit operators.

Governments should frame infrastructure investments as economic and community developments, as
this framing structure will make it more likely for investments to be made.

The Holland Superstorminthe 1950s demonstrated how infrastructure investments benefit
communities. Surge barriers erected by the Waterworks Commission became a highway and
created tremendous economicdevelopment.

In the Boston Harbor, a new sewage treatment plantinstalled for $3.6 billion during the 1980s
recessionresulted in hundreds of billions of dollars in other harborinvestment.

Without this reframing, investments will continue to be delayed and some could never be made.
NICHIis fostering coastal alighment to advocate fora unified resiliency agenda. The Institute set
up a coastal leadership academy to educate public officials on resilience and implement
recommendations made on climate preparedness and resilience. This academy needs grassroots
support.

NICHIis also focused on building alliances with communities and publicofficials who have
working relationships with Congress, the Administration, and governorsin orderto generate
political will.
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Resilience is beingincorporated on a limited basis in transportation planning, but each successfully
adopted resilience plan presents a model for future resilience incorporation.
e Some areasare implementing more efficient systems by using simpletechniques such as
sustainable pavement, LED lighting, and old tires.
e Salestaxand bridge toll collection can generate transportation funds. Inthe past, these
measures would raise capital, not operating costs. Today, they raise both.

lll. Making the Business Case

Itisdifficulttoshow the value of investinginresilientinfrastructure and practices. Thisisdue in part to
a lack of cost-benefit dataand resilience metrics, funding constraints, and a poor understanding of
emergingrisks. Betterdata, tools, methods, and practices are needed that factorinlifecycle costs of
transportationinfrastructure. This will confront emerging risks such as aging infrastructure, cyber
threats, and extreme weather. Near-term investment to protect against possible future risksis ahard
sell, even with good data. Yet, rebuilding aging or damaged infrastructure to standards that address only
historical risksis shortsighted and costly. Resilience must be builtinto transportation infrastructure to

IM

addressthe “new normal” of risks.

Resilience needsto be incorporated across the entire lifecycle of infrastructure.

e We are at peril if we cannotensure system functionality duringan emergency and throughout
recovery. Because resilience is an emergingfield, there are coordination and capacity issues for
the governmentwhen planninginfrastructure projects.

e Resilience needstobecome adesign elementin construction projects and maintenance, which
requires an understanding of what a resilient design is before rebuilding begins.

e Duringthe aftermath of a disaster, peopleare rebuildinginahurry. All of these projects need to
be approved, and many have multiple funding sources. This leads to design problems that have
to be retrofitted afterwards. Many agencies do not have past experience and materials to draw
fromwhen planning resilient projects, sothey are unsure of how to even approachresilience as
a designelement. We need toinvestinaworkforce thatis aware of resilience principles.

e One way companiescandevelopacomprehensive understanding of resilienceis to publisha
resilience impact statement (similarto an environmental impact statement) for each project.

In taking a comprehensive lifecycle approach to transportation infrastructure resilience, choosing
projects that benefit multiple stakeholdersis the best way for the governmentto manage public
response to resilience.

e Thegovernmentneedsto demonstrate how projects such as highway risk mitigation, solar
powerdevelopment, rain gardens, and ‘green’ surfaces can benefit multiple stakeholders by
showingthe positiveimpacts. Projects such as building barriers along coastal tunnels and transit
stations can boost business continuity. In addition, developing microgrids or off-grid power
sources could provide regional resiliency.

0 Forexample, after Sandy, the development of micro-grids and green power sources
increased resiliency. Transit projects in Hoboken, NJ reduced recurrent flooding through
zoningand identifying what would have the highest returns.
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Many agencies, aswell as millennials and baby boomers, have avested interestin resilience.
Making significantinvestmentsin transportation would reduce deficits and the burden young
people willface inthe future.

Usually terms are set up at the beginning of acontract-the investoris responsible for operations
and maintenance. How do you factor thisinto a cost-benefit analysis? Pre-placed contracts
worked for some companies, and transitagencies and others have used umbrella contractsin
the past.

It would be helpful to have streamlining mechanisms following a disaster. Forexample, if a
bridge or rail line sustained major damage, and there was a need to expand the piers, it could
trigger environmental assessment or environmentalimpact statement and greatly affect the
project’s time and cost.

Officials should look at incorporating resilience into the lifecycle of infrastructure from a regulatory
perspective, and should focus on buildinginvestment.

Describing the costs and benefits of investingin resilience poses acommunications challenge.
Private sectorinvestorslook at the full lifecycle of a project, forexample, moneyisinvestedin
toll roads and supportsresilience. Itisimportant to understand and recognize the benefits of
investment. Forinstance, by analyzing the amount of people traveling on a structure compared
to previous travel patterns, spanninga period of 10 years. The value should be estimated
accordingto the local economy, local transportation, and the freightindustry.

The organization makingthe investment gets the long-term returns, and usuallyis responsible
for operations and maintenance. This guarantees resilience remainsinitsinterest.

In the Transportation Systems Sector, resilience measures have beenincorporated more often by
accident than design. However, they are slowly becoming more commonplace as companies examine
transportation projects through lifecycle costs.

Projects such as high-speed rail are examining risk management and buildingitinto project

development. Too often, construction is separated from maintenance and repair, and they are

treated separately.

Recommendation: Consider lifecycle costsin project planning, including what it takes to

maintain a project overits lifespan and how design standards can mitigate potentialissuesin

the future:

0 Forinstance, dealingwith acollapsed freeway requires diverting trafficto alternative

roads. How do we manage and communicate that diversion? The vast majority of
commuters only know one way to getto work; if something happens, theirdaily routine

isdisrupted and they panic.

The effects of extreme weather and climate change need to be factored into cost-benefit analysis of
transportation infrastructure. Since it is costly to retrofit enhancements, resilience mustbe
incorporated into the lifecycle of transportation infrastructure.

Extreme weathercan have a range of effects oninfrastructure. Forexample, droughts can affect
agriculture, which can have an impact on the freightindustry, and wildfires can cause pavement
to buckle, which can have a significantimpact on the transport of goods across the country.
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While railroads have their own funding and generate revenue, highway and publictransit
systems are suffering from delayed investments and have decayed from deferred maintenance.
For a bridge to last 100 years, you need to analyze the lifecycle costs, including lane repair
(having enough width to accommodate growing trafficneeds) and piers thataccommodate for
flooding.

Resilience is often phased out of project design because of cost concerns. However, itis more
expensive repeatedly repairinfrastructure later on. Anemphasis onlong-term planningis key,
because overthe next 50 years, at least one major event will likely occur.

The Transportation Systems Sector needs to be able to implementresilience, such as by securing
opportunities for executive level engagement and supporting cost benefit analysis for infrastructure
projects through modeling.

Harvard was able to convene CEOs, but just one meetingis notenough. Abroaderimpact can
onlyarise whenthere is a capacity for implementation.

In the long-term, we need representation across the country, not justin Washington, DC.
Thisincludes motivating CEOs and government officials to sustaininterestin resilience, such as
by raising private sectorrewards (e.g., changing general accounting principles) and deciding who
(or whatagency) will implement resilience across administrations.

Comprehensive, national datafor matrices/modelsis lacking. However, the insurance industry
has a lot of impact data. Theissue is also sharing the data and makingitavailable.

Local and regional governments have acted as firstresponders, and have served as hotspots
where people have built matrices/models to focus on cost benefit models. Louisianais the most
advanced because of Katrina, and is working closely with the RAND Corporation to develop
models, and work on cost benefitissues.

Modeling can be an effective tool for examiningresilience at the macro level, but tends to fall short at
examiningresilience atthe micro level.

There are good models of network flows of imports and exportsin the U.S, which incorporate
changinginputvariablesinto the future. However, the models have trouble capturing supply
chainlogistics atthe local level for metropolitan areas such as Boston, Chicago, and Atlanta.
How doyou model local delivery, including warehousing distribution centers?

Models needtoincorporate the scale of the application and the length of the disruption:

0 Forexample, afterKatrina, liquid fueldistribution was severely disrupted. Oildeliveries
were delayed by days, maybe weeks, to Atlanta because of destruction in the Gulf.
Input-output models should what goesintothe transportation system to make it work
(e.g., fuel, human resources), what comes out, and how that flow impacts the
economy.

Land use scenarios are common across the country, and scenario analysis and flexible design
incorporate resilienceinto infrastructure. Contingency and buffer factors protect assets and
promote resiliency.
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IV. Policies and Practices

Government structures, processes, funding practices, and regulations can act as a barrierto
implementingresilience inthe transportation sector, and the structure of Federal programs do not
fostercross-modal resilience. In addition, Federalmanagers may lack a clear and coherent definition of
resilience and the programtools to encourage resilience, which may lead to disjointed action in building
resilient transportationinfrastructure.

Governmentregulations and jurisdictional responsibilities lack a resilience framework, and do not
adapt adequatelyto crises.

e Whileregulations serve important purposes, they can confound responseand recovery to
extreme events.

0 Forexample, during Hurricane Irene’s outages, utility trucks were stopped at state
borders because they did not have the properauthority to bring in generators.

e [tisimportantto rememberthatregulationscanbecome alevel of governance issue, inthat
they ofteninvolvesmall andlarge players, highly and loosely regulated players at the local,
county, State, and Federal level.

e We alsohave to rememberthat we are dealing with systems that are not only national, butalso
are cross-borderandinvolve international entities.

0 Forexample, Superstorm Sandy occurred during the “Christmas rush” for containerized
cargo movement, and had particularly negative economicimpacts. Noone mapped out
national cargo movementat a Federal level. Some trafficwent to Halifax, Canada, while
the Canadian National Railway doubled its capacity, and some cargo made it back down
to New York.

0 Norfolkwas heavily congested with some of the cargo, and the Jones Act prevented
movement, and nowaiverwasissued.

o There are specificactionitems governments can take on, such as gaining an understanding of
disruptive risk beyond individual systems at the regional level. Officials should also consider
moving from a stationary risk perspective to a non-stationary one that accelerates the analysis
of unfolding risks. Analytictools could project these risks against real infrastructure so owners
and operators can make informed decisions.

Many guidelines and standards can inhibitresilience developmentin the Transportation Systems
Sector, and the Federal Government needs to provide coherent guidance on how to mitigate risks.

o [t'sdifficultforlocal transitagenciestotackle global issues such as climate change and sealevel
rise. The Federal Government should stepinand provide guidelines, directions, and funding.

e Traininginrisk managementis key. While many people claim to practice risk management,
thereisarigorousscience toit, andit’s still not practiced by many officials.

e Statelaw requiressome areasto use a riskregister. Thisisa scientificapproach to assessing
risks, which includes identifying what the risks are, and what steps can be taken to manage
them. Standard requirements for organizational risk management would be usefuland could
have positive results.
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Insurance could incorporate resilience, because it focuses onreal, not political or societal, risks.

The MTA had a substantial amount of insurance before Sandy, but getting the policy renewed
and expanded afterthe disaster was challenging. Insurance bonds would pay outimmediately,
and are notbuiltaround assessment.

They have adopted a form of parametrictriggerinsurance, which meansthatata certain storm
surge (8 feet at Battery Park), the insurance catastrophe bond pays outimmediately. Essentially,
the MTA is mitigating up to that threshold.

Insurers help shiftthe focus to real risk by compelling mitigation measures and making
resources available quickly to support recovery.

Recommendation: The current formula underthe Stafford Actis most likely not sustainable, and
Congressis movingagainstthatlevel of support. Congress could slightly change legislation after
the nextlarge event. Ratherthan providing 80 percent of funding reimbursement, they could
reduceitto a lowerlevel (50-60 percent) unless acommunity performs assetinventory,
developsaprice, and takes outinsurance on a portion of the assets. Essentially, thisis devising a
policy tool that drives a markettool to change behavior.

Asset management mechanisms, such as the requirementin MAP-21, facilitate systemresiliencyin
the metropolitan planning process.

Resilience is notjusta design, operations, and constructionissue, it’s very much aplanning
issue.

Since every State DOT s required to have an asset management system, a performance-based
system s an excellent platform forintroducing resiliency into the system. It minimizes change
and allows states to practice risk mitigation through examining, updating, and monitoring
assets.

However, the concept of asset management fortransitagenciesis very different. Most State
DOT decisions, such as adding a trafficlane to ease congestion, are based on cost analysis rather
than asset management.

State DOTSs rarely consider resiliency in project-level decisions, and thisis a real resiliency gap.

While the Federal Government has successfully collaborated with State governments on issues such as
climate change, the government can have a more active role in command and control centers and
transportation policy and funding regulations.

The government has funded many demonstration pilots. For example, the Federal Highway
Administration (FHWA) had about 22-24 pilots showing MPOs and State DOTs how to examine
climate change and presented strategies to minimize disruption. Often State DOTs will not
implement changes unless anotheragency doesitfirst.

The Transportation Equity Act forthe 21st Century (TEA-21) helped locate system bottlenecks.
Thisaidedinidentifyingcritical areas of concern forsystemresiliency—whetherfor hurricane
evacuations orassessing portaccess vulnerabilities. Federal funding can take an analogous
approach.

For years when somethingwent down, under FEMA, you could only replace ittoits pre-existing
condition, and couldn’t make any design changes. Now the policy statement says design
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improvements are allowed forreplacement assets. This should be how Federal emergency
response works—allowing transitagencies toimprove.

e Cybersecurityisabigissue forcommand and control centers. Systemresiliency is not just having
assetsinplace, butalso includes management of those assets. If people can hack systems such
as air trafficcontrol and navigation, it would create havoc.

e Assuch, control centers are essential —thefirst one in New York City sparked the rise
throughoutthe country. They show from an operational perspective how resiliency can be
integrated into actual system operations.

The transportation industry has the ability to respond to disasters and emergencies, but regional
coordination is needed, because control over the systemis fractured.
e Primarily, thisinvolveslocal and regional transportation.
e Couldaregional trip plannertie multiple systems together? A metropolitan planning
organization kind of function could examine how to manage transportation on a regional basis
e Transportation needs more recognition fromthe Administration. Itinvolves the economicand
overall well-being of regions and cities.

While the state of California has made significant advances in reducing greenhouse gas (GHG)
emissions, the state is lacking in adaptation measures, where resiliency is key.

e C(Californiahasastatewide statutory framework to mitigate GHGemissions. Itincludes
requirementsinthe transportation sectorand meets numerical reductions. Thisis crucial for
infrastructure and residential development to reduce vehicle miles of travel and GHG emissions.
However, it has not advanced as much on the adaptation side. Thisis where resilience forsea
levelrise is goingto playa bigrole.

e The San Francisco Bay has beenrising for many years. The Bay Conservation Development
Commission has mapped outthe possiblesevere consequences of sealevel rise for the Bay
Area. A 48-inchrise in sealevel would inundate all three of the national airports, some sections
of the BART system, and major highways. The South Bay is very shallow; Google, Facebook,
Apple would all be underwater.

e We needtofigure outhow we can protect those facilities with levees, wetland restoration, and
otherstrategiesinthe eventof sealevelrise.

V. Leadership and Coordination

Coordinated national leadership is essential for nurturing and accelerating a culture of resilience in
transportation and aligning the actions of government and industry. This requires aclearvision, policies,
and plans. The Federal Government’s ability to build cross-modal relationships is crucial for creating
communication and coordination planning mechanisms throughout the publicsector. Top executive
engagementand effective collaboration plays akey role inincorporating resiliency into transportation
infrastructure.
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Resilience should be a key criteriain the design of transportation infrastructure, and the Department

of Transportation should lead resilience incorporationin the sector.

Transportation systems are interconnected, and often weak links are not clear until they are
broken. Vulnerabilities need to be incorporated into resilience, but mitigating actions are
influenced by other priorities and resource availability.

DOT should have a designated group to tackle long-term resilience issues, providingimmediate
responsesto provide focusforall agencies within the department.

Planners and engineers need to design to appropriate standards and anticipate all hazards.
There needsto be a planning framework thatincorporates the age and condition of assets and
the options for managingthese assets during and after disruptions.

We need a major change in national policy for the Transportation Systems Sector, starting with a

focus on government leadership.

A leaderneeds totackle this problem and coordinate with different transportation modes and
othersectors. Additionally, the sector needsto be better coordinated with Federal, state, and
municipal resources.

We needtodevelop the political will that’s necessary for change by looking to past experiences
engrainedinour cultural institutions. President Carter’s “malaise” speech and Reagan’s
“Morning in America” speech serve as two examples of leadership rhetoric.

Our policies need to evolve from disasterreliefto response and repair.

There are noplansto investin coastal resiliency, orresiliency in general. The macro solutionis
to change policy and government organization.

Recommendation: We need a method forimplementing recommendations, including a specific
structure for resilience.

The U.S. Committee on the Marine Transportation System (CMTS) can serve as a model for bridging
the gap among multiple government agencies overseeing one complex system.

There are over 30 Federal agencies and offices engaged with the marine transportation system,
includingthe United States Coast Guard (USCG), the United States Army Corp of Engineers
(USACE), the National Oceanicand Atmospheric Administration (NOAA), the United States
Maritime Administration (MARAD), the Departments of Energy, Agriculture, and Defense, as
well as the Office of Managementand Budget (OMB) and the National Security Staff.

The Coordinating Board of the Committee rotates at the Cabinetlevel between DHS (USCG),
DOD (USACE), DOC(NOAA), and DOT (MARAD). This ensures that abroader perspective is
always presented as well as balance, which guarantees that the focus remains on whatisin the
bestinterest of the Nation’s marine transportation system.

The Committee has developed a handbook of Federal funding sources for MTS-related
infrastructure, featuring sections foreach program including points of contact, criteria, funding,
etc.

The handbook provides a Port Developer/Port Authority/State transportation officer with an
understanding of what specificfunding sources are so that they can leverage theirresources
with private, State, and local funds to begin their project.
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CEO-level engagement plays a major role in gaining support for resiliency.

The effort needs top-level leadership thatincludes daily interaction and debriefs after disasters.
We needto considerwhatdrives private sector decision making. Thisincludes integrating
resilience into annual reports. A responsible CEOis already thinking about company resilience.
For example, they are aware of supply chain weaknesses and response mechanisms. However,
they may overlook long-term vulnerabilities.

Surface transportation needs along-term investment commitment. Italso needs atimely re-
authorization package, and has been suffering from underinvestment since 2009.

Long-term capital investments take money, commitment, time, and require certainty. Letting
existing assets deteriorate (such as seen onthe U.S. Army Corps of Engineers Report Cards), not
takingaction on future demands and requirements (such as that freight movement could
double), and not getting asset structure in fundamental order creates significant risks.
Recommendation: Federal leadership is needed. Transportation assets, such as rail, have an

effective processforplanning, but do notalways use it.

Building working relationships across modes would create common communication and coordination
planning mechanisms, and non-profits are particularly suited for bringing together the public and
private sectors for this purpose.

Transportation officials should work with their emergency management counterpartsinvolved
ina disruption.
0 Forexample, officialsin charge with coordinating aspecial event need to work with

trafficplanning officials, perform modeling to test plans, and strategicdevelopment.
Emergency planningand exercises officials should develop working relationships, as workers
who have experienced past events caninformresilienceincorporation forthe future.
Non-profits such as the All Hazards Consortium and Pacific Northwest EconomicRegion
effectively bringtogetherthe private sectorand government stakeholders, spearheading plans
for disasters such as power outagesto special events such as the Olympics.

Private sectorengagementneeds to be accomplished in a way that does not isolate the business
community or appear as regulatory overreach.

For example, the San Francisco Bay Conservation Development Commission was set up to
restrictfill of the bay, and has land use authority about 100 feetaround the bay. They
attempted toadopt climate change policiesrelatingtosealevelrise, but the business
community rose up and eliminated it. They were concerned the commission would overstep the
100-foot zone, and that there would be a regional “land use czar” regulating activity.

The private sector’s strongreaction to the policies serves as a reminderthat potential resilience
policies need to be discussed with the whole community, including local business owners.
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Public-private partnerships can be a valuable tool to incorporate resilience, butthere is concern from
the private sector that the more requirements that are integrated into project design, the less the
businesses will profit.

e Convincingboth publicand private entities to work togetherto achieve acommon goal forthe
publicthatis notnecessarilyinthe private sector’sinterest will be asignificant challenge —how
do you encourage private investmentin publicfacilities?

e Designingnew facilitiesin areas prone to natural disruptions, require the incorporation of
resilience into contractual arrangements. This has become animportant current financial
strategy.
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Appendix L: Consolidated Information from Study
Group Subject Matter Expert Discussions

This appendixidentifies key information examined by the Study Group duringits discussions with
transportation and critical infrastructure resilience subject matter experts (SMEs). This material aligns
with the seven roundtable discussions conducted by the Study Group with relevant SMEs. They are:

l. Port Operations—Port of Los Angelesand Port of Long Beach

. Pipeline and Surface Transportation Planning and Policy

[Il.  Port Operationsand Intermodal Transportation

IV. ResilienceinAviation and General Transportation

V.  Transportation Resilience and Cybersecurity Policy Perspectives
VI.  SupplyChainPerspectives

VII.  FreightRail Transportation Resilience

The information below includes important themes discussed during the course of each discussion and
selected discussion excerpts to provide context.

I. Port Operations—Port of Los Angeles and Port of Long
Beach

Port resilience is best understood through the lens of business continuity and economicimportance.
e Theresilience perspectiveis understood within the concept of economics, suchasinensuringa

functioning port economy and examining how the port contributes to the national economy.

e Modifyinglarge vessels and ports to make them more resilient (e.g. cold ironing)in California
can be used as a national resiliency model for other ports.

e Fundingforbusiness continuity, such as for trainingand equipment to rapidly recover, is amajor
concernfor the port industry because “business continuity” is a relatively new term for
governmentagencies.

o Gettingtherightpeopleinthe roomand enabling stakeholders to exercise togetherand build
relationshipsisanimportant piece tothe resilience puzzle.

Port business is inextricably tied to the movement of goods, and port disruptions can generate wide-
reaching cascading effects.

o Theimpact of a disruption ata portexpands beyond the initial incidentand can have lasting
impacts that transcend time and place. This ultimately affects trust between the portand
businesses usingits services. Cargo thatis lostduring the incident may neverbe regained.

e The Port of Long Beach examined logistics chains and the movement of goods at both the
international and local level. This began with contacting businesses connecting to the port,
examining what moved the goods, and holding meetings to develop synergy.

e Majordisruptionsrequirethe porttobe restored, aswell asinfrastructure (e.g. bridges, rail
lines) thatconnectstoit oris used for the movement of goods.
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The single-mostimportant factor for maintaining port operations during a disruption is maintaining
the energysupply.

A single point of failure exists in the electricity supply. In orderto mitigate the impact of a power
disruption on port operations, the port mustlook to alternative sources. However, alternative
supplies may not be sufficientin sustaining afully functioning port or may not completely
addressthe energy disruption.

Powerand fuel are a top priority during transportation disruptions. During adisruption, ports
needtosecure and disperse fuelto affected locations.

Poweris critical to port operations, and there isaneedto understand the synergy of ports and

powergeneration. Power operates the cranes, fuel pumps, and pipelines. Withoutit, goods
cannot be moved.

The basic nature of ports and other lifeline dependencies creates avulnerability-rich environment.

The nature of port locations can make them vulnerable to disasters outside a port’s campus.
Transportation paths (e.g. bridges) can be severed; creating major complications for moving
goods.

Water isan issue, due to the single point of failure presentin the local water system, especially
when ports rely on only one water system. Water disruptions or shortages will upset port
operationsfromalabor perspective, as personnel must have certain levels of sanitation and can
refuse towork.

Existing obstacles to achieving full port resilience impede fullimplementation of resilience measures.

Regulations and “red tape” may restrict operations during disruptive events. During declared
emergencies, there hasto be a “give-and-take” to enable services, transport goods, and avoid
regional atrophy.

Full and consistentfunding foremergency managementtrainingandresourcesis key.

The biggestthreatto the POLA-POLBregionisan earthquake, due to fragility of current
infrastructure and the lack of modernizedinfrastructure.

There is sufficient capability in communications usage, but insufficient progress in mitigating cyber
threats.

Terminals operate on separate technology networks, and as such, there is redundancy.
However, with the responsibility of cargo management given toindividual terminal
owners/operators, vulnerabilities may unknowingly exist. The owners/operators have the
opportunity to build resilient cyberinfrastructure, but there is no consistent standard torequire
themto do so.

Information sharingisimportantto cybersecurity. With increased cyberincidentawareness,
terminals willbecome more engaged in cybersecurity.

Ports have built-inredundancy in communications, due to their diverse communications usage.
Duringa disruption, they leverage command/control centers to send out communications that
prevent freightand others fromtravelling to the port.
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Il. Pipeline and Surface Transportation Planning and Policy

Building a resilient transportation system starts with a change in the Transportation Systems Sector
culture.

e Resilience needs equalfooting with otherimportantvaluesin transportation, such as
cost/benefitand safety.

e Keyaspectsto improving Federal and SLTT coordination and advancing resilience include
maintaining momentum ininter-agency discussions and working across governmentsilos.

e Aclose analysis of long-running and established assumptions will illuminate the transportation
system fail points and uncovervulnerabilities that may have gone unquestioned and
undiscovered.

e Resilience will take ageneration or more towork its way through the transportation system.

Resources maintaining the security of the Transportation Systems Sector, such as funding, can be a
vehicle to building resilience.
e Fundingallocatedtobuildingresilienceis needed to putresilience plansin place eitherduring
the design/build phase orinthe rebuilding phase afteran emergency event.
e Training, regularexercises, and funding resources need to be emphasized toimprove resilience.

The Transportation Systems Sector is composed of smaller systems and interlocking modes; as such it
is vulnerable to points of failure and cascading effects.
e Theinterconnectedness of transportation modes makes them vulnerable to cascading effects:
0 Freightandaviation are two modes that cause and are affected by cascading effects
across the transportation sector.
0 Governmentofficialsand operators need to understand that although there may not be
damage to infrastructure in their state, cascading effects could impact them.
e Acritical vulnerability of the Nation’s transportation system s the single point of failure nature
of interconnecting transportation modes.

The limited exposure of pipeline infrastructure belies its criticality to transportation systems and
other sectors.
o There are critical pipeline nodes within the Los Angeles-Long Beach region that, if disrupted or
damaged, will cause atremendous regional effect and cascade beyond the region.
e In California, logistics issues make moving product traditionally transported by pipelines difficult.
0 A majority of the productflowingthrough the pipelineistransported directly to the
facility, and only aminority of refinery outputleaves the property by truck.
0 Bargesmay betoo bigfor terminals, severely restraining activity.
e Thetransport of hazardous materials by rail can be an effective alternative supply method
duringan emergency eventthat disrupts pipeline activity.
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The reliance on information technology (IT) leads to both operational efficiencies and vulnerabilities.
o Thesector’'sgrowingreliance on supervisory control and data acquisition (SCADA) systems and
othercyberinfrastructure provides operational benefits, butincreases system vulnerability.
Human capital is needed to decrease the vulnerability of cyber systems.
e Thereisan organizational disconnect between who runs the IT systemsand who needs to
protectthem.

lll. Port Operations and Intermodal Transportation

A whole community approach—including a coordinated effort among Transportation Systems Sector
components and response/recovery personnel—is key to successful response and recovery.

e Coordination with local communitiesis critical to rapid response and recovery, and requires
trusted relations built overtime and through shared experiences and exercises.

e Localized personnel know how to fix the infrastructure they use a daily basis and how to make it
more resilient. The biggest challengeis how to organize knowledge, train the port community,
and establish communications between government officials and personnel doing the work on
the ground.

Superstorm Sandy was a major event that changed the understanding of port operations during
disruptions.

e Superstorm Sandyilluminated the limitations of existing responseand recovery preparations for
major disasters, and focused attention on the needforresilience to be builtinto all aspects of
preparedness.

o Thedisasteralsounderscoredthe importance of maintaining and prioritizing the restoration of
electricity during disruptions. Without power, port operations cease.

e Port authoritiesand tenants had to develop ad hocsolutions to unanticipated effects. However,
authorities, tenants, and stakeholders used their prior experience with major disasters and
disruption scenarios to quickly establish communication channels to effectively work through
problems.

Further actions can be taken to improve resilience in port operations, and these actions have broad
applicability to other modes.
e Theseactionsinclude:
0 Examiningregulations (e.g., Merchant Marine Act/“Jones Act”) tosee if their
requirements can be waived in extraordinary situations to enable rapid recovery
O Recognizingassociations (e.g., American Association of Port Authorities) as key to
organizing mutual assistance arrangements among the Nation’s ports
0 Providing (through the Federal Government)resilience financing assistance through
grants and investmentincentives to build resilience into new infrastructure
0 Buildingresilience into repairwork through Federally-supported standards and
promotinga culture of resilience
0 Encouraginga dialogue with majorretailers about theirsupply chains
0 Buildingacohesive community of responders that exercises and trains often
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Resilience in Aviation and General Transportation

Comprehensive implementation of resilience needs a catalyst and the removal of rapid recovery

barriers.

Typically, negative consequences from an actual eventare needed to spursubstantial
infrastructure investment. Investments in emergingissues (e.g. climate adaptation) are difficult
to justify whenyou have immediate needs for safety improvements orincreased capacity.

To rapidly resume operations, aviation would benefit from flexibilityin compliance.

Obtaining fuel was achallenge to resuming operations post-Superstorm Sandy, as roads and
bridges were blocked. Federal red tape exacerbated the challenge—there was aninability to
transferfuel tothe private sector despite the availability of nearby military resources.

Transportation Systems Sector resilience can be facilitated through collaboration that creates a

system-wide common operating picture.

Associations and council governments could enhance coordination using existinginformation
paths and prior knowledge of who should take action.

Partnershipsin metropolitan areas work better—the farther you move from metropolitan areas,
the more partnerships and communication streams are notas well defined.

Thereisa needto ensure relationships and connections are in place to address modal
dependencies. If one mode is not working, there will be other disruptions down the line. For
example, small-scaleincidents can have significant disruptions beyond the initial airport.
Coordinationand dedicated transportation of Federal employees would help expediteand
containdisruptions.

Common messaging, operations, and procedures allow transportation agencies to consistently
and appropriately respond to disruptions.

Planningin advance and applying lessons learned would best situate the Transportation Systems
Sector to weather disruption.

Developing COOP plans, practicing procedures, conducting cross-agency and cross-jurisdictional
exercises, and working with community members enables organizations to “know the players.”
This helps them anticipate where disruptions may occur and effectively respond.

Lessons learned from exercises and specificdisruptions can be applied to largerevents. For
instance, the Asiana Airlines Flight 214 crash illustrated how to better communicate with the
publichealth community. This could be applied to an earthquake.

Transportation systems are growing more reliant on information technology (IT) and have an
increased risk of malicious actors exploiting system vulnerabilities.

Increasingly sophisticated transit systems are exposed to sophisticated cyber-attacks. Itis crucial
for transitto develop internal cybersecurity capabilities that parallel the growing dependency on
IT.

Transportation IT systems containindirect singular points of vulnerability, to varying degrees.
Localizedissues can lead to majordisruptions orthe shutdown of an entire system (e.g., the
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2003 Northeast Blackout was initially alocal issue, but ultimately expanded to become a
regional issue).
The aviation mode’s cyberrisk has these characteristics:

0 Airtrafficnetworks create virtual highwaysin the sky. The criticality and
centralization of air traffic control and management of the national airspace system
mean cyber-attacks pose significantissues for air trafficcontrol.

0 Theresilience of the aviation systemis reliant on the resilience of government
systemsand assets (e.g., towers, communications, TSA Secure Flight, DHS routers).

There is an immediate need forairports to be resilient.

V.

They are primary places for multimodal transfer of cargo and facilitate processing passengers
and day-to-day commerce activity.

Small airports can getaround fuel difficulties with extemporary alternatives, but larger
international gateway airports have little flexibility.

Airports have implemented collaborative, self-help solutions to wide-ranging challenges. For
example, the Southeast Airport Disaster Operations Group (SEADOG) has flexible practices and
provides counterparts at airports with assistance orresources to recoverfromdisruptions.

Transportation Resilience and Cybersecurity Policy
Perspectives

Resilience measures reduce impact and costs but they need a champion to ensure widespread
implementation.

In a study of hazardous material transportation, an accident with arailcar transporting chlorine
through New York City resultedin atwo-week period of disruption with high costs. Factoringin
resilience measures reduced the impact and costs by more than 50 percent.

State-to-state implementation of transportation resilience options requires endorsement from

the Secretary of DHS or eventhe President.

Customer-facing resilience options (e.g., altering transportation modes) are less expensive and

easiertoaccomplishthan fleet systemresilience.

The 2013 Colorado flooding event produced valuable lessons learned in resilience.

Strong partnerships and relationships between transportation administrations and contractors
enabled arapid restoration of roads and bridges.

Contracting plans and proceduresin place priorto the event enable people toimmediately work
on damaged roads and bridges.

Expediting processes for studying environmentalimpacts facilitated the rapid repair of roads
and bridges.

Leveraging the National Guard allowed for the prioritized opening of critical highways.
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The Transportation Systems Sector’s level of cybersecurity is inadequate.

o Whilethe sectorhasincreased connectivity, the devicesin use are dated and do not have
adequate network connectivity or security. Transportation devices can be remotely accessed,
whichisa majorvulnerability.

e Freightand mass transit (buses, rail, and truck) infrastructure cybersecurity is not as advanced
as inthe light passengervehiclesector.

Information technology improves transportation resilience, but using technological solutions require
understanding and dedicated upkeep.
e Technologyimprovestransportation resilience and transportation system monitoring:
0 Itenablestheincreased use of monitoringand surveillance technologies, many with
real time capabilities.
0 Agencieswithinajurisdiction can use similardatato betterrespondtoand manage
emergencies.
0 Customer-facingtechnologies are becoming more connected and automated.
e National standards forthe sector’s cyberinfrastructure do not exist. There are different
developers, platforms, and governance structures across transportation agencies.
e Unanticipated software patches and technology fixes are costly and complex. More emphasisis
needed on cyber-resilience in the design and development of systems.
0 Thesecurity architecture builtinto the private vehiclecommunications support
systemsisa good example of how systems can have security and resilience builtinto
theirdesign.

VI. Supply Chain Perspectives

Resilience should be standardized for application within different transportation agencies and
disruptions.
e Resilience should have one definition, and the Federal Government should standardize whatitis
looking forinterms of “resilience.”
e Resilience denotesthe ability of infrastructure to move goods through any problem and to
adapt to the changingeconomicclimate. Rail moves whatever commodityisin high demand,
and itneedsto have flexibility in times of disruption.

Entities can collaborate to synchronize their approach to resilience issues and solutions.
e Forumssuch as panel discussions are useful for gathering effective practices from sectors, as

well as gettinginput from sectors that may not have implemented resilience practices.

e Coordinationand communication are importantto resilience, and conversations should be
facilitated across government, transportation agencies, and stakeholders.

e Transportation advisory committees, such as the California Freight Advisory Committee, can be
strongtoolsfor effectiveresilience coordination.

e Governmenthasatendencytothinktheyhave tosolve the problem, but there are many people
with experiences and expertise onhow togetit done and perhaps how to get it done better.
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Incentives are needed for resilience investments, particularly in an industry-rich mode such as freight

rail.

Like mosttransportation, fundingis a majorchallenge forrail. Industry needs incentives to make
resilience investments.

The freight rail system can be disrupted by external transportation modes.

VII.

Multimodal planningisinherentlyresilient. Resiliency is not necessarily inthe foreground, but it
isalwaysinthe background. Redundancy and alternative routes are builtinto the rail system,
and response is expedited to restore service.

Rail may be faced with severe impacts, butitdoes not mean trains will fail completely. Rail can
fall back on the ability to function manually or can relocate operations centers or remotely
conduct operations.

There are many factors that create bottlenecks and congestions on railroads. You can fix
bottlenecks within California(e.g., building the Alameda Corridor), but future issues may create
congestion along other points of the supply line.

Freight Rail Transportation Resilience

Resilience isinherently builtinto the freightrail transportation system.

Freightrail has built-in system resiliency and flexibly leverages the massive freight rail grid.
Resilienceisfostered ateverylevel inarail company. Theyrecognize thatitis more than justa
strategicissue and that if you don’t address the small stuff (e.g., training, workforce issues) it
will manifestitself somewhere inthe system and cause problems.

In a disruption of afreight node, such as a majorport, you are goingto (a) hold until you can
find an alternative location to send cargo, or (b) induce a shiftin howitis handled, such as
directing cargoto a warehouse instead of distribution.

The unique consolidation of industry ownershipin freight rail enablesthemto investin infrastructure
in a way that promotes resilience.

With dedicated maintenance, rail infrastructure can stand the test of time. Re-designs are
completedtoaddress new issues thatreach beyond the limits of currentinfrastructure. Private
investments are made to expand freight networks, ensureinfrastructure meets demands, and
increase velocity.

Maintenance needs to be prioritized. Freight rail incorporates the costs to build and maintain
infrastructure into the onset of projects.

Freightrail prioritizes the protection of theirinfrastructure and avoids building in high-risk flood
areas.

The followingisan example of built-to-lastinfrastructure: In the 1990s, renovations were made
to the freight rail bridge crossing Lake Pontchartrain. In 2005, Hurricane Katrinawashed the
track off the bridge. However, the bridge itself weathered the storm well, becausethe
infrastructure was maintained and builtto be easily restored. Responders were ableto restore
the bridge in 12 days.
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The freight rail transportation system has a collaborative nature, which fosters resilience.

Despite the differences among freight rail classifications (Class |, 11, I11), freight rail companies
work togetherto effectively address disruptions.

Larger rail companies come to the aid of short line rail companies and provide them with
needed capabilities, such as by sharing cars and lines or cooperatingto clearrail lines.

The freightrail industry relies on public-private partnerships for problems that overwhelm their
capacity.

Freightrail recognizes and works to mitigate cyber threats.

Freightrailinformation technology systems are insular, difficult to access, and supported by a
substantial ITsecurity team. Freight rail also usesinformation sharing to obtain cyber threat
information.

In many cases, if the systemis compromised, it shuts down and stops the train.

The cyber-physical nature of the rail system causes substantial threats, suchasina hurricane
destroying data or control centers. However, freight rail respondsin aresilient manner by
hardeningfacilities or leveraging adjacent centers.

During disruptions, external sources may hamper freight rail response and recovery efforts.

During derailments, rail companies involve multiplejurisdictions, but deferto appropriate
authorities.

However, governmentinvolvement can slow the response/recovery process. Conflicting
agencies may claim jurisdiction, resultingin alack of clear command or control.

There are specificactions the Federal Government can take to improve modal resilience:

Provide loan programs forsmall freight rail companies

Facilitate public-private coordination to achieve resilience goals and engage industry

Improve the coordination and speed of decision making during disruptions, and fostera process
that is short-term, specific, and non-invasive
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Research Resources

A great number of resources are available to researchers examining the subject of resilience in the
transportation sector. Among the sources of research consulted for this report, the following are
especially noteworthy:

Transportation Research Board

The TRB (http://www.trb.org/Main/Home.aspx)is acomponent of the National Research Council (NRC)

—one of fourorganizations comprising the National Academies. TRB’s mission is to promote innovation
and progressin transportation through research. It facilitates information sharing on transportation
practices and policies by researchers and practitioners, stimulates research and offers research
management services that promote technical excellence, provides expertadvice on transportation
policiesand programs, and disseminates research results broadly and encourages theirimplementation.
TRB annually engages more than 7,000 engineers, scientists, and othertransportation researchers and
practitionersfromthe publicand private sectors and academia; these stakeholders participate on TRB
committees, panels, and task forces. The programis supported by state transportation departments,
Federal agenciesincluding DOT, and otherorganizations and individuals interested in the development
of transportation. TRBreports and other documents can be accessed through many topic-specific
portals on the program’s website. A useful composite list of publications can be found here:
http://www.trb.org/Main/Blurbs.aspx?fields=ENewsletterType | Recently%20Release d%20TRB%20Public
ations, and here: http://www.trb.org/Research/Research1.aspx. Studies related specifically to security
and resilience can be found here: http://onlinepubs.trb.org/Onlinepubs/dva/SecurityActivities.pdf. For
related information, see the TRB’s “Transportation Research International Documentation”
(http://trid.trb.org/), http://www.trb.org/Publications/PubsTRBENewsletter.aspx,
http://www.trb.org/AboutTRB/Public/AboutCooperativeResearchPrograms.aspx,
http://www.trb.org/Projects/Projects2.aspx, and
http://www.trb.org/SynthesisPrograms/SynthesisProgram.aspx.

Volpe, The National Transportation Systems Center

Volpe (http://www.volpe.dot.gov/) is DOT’s National Transportation Systems Center. Its mission is to

improve transportation by anticipatingand addressingemergingissues and advancing technical,
operational, and institutional innovations across all modes. Volpe isaunique Federalagency thatis
100% funded by sponsor projects. It partners with publicand private organizations to assess the needs
of the transportation community, evaluate R&D endeavors, assistin the deployment of state-of-the-art
transportation technologies, and inform decision making and policy making through comprehensive
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analyses. Most of its publications, developed over 40 years, can be accessed through the Volpe Library:
http://www.volpe.dot.gov/library. Current work and projects by the seven Volpe technical centers can
be accessed at http://www.volpe.dot.gov/featured-work.

Eno Center for Transportation

The Eno Centerfor Transportationin Washington, DC, is a non-partisan think-tank seeking continuous
improvementintransportation andits publicand private leadershipin ordertoincrease the system’s
mobility, safety, and sustainability. A non-profit charitablefoundation, Eno often works in partnership
with governmentagencies, professional organizations, and other private organizations. Ongoing projects
include working groups focused on the Next Generation Air Transportation System (NextGen) and on
public-private partnerships as an alternative to direct publicinvestmentin transportation systems. In
addition, Eno’s Freight Working Group brings together truckers, railroads, ports, and shippers to discuss
proposals forfundinga multimodal freight program. Its publications and projects may be accessed here:
http://www.enotrans.org/.

State Resources

Many states have notable transportation programs or research centers, many of which are part of DOT’s
RITA (http://www.rita.dot.gov/). RITA’s National Transportation Library can be found at:
http://ntl.bts.gov/.

e University of Southern California’s Center for Risk and Economic Analysis of Terrorism Events
(CREATE) (http://create.usc.edu/). Established in 2004, CREATE is an interdisciplinary national
research centerbased at the University of Southern Californiain the School of Policy, Planning,
and Developmentand the ViterbiSchool of Engineering. CREATE is funded by DHS. The Center
focusesonriskand economicanalysis and comprises ateam of experts from across the country,
including partnerships with numerous universities and research institutions. Its many
publications can be accessed here: http://research.create.usc.edu/.

e MinetaTransportation Institute (MTI) (http://transweb.sjsu.edu/). MTI, which is based at
California’s San José state University College of Business, conducts research, education, and
information and technology transfer, focusing on multimodal surface transportation policy and

managementissues. It was established by Congressin 1991 as part of the Intermodal Surface
Transportation Efficiency Act. The Institute is funded by Congress through RITA; by the Califomia
Legislature through the California Department of Transportation (Caltrans); and by other public
and private grants and donations, including grants from DHS. MTI publications can be found at:
http://transweb.sjsu.edu/MTlportal/research/Publications.html.

e Intermodal Transportation Institute (http://www.du.edu/transportation/index.html). The
Institute, whichis atthe University of Denverin Colorado, focuses on educating future leaders

and executivesin managingintermodaltransportation systems thatintegrate all modes—
surface, water, and air. Its publications may be accessed here:
http://www.du.edu/transportation/research-resources/index.html.
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U.S. Department of Transportation

Key components of DOT (http://www.dot.gov/)include the FAA, FHWA, FTA, FRA, and MARAD. Each of
these DOT components has extensive resources availableto the public.

Federal Aviation Administration (http://www.faa.gov/). The FAA oversees safety of civil aviation.
Many of its publications can be found at:

http://www.faa.gov/about/office org/headquarters offices/apl/aviation forecasts/.

Federal Highway Administration (http://www.fhwa.dot.gov/). The FHWA provides stewardship
overthe construction, maintenance, and preservation of the Nation’s highways, bridges, and
tunnels. Its resources can be located through links provided at:
http://www.fhwa.dot.gov/resources/topics/. The FHWA also maintains alist of state

Departments of Transportation, many of which have useful documents available. The list of
state Departments of Transportation, with theirlinks, can be found here:
http://www.fhwa.dot.gov/webstate.cfm.

Federal Transit Administration (http://www.fta.dot.gov/index.html). The FTA provides financial
and technical assistance to local publictransit systems. Its library can be accessed at:
http://www.fta.dot.gov/about/library.html.

Federal Railroad Administration (http://www.fra.dot.gov/Page/P0001). The FRA overseesthe
safety and environmental impact of rail transportation. Its electroniclibrary can be found here:
http://www.fra.dot.gov/eLib/Find.

Maritime Administration (http://www.marad.dot.gov/). The MARAD oversees developmentand
maintenance of U.S. merchant marine systems. Its many documents and otherresources can be
accessed here: http://www.marad.dot.gov/library landing page/Library landing page.htm.

The DOT “National Transportation Library” (http://ntl.bts.gov/) is maintained by the Research and
Innovative Technology Administration (RITA).

U.S. Department of Homeland Security

Within DHS, the key components dealing with transportation issues are the TSA and the USCG. Both of

these agencies have resources available to the public.

Transportation Security Administration (http://www.tsa.gov/). TSA works to strengthen the
security of the Nation’s transportation systems and to ensure the freedom of movement for
people and commerce. Most of its publicly availableinformation, including remarks by TSA
officials, can be found here: http://www.tsa.gov/press.

U.S. Coast Guard (http://www.uscg.mil/). The USCG safeguards the Nation’s maritime interests,
protects the maritime economy and the environment, defends U.S. maritime borders, and saves
those in peril. Many of its publications can be found through the USCG Library homepage:
http://www.uscg.mil/top/library/.
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APPENDIX M

Associations

The various modes of the transportation sector have numerous associations representing their interests.
These include the following:
e American Association of Airport Executives: http://www.aaae.org/.

e American Association of state Highway and Transportation Officials, Special Committee on
Transportation Security and Emergency Management:
http://scotsem.transportation.org/Pages/default.aspx.

e American Petroleum Institute: http://www.api.org/.

e American PublicTransportation Association: http://www.apta.com/Pages/default.aspx.

e American Trucking Association: http://www.truckline.com/.
e Association of American Railroads: https://www.aar.org/.

e Intermodal Association of North America: http://www.intermodal.org/.
e National AirTransportation Association: http://www.nata.aero/.
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Appendix N: Acronyms

AASHTO American Association of State Highway and Transportation Officials
ACRP Airport Cooperative Research Program

AMSC Area Maritime Security Committee

AMSP Area Maritime Security Plan

API American Petroleum Institute

ASCE American Society of Civil Engineers

ATS Aviation Transportation System

BART Bay Area Rapid Transit

BASE Baseline Assessment for Security Enhancements

BNSF Burlington Northern Santa Fe

BTS Bureau of Transportation Statistics

C3RS Confidential Close Call Reporting System

CalTrans California Department of Transportation

CBP Customs and Border Patrol

CBRNE Chemical, biological, radiological, nuclear, and explosive
CEO Chief Executive Officer

CERT Computer Emergency Readiness Team

CERT-RMM CERT Resilience Management Model

CIKR Critical Infrastructure and Key Resources

CIPAC Critical Infrastructure Partnership Advisory Committee
CMTS Committee on Marine Transportation Systems

COE Centers of Excellence

COOP Continuity of Operations

CPO Community Post Office

CPU Contract Postal Unit

CTC Centralized Traffic Control

C-TPAT Customs-Trade Partnership Against Terrorism

DHS Department of Homeland Security

DHS S&T Department of Homeland Security Science & Technology Directorate
DHS-IP DHS Office of Infrastructure Protection

DOC Department of Commerce

DoD Department of Defense
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DOE Department of Energy
DoS Denial of service
DOT Department of Transportation
EA Environmental Assessment
EIS Environmental Impact Statement
EO Executive Order
EPA Environmental Protection Agency
FAA Federal Aviation Administration
FEMA Federal Emergency Management Agency
FHTF Federal Highway Trust Fund
FHWA Federal Highway Administration
FLMA Federal Land Management Agencies
FMCSA Federal Motor Carrier Safety Administration
FRA Federal Railway Administration
FTA Federal Transit Administration
GCC Government Coordinating Council
GDP Gross Domestic Product
GHG Greenhouse Gas Emissions
GPS Global Positioning System
HAZMAT Hazardous Materials
HMCRP Hazardous Materials Cooperative Research Program
HMGP Hazard Mitigation Grant Program
HMT Harbor Maintenance Tax
HSIN-CI Homeland Security Information Network for Critical Infrastructure
HSPD Homeland Security Presidential Directive
ICS Incident Command System
ICTF Intermodal Container Transfer Facility
IED Improvised Explosive Device
I-STEP Intermodal Security Training Exercise Program
IT Information Technology
ITS Intelligent Transportation Systems
LACM Los Angeles County Metro
LADOT Los Angeles Department of Transportation
LAX Los Angeles International Airport
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LGB Long Beach Airport

MAP-21 Moving Ahead for Progress in the 215t Century Act
MARAD United States Maritime Administration

MARSEC Maritime Security

MPO Metropolitan Planning Organization

MTA Metropolitan Transportation Authority

MTC Metropolitan Transportation Commission

MTI Mineta Transportation Institute

MTS Maritime Transportation System

MTSRU Maritime Transportation System Recovery Unit

NAS National Airspace System

NCCIC National Cybersecurity and Communications Integration Center
NCFRP National Cooperative Freight Research Program
NCHRP National Cooperative Highway Research Program
NextGen Next Generation Air Transport System

NFAC National Freight Advisory Committee

NHTSA National Highway Traffic Safety Administration

NIAC National Infrastructure Advisory Council

NICHI National Institute for Coastal and Harbor Infrastructure
NIPP National Infrastructure Protection Plan

NIST National Institute for Standards and Technology

NOAA National Oceanic and Atmospheric Administration

NRC National Research Council

NRF National Response Framework

OCIA Office of Cyber and Infrastructure Analysis

ODNI Office of the Director of National Intelligence

OECD Organization for Economic Cooperation and Development
OMB Office of Management and Budget

ORION On-Road Integrated Optimization and Navigation

OSTP Office of Science and Technology Policy

PAGP Public Assistance Grant Program

PDM Pre-Disaster Mitigation

PHL Pacific Harbor Line

PHMSA Pipeline and Hazardous Materials Safety Administration
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PNT Position, Navigation, and Time
POLA-POLB Port of Los Angeles — Port of Long Beach
PPD Presidential Policy Directive
PRC Postal Regulatory Commission
QR Quadrennial Review
R&D Research and Development
RITA Research and Innovative Technologies Administration
RRIF Railroad Rehabilitation and Improvement Financing
RSD Resilient Systems Division
SCADA Supervisory Control and Data Acquisition
SCC Sector Coordinating Council
SLSDC Saint Lawrence Seaway Development Corporation
SLTT State, Local, Tribal, Territorial
SME Subject Matter Expert
SRIA Sandy Recovery Improvement Act
SSA Sector Specific Agency
SSP Sector Specific Plan
STB Surface Transportation Board
TCRP Transit Cooperative Research Program
TEA-21 Transportation Equity Act for the 215t Century
TFHRC Turner Fairbank Highway Research Center
TIFIA Transportation Infrastructure Finance and Innovation Act
TIGER Transportation Investment Generating Economic Recovery
TRB Transportation Research Board
TRIAD Transit and Rail Intelligence Awareness Daily
TSA Transportation Security Administration
TSSRA Transportation Sector Security Risk Assessment
TTX Tabletop Exercise
up Union Pacific
UPS United Parcel Service
USACE United States Army Corps of Engineers
USCG United States Coast Guard
USPS United States Postal Service
VIPR Visible Intermodal Prevention and Response
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Volpe John A. Volpe National Transportation Systems Center
VPO Village Post Office
WEF World Economic Forum
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