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Introduction 
The growing number of cyber-attacks on Industrial Control Systems (ICS) operating in a broad 
range of industrial, communications, utility and manufacturing applications is raising an important 
question: Do we correctly understand the cyber-attack surface and the actual risks to our 
organization? Who might initiate an attack, why a specific victim might be selected, what 
resources are required and how the motivation of an attacker is created?  

Cyber security experts know well that it is impossible protecting all facilities and all zones in each 
facility with the strongest defense measure. Therefore, we must allocate resources to understand 
the attack environment. Figure 1 below is a scheme for risk evaluation, and it may be used for 
analyzing the risks and selecting the suitable set of defense measures for each zone.  

The goal of this paper is to help the reader understanding the risk level for each zone and select 
the most adequate, affordable and justifiable cyber defense. 

IT oriented goal of the attackers 
The IT systems must be protected to assure the Confidentiality, Integrity and Availability (CIA) of the data 
managed by the organization. Often, we might get surprised seeing systems which are not accurately 
documented, not updated to prevent exploitation of published vulnerabilities and realize that many critical 
findings from recent cyber security assessments were not implemented.  

ICS oriented goal of the attackers 
When dealing with cyber security for ICS, such as described above, we shall not rotate the CIA as often done 
incorrectly by IT experts. Instead of the CIA Triad we shall clearly say: Safety, Reliability, Productivity (SRP) 
Triad. To comply with the SRP goals, the design must assure that people cannot mistakenly damage 
machines, machines cannot hurt people and the plant reliably operates. Meeting these goals requires in-
depth understanding of the System under Consideration (SUC) as defined by the ISA 62443. 

 

Figure 1. Analyzing the Cyber defense for industrial facilities. 

Analyzing the risk map 
The center of the map shown above is outlining a typical risk assessment process such as the Lockheed 
Martin Cyber Kill Chain, the MITRE Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK) 
process, etc. On the left side of the grey-colored cloud are shown the Security Levels (SL), as defined by the 
ISA/IEC 62443 standard and further on the left side are outlined the specific targets of an attacker. On the 
right side of the chart are listed the impacts caused by a cyber-attack on an industrial facility.  

Remember, that cyber security risks are linked to operation safety and business risks. Understanding the risk 
map outlined above, helps analyzing the risk factors and help selecting specific cyber defense measured 
aimed to assure business continuity and safety to people. 
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Internally Generated cyber attacks 
Cyber security experts must clearly differentiate among internally and externally generated cyber-attacks. 
Important to remember, that operation safety can not be assured without cyber security and furthermore, 
cyber security can not be assured without physical security. Therefore, physical security is a strong 
precondition for preventing internally generated attacks. 

Externally Generated cyber attacks 
In contrary to the type of risks explained above, externally generated attacks start with Social Engineering, 
phishing, spear phishing, etc. The initial goal of the attacker is to penetrate to the IT system, stay there for 
150-200 days, collect information on the ICS process. Then, compromise the barrier between the IT and 
the ICS and finally manipulate the ICS process.  

Supply-Chain Originated cyber attacks 
The supply chain related risks were recently added to the list of attack vectors, side by side with the 
internally and externally generated cyber-attacks. The widely known risks are referring to suppliers of 
control devices, who might malvertize its code prior delivery. Furthermore, during COVID-19 we must refer 
to service providers who might use a malvertized device for connecting to the ICS. 

Practical ICS Cyber defense measures 
The well-known sentence says:” There is no Silver Bullet for protecting computerized and 
communications-based systems”. The meaning is that you must use layered defense according to the 
People, Policies, Technologies (PPT) Triad. Employees must be trained for achieving higher awareness, 
needed to detect cyber-attacks and minimize the damage. Deployment of effective and enforceable 
policies and technologies is mandatory for correctly defending each zone in the plant. 

To minimize the risk, ICS system designers and operators shall deploy encryption where it is applicable, 
install authentication for inspecting the service computers and connecting people. Among specific 
technologies they may consider deployment of Intrusion Detection Systems (IDS), Unidirectional Diodes, 
Next Generation Firewalls (NGFW) adapted for ICS, White-listing, Security Intrusion Event Management 
(SIEM) and connection to the Security Operation Center (SOC). When allowing 3rd party maintenance, 
ICS operators must request that remote connection shall be allowed by using a dedicated service 
computer, which is not used for other purposes. 

Summary and Conclusions 

As the consequences of cyber security risks are different between IT and ICS, the cyber security risks 
assessment methods must be different as well. The CyberPHA methodology offers a “consequence driven 
method” to assess ICS security risks and it is a more rigorous method compared to those used for IT systems. 
It aligns with the ISA/IEC 62443standard Section 3-2 and provides clearly-to-see analysis and consequences 
of cyber-attacks. Adherence to adapted methods for ICS cyber defense such as the ISA/IEC 62443 may help 
achieving stronger cyber security by taking big step ahead of hostile attackers. For protecting operating safety 
and business continuity assurance in their facilities, senior management in every organization must allocate 
the needed resources for making it happen.  
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